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MpunoxeHune Nel
k npukady AO «3eTta CTpaxoBaHue»
oT «05» nioHa 2023 r. Ne24

YTBEP>XXOEHO
Mpukazom o1 05.06.2023 Ne24

npaBMna CTpaxoBaHus onepaTtopoB AaHHbLIX U 3allUTDbI LIMd)pOBOFO O6u3Heca

CtpaxoBaHue onepaTopoB [AaH-
HbIX U 3aWuTbl uudcgppoBoro 6us-
Heca

Digital Business and Data Pro-
tection Insurance

MopnuceiBasa Jorosop cTpaxoBaHus Cmpaxosuwjuk v
Cmpaxoeamesib (0anee Takke umeHyemble Cro-
pOHbI) AoroBapvBalTca O ToM, YTo Cmpaxoswuk
npenocTaBnsieT CTpaxoBoe MOKPbITUE (CTpaxoBaHWE)
B OTHOLUEHUN Y6bImkoe, BO3HUKLIMX Y 3acmpaxo-
eaHHo20 unn Tpemsezo nuuya (Bbirogonpuobpeta-
Tenew), B COOTBETCTBUM C HacTosilwmmMm [NpaBunamm
CTpaxoBaHUsi onepaTopoB AaHHbIX U 3aWwmUTbl LUdpo-
Boro 6usHeca (ganee — lNpaeuna), ycnosusimm [oro-
BOpa CTpaxoBaHUsi U MPUMEHUMOro 3akoHoAaTesb-
cTBa.

B cnyyae pacxoxaeHwuii B yCroBysX, COOAEPXKaLLMXCS B
MpaBunax u [orosope cTpaxosaHus, ycnosus [oro-
BOpa CTpaxoBaHWsi NpeBanunpyoT, ECNN 3TO HE NPOTK-
BOPEYUT NPUMEHNMOMY 3aKOHOAaTEeNbCTBY B COOTBET-
cteum ¢ n. 9.11 HacToswwmx Mpasun.

Hactoswwne MMpaBuna n [oroBop cTpaxoBaHus, a
TaKkKe BCe OOMOMHEHUS U MPUINOXEHUS K HEMY BMECTe
COCTaBNSAT €AVNHbIN JOKYMEHT.

Cmpaxoeamesnib 1 Cmpaxoeuwuk NMeLOT NpaBo Co-
rmacosatb W3MeHeHWe mnonoxeHun [lpaBun nyTem
BHECEHMS U3MEeHeHWI B [JOroBOp CTpaxoBaHuWs.

By issuing he Policy the Insurer provides insur-
ance cover for Losses incurred by the Insured or
Third Party as identified hereof (beneficiaries) cov-
ered under and in accordance with the present Dig-
ital Business and Data protection Insurance Rules
(hereinafter referred to as ‘Rules’), the particular
Policy and the applicable legislation.

In case of any discrepancies between the present
Rules and the Policy, the Policy shall prevail unless
this would not be in accordance with the applicable
legislation as per item 9.11. of this Rules.

The present Rules and the Policy, together with all
attachments hereto, constitute the sole and con-
sistent document.

The Policyholder and the Insurer have the right
to agree on the amendments to the present Rules
in the Policy.

OGBLEKT cTpaxoBaHus 1.1. Object of insurance

OBbekToM CTPaxoBaHUA ABNSAKTCH MMYLLECTBEHHbIE The object of insurance is the Insured’s material
NHTepecChbl 3acmpaxoeaHHoao, CBdA3aHHbIE: interests related to the risk of:

) ey e ero e ooty () occurtence of the isured's ity for Da-
LWECTBY FPaKAaH, MMYLLECTBY IOPUAMIECKHX FINL, My- age inflicted to the property, health or_Il_fe of in-
HULMNanbHbIX 0bpa3oBaHuin, cydbekToB Poccuickom d!v!duals, orto the property of '?ga' entities, mu-
denepaumm nnm Poccuiickoil deaepauni; n_ncpal units, Russian Federation or its territo-
(ii) C PUCKOM HACTYMNEeHUs ero HernpeaBuaeHHbIX nes;

pacxogos ((bVIHaHCOBbIe pMCKVI)— B 4acTu NokpbiBae- (ii) incurrence of unexpected financial costs (finan-
Moro Y6bimka; cial risks) — Loss;

(iif) C PUCKOM MonyueHus Y6bimka om nepepbi- (iii) incurrence of a Business interruption loss.
808 8 npousgodcmee.

CtpaxoBoMu cryyamn 1.2. Insurance event

CTpaxoBbiM Cny4yaem MnpU3HaAeTCsl BO3HUKHOBEHMWE An insured event shall mean the occurrence of the
06sa3aHHOCTU 3acmpaxoeaHHO20 BO3MECTUTb Insured’s liability to indemnify for Damage caused
Yuwep6, npuunHeHHbIi Tpembum nuyam, BO3HUKHO- to Third party, incurrence of Insured’s Business
BeHWe y 3acTpaxoBaHHOro Y6bimka om nepepbiea 8 interruption loss as well as incurrence of other
npouseodcmee, a Takke BO3HUKHOBEHME HEOOX0aM- unexpected expenses for services - Losses cov-
MOCTW MOHECTW [pyrue 3acTpaxOBaHHble [AOMOJHW- ered under the Policy; subject to and provided that
TenbHble pacxoabl — Y6bimku 3acmpaxoeaHHO20 the respective Insured fulfills the requirements and
UCKNIOYMTENBHO B COOTBETCTBMU C nonoxeHnsmu [o- performs its duties under this Policy.

roBopa ctpaxoBaHus u [paBun; npu ycrnosmu mUcnorn-

HEHUs COOTBETCTBYWLIMM 3acmpaxoeaHHbIM €r0

obsa3artenbCcTB (0693aHHOCTEN) No [JoroBopy cTpaxo-

BaHws.

CTpaxoBble PUCKU U YCITOBUA CTPaxOBaHUA 1.3. Insurance Risks and Insurance Conditions




Ecnn nHoe He oroBopeHo [1OoroBOpoM CTpaxoBaHWs,
nencrteme [loroBopa CTpaxoBaHWs pacnpoCTpaHsaeTcs
Ha pucku, ykasaHHbele B n. 1.3.1. - 1.3.10. HacToALWMX
[Mpasun.

Insurance is provided solely for the risks insured
under the items 1.3.1.-1.3.10. of this Rules, unless
otherwise explicitly stated by the Policy.

Mo puckam, ykasaHHbiM B 1. 1.3.1. — 1.3.6. HacToALLMX
MpaBun cTpaxoBbIMK Criy4YasiMu SIBASIIOTCS TONbKO CO-
ObITMA B OTHOWeEHUN TpeboeaHull, BNepBble Npeab-
SIBMEHHbIX NPOTNB 3acmpaxoeaHHO20 B TedeHue lMe-
puoda cmpaxoeaHusi unu lNMepuoda o6HapyxeHus,
ecnu Takon MNpUMEeHWM, M 3asBneHHbIX Cmpaxoe-
W UKy B COOTBETCTBUM C YCINOBUAMU HacTosiLmx Mpa-
BUWI.

All cover under the risks 1.3.1. — 1.3.6. of this Rules
is afforded solely with respect to Claims first made
against an Insured during the Policy Period or the
Discovery Period, if applicable, and notified to the
Insurer as required by this Rules.

Mo puckam, ykasaHHbeiM B n. 1.3.7. — 1.3.10. HacTos-
wux [lMpaBun CcTpaxoBbiMU CRy4YassMu  SIBNSAOTCS
TONbKO COObLITUSA, BrepBble O6Hapy)XeHHbIe B Teve-
Hue lMepuoda cmpaxoeaHuu w 3asiBneHHble Cmpa-
XO08W UKy B COOTBETCTBUM C M. 6.1. [Npasun.

All cover under the risks 1.3.7. — 1.3.10. of this
Rules is afforded solely with respect to events first
Discovered during the Policy period and reported
to the Insurer according to Section 6.1. of the
Rules..

OTBeTCTBEHHOCTb nepea Tpembumu Jluyamu v po-
nonHuTenbHbIe pacxofbl, CBA3aHHble CO CTpaxo-
BbIMU CyYasiMM

Third Party Liability and additional expenses
related to insured events

CtpaxoBaHue Ha cny4au HapyweHusi KoHduaeH-
uUManbHOCTU U YTeukun [JaHHbIX

1.3.1.

Privacy and Confidentiality Breach Cover

Cmpaxoeuwjuk Bo3MellaeT 3acmpaxoeaHHOMY Unn
OT ero UMeHu Yuwep6 n Pacxodb! Ha 3auwjumy, BO3-
Hukalowme n3 TpeboeaHus, BNepBble NPeLbsBEH-
Horo npoTMB 3acmpaxoeaHHoz2o unu Cy6nodpso-
quka B TeveHve lMepuoda cmpaxoeaHusi unu lMepu-
00a o6Hapy)XeHuUs1, eCNK OH NPUMEHUM, NpeaMeToM
KOTOpPOro €BNSeTCcH npusreyvyeHne 3acmpaxoeaH-
HO20 K OTBETCTBEHHOCTW 3a YmeuyKy OaHHbIX Wnu
HapyweHue koHgudeHyuasbLHocmu.

The Insurer will pay to or on behalf of an Insured
all Damages and Defence Costs arising from a
Claim first made against an Insured, or an Out-
sourced Service Provider, during the Insurance
Period or the Discovery Period, if applicable, for
a Privacy Breach or Confidentiality Breach.

HapyweHune BesonacHocTu ceten

1.3.2.

Network Security Cover

Cmpaxoewuk Bo3MeLlaeT 3acmpaxo8aHHOMY WIv
OT ero umeHn Ywep6 n Pacxodbl Ha 3awjumy B
cBsisn ¢ Tpeb6oeaHuem, BrepBble NPeabsBIEHHbIM
npotne 3acmpaxoeaHHo20 B TeuyeHvne [lepuoda
cmpaxoseaHusi unu npumeHumoro lMepuoda ob6Hapy-
JKeHusi, no HeeepHomy delicmeuto 8 obriacmu bes-
onacHocmu.

Thelnsurer will pay to or on behalf of an Insured
all Damages and Defence Costs arising from a
Claim first made against an Insured during the In-
surance Period or the Discovery Period, if appli-
cable, for a Security Wrongful Act.

OTBeTCTBEHHOCTbL B ob6nacTtu meagua

1.3.3.

Media Liability Cover

Cmpaxoeuwjuk Bo3MellaeT 3acmpaxoeaHHOMY Unv
OT ero umeHn Ywep6 n Pacxodbl Ha 3awumy B
cBsisan ¢ TpeboeaHueM, BnepBble MPEeLbABMNEHHLIM
npote 3acmpaxoeaHHoO20 B TeueHve [lepuoda
cmpaxoeaHusi unv npumeHumoro flepuoda o6Hapy-
JXeHusi, no HeeepHomy delicmeuro e obnacmu Me-
dua.

,El,aHHoe NOKpbITUE NpeaocTaBndeTca B paMkax noanm-
MUTa, ykasaHHoro B n. 9.a. floroeopa (Monuca).

The Insurer will pay to or on behalf of an Insured
all Damages and Defence Costs arising from a
Claim first made against the Insured during the
Insurance Period or the Discovery Period, if ap-
plicable, for a Media Wrongful Act.

This coverage is subject to a sublimit as specified
in Item 9.a. of the Policy.

Pacxoabl no Tpe6oBaHusam Perynsatopa

1.3.4.

Regulatory Costs

Cmpaxoeuwjuk Bo3MellaeT 3acmpaxoeaHHOMY Unn
OT ero MMeHun Bce Pacxodbl Ha 3aujumy B CBSI3U C
TpeboeaHuem Pezcynsimopa, BnepBble NpeabsaBreH-
HbIM NPOTUB 3acmpaxoeaHHO20 B TeueHue lMepuoda
cmpaxoeaHusi unv npumeHumoro lepuoda o6Hapy-
JKeHUSsI, KOTOPOE BO3HWUKAET U3 YmeyKu GaHHbIX Unn
HapyweHusi kKoHghuOeHyuanbHoCMuU.

,El,aHHoe NOKpbITUE NpeaocTaBndeTca B paMkax noanm-
MuTa, ykasaHHoro B n. 9.b. florosopa (Monwnca).

The Insurer will pay to or on behalf of an Insured
Defence Costs arising from a Claim by a Regu-
lator first made against an Insured during the In-
surance Period or the Discovery Period, if appli-
cable, for a Privacy Breach or Confidentiality
Breach.

This Coverage is subject to a sublimit as specified
in Item 9.b. of the Policy.

BHYTPEHHee paccrnenoBaHune

1.3.5.

Internal Investigation Cover

Cmpaxoeuwjuk Bo3MelLLaeT 3acmpaxoeaHHOMy UNn
OT ero umeHu Pacxo0lbl Ha 3aujumy B CBSI3U C BHYT-
PEHHMM paccrnefoBaHMEM UMM 3anpoCoM, BriepBble
npoeoanmMbiM KomnaHuel B OTHOWEHUM 3acmpaxo-
eaHHO20 B TeyeHue [llepuoda cmpaxoeaHusi Vnu
lMepuoda o6HapyxeHuUs1, ECN OH NPUMEHUM:

(a) B oTBET Ha NpsaAMoN 3anpoc oT Peaynssimopa vnv;

The Insurer will pay to or on behalf of an Insured
all Defence Costs arising from an internal investi-
gation or enquiry first commenced during the In-
surance Period or the Discovery Period, if appli-
cable, by or on behalf of the Company into the af-
fairs of an Insured in its capacity as such:




(6) ona uenen oueHkn, TpebyeTcss N cocTaBneHve
Omyema vnu B npoLiecce NoaroToBku gaHHoro Om-
yema,

KOTOpble BO3HMKAT U3 Ymeyku OaHHbIx i Hapy-
weHusi KOHghudeHyuanbHocMuU.

(a) in response to a direct request from a Regula-
tor; or

(b) to assess whether a Self Report is required or
advised or in preparation of or following a Self Re-
port,

which arises out of a Privacy Breach or Confiden-
tiality Breach.

Pacxopbl, cBA3aHHble ¢ TpeGoBaHUAMM MO CTaH-
papTtaMm 6e3o0nacHOCTU AaHHbIX MHAYCTPUMU nna-
TEXHbIX KapT (PCIDSS)

1.3.6.

Payment Card Industry Data Security Stand-
ards (PCIDSS) Cover

Cmpaxoeuwuk Bo3MeLlaeT 3acmpaxo8aHHOMY UIv
OT ero UMeHun Becb Yuwiep6, Pacxodbl Ha 3awjumy 1
nobble WHble pacxoadbl, KOTOpble MNOHeCeHbl unn
OOMKHbI BbITb NOHECEHbI 3acmpaxoeaHHbIM MO OT-
BETCTBEHHOCTU MO OGHSaTeﬂbCTBaM, BblTEKAKOLWLNM N3
TpeboeaHusi, BnepBble NpeabsABIEHHOrO NPoTMB 3a-
cmpaxoeaHHo20 B TeyeHune [lepuoda cmpaxoea-
Husi vin lMepuoda o6HapyXeHusi, eCn OH NpumMe-
HUM, CO CTOpOHblI fTocmasujuka ycriy2 3/1eKmpoH-
HbIX namexel 3a HapyLlleHne ctaHaapToB H6esonac-
HOCTU AaHHbIX MHOYCTPUKU NNAaTeXHbIX KapT.

,El,aHHoe NOKpbITUE NpeaocTaBdeTca B paMkax noanm-
MuUTa, ykasaHHoro B n. 9.c. [lorosopa ([Nonuca).

The Insurer will pay to or on behalf of an Insured
all Damages, Defence Costs and any sums of
money incurred by and enforced against the In-
sured as its liability according to the applicable law
in the form of a penalty in relation to a written con-
tract arising from a Claim first made against an In-
sured during the Insurance Period or the Discov-
ery Period, if applicable, by an E-Payment Ser-
vice Provider for breach of any PCIDSS.

This coverage is subject to a sublimit as specified
in Item 9.c. of the Policy.

MNepepbiB B nponsBoAcTBe

Business Interruption

Y6bITOK OT NepepbIBOB B NPOU3BOACTBE

1.3.7.

Business Interruption Loss Cover

CtpaxoBlWMK Bo3melwaeT Cmpaxoeamesito Y6bi-
mok om nepepbieoe 8 rpou3eodcimee, BO3HUKLLIWNA
B TeyeHue lMepuoda eo3mMeuweHuUsi, KOTOPbLIN ABUIICA
NpsiMblM CreaCcTBUEM MOMHOM UMW YAaCTUYHOW Hendo-
ctynHoctn KomnbromepHol cucmembi KomnaHuu.
Takasi HeJOCTYMHOCTb AOSkHA ObiTb BrnepBble O6Ha-
pyxeHa B TedeHue llepuoda cmpaxoeaHusi N Bbi-
3BaHa Cobbimuem, noesieKwum 3a coboll nepepnie
e npou3eodcmee. CTpaxoBOe NOKPbITUE NPeaoCcTaB-
nsieTcst TONbKO B Cyvae, ecnu nepuos, B Te4eHne Ko-
Toporo HegocTtynHa KomnbtotepHasa cuctema Komna-
HuuM npeBbiwaeT lMepuod oxudaHus. B TakoMm cny4yae
Y6bimok om nepepbieoe e npouseodcmee bynet
BKINtoYaTb B cebs BCe CyMMbl YObITKOB, BO3HUKLLMX B
TeueHve lMepuoda oxudaHusi.

The Insurer will pay to the Policyholder the Busi-
ness Interruption Loss incurred within the Indem-
nity Period as a direct result of the total or partial
unavailability of the Company’s Computer Sys-
tem, which is first Discovered during the Insur-
ance Period and which is caused by a Business
Interruption Event. Cover is only provided where
the duration of the unavailability of the Company’s
Computer System exceeds the Waiting Period,
in which case Business Interruption Loss will in-
clude amounts incurred during the Waiting Period.

YnpaBneHue KpM3NCHbIMU CUTYaLUAMU

Crisis Management

Pacxogbl Ha ynpaBJieHne KpUu3nCHbiMU cuUTyauun-
AMUN

1.3.8.

Crisis Management Costs Cover

Cmpaxoewuk Bo3MeLlaeT 3acmpaxo8aHHOMY WIv
OT €ro UMEeHu:

The Insurer will pay to or on behalf of an Insured:

Pacxopabl Ha chopeH3uK

Heobxogumble, pasymHble n uenecoobpasHblie pac-
Xo4bl U U3OepXkn Ha Akcrnepmoe e obracmu UH-
ghopmMayuoHHbIX mexHosozul (AT), npsiMoO BO3HU-
Kaowue 13 nobor dakTuyeckon, npeanonaraeMmon
Unu nopo3peBaemolt Ymeyku 0aHHbIx, HapyweHus
KoHgpudeHyuanbHocmu, Kubep amaku vnn Co6bi-
musi, noeniekwez0 3a coboli nepepbie 8 MPous-
eodcmee, BnepBble 06HapyKeHHbIX B TeueHne Mepu-
oda cmpaxoeaHusi, KoTopble aHanuanpyiT Komnb-
romepHyr0 Cucmemy KomnaHuu c UenNb0 yCTaHOB-
neHusi pakta Ymeyku aHHbIXx, HapyweHus KoHgu-
deHyuanbHocmu vnv Kubep amaku, Nnpu4nHbl 1 No-
cnencTBui 3To Ymeyku O0aHHbIx, HapyweHusi KoH-
¢udeHyuanbHocmu vnn Kubep amaku, a Takke
BO3MOXHOCTEN YMEHbLUEHUS NMOCNEACTBUN BhilLene-
pPEeYUCNEHHbIX MHUNOEHTOB;

(@)

Forensic Costs

the reasonable and necessary fees and expenses
of an IT Expert, directly arising out of any actual,
alleged or suspected Privacy Breach, Confiden-
tiality Breach, Cyber Attack or Business Inter-
ruption Event first Discovered during the Insur-
ance Period to analyze the Company’s Com-
puter System in order to ascertain whether a Pri-
vacy Breach, Confidentiality Breach or Cyber
Attack has occurred, the cause and extent of such
Privacy Breach, Confidentiality Breach or
Cyber Attack and how it can be mitigated;

Pacxoabl Ha pearmpoBaHue npu YTeuyke AaHHbIX U
HapyweHuun KoHdmaeHumMansHoCcTH

HeobXxoaMMble, pasyMHble W LenecoobpasHble pac-
X0o4bl U U3OepXkn Ha Akcrepmoe e obracmu UH-
¢hopmMayuoHHbIX mexHoso2ul (UT) nnv CTOPOHHNX

(b)

Data Breach Response Costs

the reasonable and necessary fees and expenses
of an IT Expert or other external expert or service
provider incurred by the Insured, with the prior writ-
ten consent of the Insurer, directly arising out of




9KCMepTOB UMW MOCTaBLLMKOB YCIyr, NOHeCeHHble 3a-
cmpaxoeaHHbIM C NpefBapuTENbHOro NMUCbMEHHOTO
cornacua Cmpaxosuwjuka, NpsiMO BO3HUKaKOLLNE U3
dakTnyeckoro wnM  npegnonaraemoro cnyvasi
Ymeuku daHHbIx vnn HapyweHusi KoHgpudeHyu-
anbHocmu, BrnepBble O6HapyXeHHO20 B TedeHue
lMepuoda cmpaxosaHus.

any actual or alleged Privacy Breach or Confi-
dentiality Breach first Discovered during the In-
surance Period:

@) Pacxogbl Ha MaeHTU(UKaLUIO U coxpaHe-
HUe AaHHbIX C Lenbio aeHTMhnLmMpoBaTb U coxpa-
HWUTb HeOBX0ANMbIE ANEKTPOHHbIE AaHHblE B KOoMMb-
romepHoli Cucmeme KomnaHuu;

(i) Data Identification and Preservation Costs
to identify and preserve relevant electronic data on
the Company’s Computer System:;

(i) Pacxoabl Ha ropuanYecKYr KOHCynbTa-
uuo

Ha KOHCynbTMpOBaHWe 3acmpaxoeaHHO20 B OTHO-
LeHUn ero obs3aHHOCTeN B cuiy 3akoHa coobmTb
06 ¥Ymeuke OaHHbIx nn HapyweHuu KoHgudeH-
yuanbHocmu cybbekTam AaHHbIX, Tpembum nuyam
unn Peaynsimopy.

(i) Legal and Regulatory Advice Costs

to advise the Insured on its legal and regulatory
duties to report such Privacy Breach or Confiden-
tiality Breach to any data subject, Third Party or
Regulator;

(iii) Pacxoabl Ha yBeaomMmneHue

Ana uenen ysegomneHns cybbekToB AaHHbIX, Tpe-
mbux nuy vnn Pezynamopa o6 Ymeyke O0aHHbIX
wnn Hapywenuu KoHghudeHyuanbHocmu B COOT-
BETCTBMU C 0653aHHOCTAMM B CUMY 3aKOHA.

(i) Notification Costs

to make notifications of such Privacy Breach or
Confidentiality Breach to any data subject, Third
Party or Regulator according to legal and regula-
tory duties;

(iv) Pacxoabl Ha KOHCYNbTaLMyU B OTHOLUEHUU
KoMneHcauui gns Tpembux auy,

ONs uenew onpegeneHnsi obbema 06a3aTensCTB Mo
BO3MeLleHuo yulepba / Bpeaa, Coaepallmxcsi B CO-
OTBETCTBYIOLUMX NMUCbMEHHbBIX JoroBopax mexay 3a-
cmpaxoeaHHbIM U CTOPOHHUM MOCTaBLUMKOM YCHyT;

(iv) Third Party Indemnification Advice Costs
to determine the extent of any relevant indemnifi-
cation obligations contained in a respective written
contract between the Insured and any third party
service provider;

(V) Pacxoabl Ha ycnyru Konn-ueHTpa
ons paboTbl KONN-UeHTpa B MHTepecax MnocTpagas-
LIMX CYOBEKTOB AaHHbIX 1 Tpembux nuy,

(v) Call Centre Costs
to operate a call centre for the benefit of affected
data subjects and Third Parties;

(vi) Pacxogbl Ha nocneAyroWUin MOHUTOPUHI Mo-
cne HacTynJieHUs CTPaxoBOro COOLITUA B LENAxX
co3faHua n obecnevyeHnsa nocTpagaBLUMX CyOBHEKTOB
OaHHbIX U Tpembux nuy;:

A) HOBbIMM HOMEpamK CHETOB (BKMOYasa pacxobl Ha
nepeBbINYCK NNaTEXHbIX KapT); 1

B) ycnyramv MOHUTOpUHra TpaH3akuuino cyeTam no-
CTpagaBLUMX CyOBbEKTOB AaHHbIX U Tpembux nuy Ha
nepuog oo 12 mecsiues nocne cnyyast (M B CBA3M CO
cnyy4yaeMm) Ymeuku OaHHbix vnn HapyweHusi KoH-
¢hudeHyuanbHoCcMu; 1

(vi) Account and Credit Monitoring Costs

to establish and procure for the affected data sub-
jects and Third Parties:

(A) new account numbers (including emission of
new payment cards); and

(B) credit monitoring services for a period of up to
12 months following the Privacy Breach or Confi-
dentiality Breach; and

Pacxoabl Ha oueHKy Yiwep6a

HeobXxoaMMble, pasyMHble U LienecoobpasHble pac-
XOAbl U U3OepXkn Ha dkcrnepmoe e obracmu UH-
ghopmayuoHHbIX mexHosioaul (UT) nnin nHbIX CTO-
POHHMX 3KCNEPTOB, MOHECEHHbIE 3acmpaxo8aHHbIM,
B pa3mepe noanuMMmuTa, ykazaHHoro B n. 9.d. [loroBopa
(Monwuca), ans uenewn onpegeneHns pasMmepa u cre-
nexHn Yébimka; n

(©)

Loss Adjustor Costs

the reasonable and necessary fees and expenses
of an IT Expert or other external expert incurred by
the Insured, subject to the sublimit as specified in
Item 9.d. of the Policy, to determine the amount
and the extent of a covered Loss; and

Pacxoabl Ha KOHCynbTauuu B obnacT penyraumm
HeobxoauMble, pasyMHble U LienecoobpasHbie pac-
XOAbl, NMOHECEHHbIE 3acmpaxo8aHHbIM C NnpeaBapu-
TENbHOrO MMCbMEHHOrO cornacus Cmpaxosujuka B
pamkax nognumuTa, ykasaHHoro B n. 9.e. [loroeopa
(Monuca), Ha ycnyrn OgHOrO U3 KOHCYNbTaHTOB, MO-
MMeHOBaHHbIX B N. 16 [lorosopa (Monuca) nnu nio6oro
OpPYroro KpU3MCHOTO KOHCYNbTaHTa, Ha3Ha4YeHHoro 3a-
cmpaxoeaHHbIM C NpeaBapUTENbHOrO MMCbMEHHOIO
cornacvusa Cmpaxosujuka, C Lernbio NpegoTBpaTuTb 1
YMEeHbLINTb MOCNEACTBUS HeraTvBHbIX Nybnukaumn,
KoTopble, N0 OBOCHOBAHHOMY MHeHUIO 3acmpaxo-
8aHHO20, MOTYT MOSBUTLCS BNOCNeAcTBMU CobbITHS,
nokpbliBaemoro no [1orosopy CTpaxoBaHus.

(d)

Reputation Advice Costs

the reasonable and necessary costs incurred by
the Insured, with the prior written consent of the
Insurer and subject to the sublimit as specified in
Item 8.e. of the Policy, in retaining one of the con-
sultants named in Item 16 of the Policy or any other
crisis communications consultant appointed by the
Insured with the prior written consent of the In-
surer, to prevent or reduce the effects of negative
publicity which the Insured reasonably believes
arises from an event covered under this Policy.

Y6bITKM 3acTpaxoBaHHOIO

First Party Loss

Kpaxa 3noyMbiLuneHHUKaMm

1.3.9.

Hacker Theft Cover




Cmpaxoewuk BO3MeLl@eT 3acmpaxoeaHHOMY
cymmy Cpedcme, oinboYHO UM HENPaBOMEPHO Ne-
peBefeHHbIX 3acmpaxoeaHHbIM/cO cyema 3a-
cmpaxoeaHHO20 Kak npsiMon pesynetat Kube-
pamaku co CTopoHbl Tpembe2o siuya, COBEPLUEH-
Horo 6e3 Begoma 3acmpaxoeaHHO20, BrnepBble 06-
HapyeHHol B TeveHune lMepuoda cmpaxoeaHusl.
[laHHOe NoKpbITUE NPefoCTaBNSETCS B paMkax NoAu-
MuTa, ykasaHHoro B n. 9.f. lorosopa ([Monuca).

The Insurer will indemnify the Insured for loss of
Funds wrongfully or erroneously paid by the In-
sured as a direct result of a Cyber Attack by a
Third Party committed without collaboration with
any Insured, which is first Discovered during the
Insurance Period.

This coverage is subject to a sublimit as specified
in Item 9.f. of the Policy.

Ku6ep BbiMoraTenbcTBO

1.3.10.

Cyber Extortion Cover

Cmpaxoeuwuk Bo3MeLlaeT 3acmpaxo8aHHOMY UIv
OT ero UMeHn Y6bImok om kubep ebiMo2amesib-
cmea, KOTopblii 3acmpaxoeaHHbIl NOHEC VUCKIOYN-
TenbHO B pe3ynbTaTte NpsiMoi Y2po3bl kubep ebIMO-
2amesibcmea, BriepBble O6HapyXeHHOU B TeyeHne
lMepuoda cmpaxoeaHusi.

B kauyecTBe ycrnoBus OeiicTBMS LAHHOTO CTPaxoBOro
MOKPbITUSA (CTPaxoBaHWs) U OCYLLECTBIEHWS BbiNnaThbl
CTPaxoBOro BO3MeLLEHUsI N0 AaHHOMY puUcKy 3acmpa-
X08aHHbIU 00A3aH:

(a) coxpaHsiTb yCroBUSI U MONOXEHUSI CTpaxoBaHUs
pucka Knbep BbiMoratenbCcTea B TaliHe, €Cnu TONbKO
packpbITUe AaHHOW MHopmMaummn He aBnseTcs Tpebo-
BaHWEM rocyapCTBEHHbIX UNU cyaebHbIX OpraHoB; 1
(6) NpuHATEL BCe Heobxoaumble Mepbl AN yBeaoMe-
HWS M COTPyAHUYECTBa C COOTBETCTBYIOLUMMMU FOCY-
[apCTBEHHBLIMW OpraHamu - B criyqae Y2po3nl Kubep
ebIMO2amesibCcmea; v

(8) B cnyyae Yeposwbl kubep ebiMo2amesibcmea -
NpVHATbL BCe HEOBXOAMMBIE Warn (Bknoyasa BoBreye-
HMe KOHCynbTaHTOB Mno 6e3onacHocTu ¢ npegsapu-
TENbHOro MUCbMEHHOro cornacusi Cmpaxoeuwjuka,
4YTOObI 3PPEKTUBHO MUHMMU3MPOBATL Y6bIMKU om
Kubep ebiMo2amesibcmea.

CymMMmbI CTPaxoBoro Bo3melleHus no n. 3.116 Mpasun
BbINIayMBalOTCA HENOCPEACTBEHHO Ha cyeT 3acmpa-
X08aHHO20.

[laHHOe NokpbITUE NPpefoCTaBNsSeTCs B paMKax Noau-
MuUTa, ykasaHHoro B n. 9.9. floroeopa (Monuca).

The Insurer will pay to the Insured the Cyber Ex-
tortion Loss that the Insured incurs as a result of
a Cyber Extortion Threat first Discovered during
the Insurance Period.

As a condition for payment under this cover the In-
sured will:

(a) keep the terms and conditions of this Cyber Ex-
tortion Cover confidential, unless disclosure to law
enforcement authorities is required;

(b) take all reasonable steps to notify and cooper-
ate with the appropriate law enforcement authori-
ties; and

(c) take all reasonable steps (including the involve-
ment of a security consultant) with the Insurer’s
prior written consent, to mitigate the Cyber Extor-
tion Loss.

Any amounts under the coverage stated in Section
3.11.b of the Rules are paid to the account of In-
sured only.

This coverage is subject to a sublimit as specified
in Item 9.g. of the Policy.

PacwupeHusn

Extensions

MNepuoa o6HapyxeHUst

2.1.

Discovery period

Ecnun JoroBop cTpaxoBaHusi He npoaneBaeTcs / BO3-
0GHOBMSIeTCS MO NMPUYMHAM, OTAIMYHBLIM OT Heonnathbl
CTPaxoBOW MPemMun U He 3aMeHsIeTCs ApYrum aHaro-
MMYHbIM CTpaxoBaHWEM, MpU YCNOBUW MoAMMCcaHUs
CTopoHamMu AONOSIHUTENBHOrO cornaweHus k [oro-
BOpY CTpaxoBaHus 3acmpaxoeaHHoMy 6e3 onnaTtbl
[OOMOSHUTENBHON CTPaxoBOW NPeMun nNpeaocTaBnsi-
eTcs lMepuod obHapyxeHusi cpokom 60 kaneHgap-
HbIX AHEN.

B cnyyae ecnu Cmpaxoeamesb UMEET HAMEpPEHMWE
pacwupuTb lepuod o6HapyxeHus1 B COOTBETCTBUM C
nyHktom 14 [oroeopa (Monuca), Cmpaxoeamenb
[ormkeH obpaTnTbest K CmpaxoeuwjuKy ¢ MMCbMEHHbIM
3anpocoMm B TeyeHne 60 kaneHgapHbIX OHEM C MO-
MeHTa okoH4YaHus1 lMepuoda cmpaxoeaHusi, N Ha OC-
HOBaHUM COOTBETCTBYHOLLENO OOMONHUTENBHOIMO CO-
rnawenus K [loroBopy ctpaxoBaHusa co Cmpaxosuwju-
KOM ynnaTuTb COOTBETCTBYHOLLYIO AOMOMHUTEMbHYHO
npemuio, 3anpawmsaemyto CmpaxoeujuKom.

In the event this Policy is neither renewed, for rea-
sons other than for non-payment of the premium,
nor replaced with similar insurance, the Insured
will automatically be entitled, without any payment
of any additional premium, to a Discovery Period
of 60 days.

The Policyholder will be entitled to extend the Dis-
covery Period as specified in Item 14 of the Policy,
subject to the Policyholder making a request in
writing not later than 60 days after expiry of the In-
surance Period and paying any additional pre-
mium required by the Insurer.

OKCTpeHHbIe pacxogbl.

2.2.

Emergency Costs

Ecnu nucbmeHHoe cornacve Cmpaxoeujuka He Mo-
XeT GblTb N0 060CHOBAHHBLIM NPUYMHAM 3arnpPOoLLEHO U
nony4yeHo CmpaxoeamesieM W/vnn COOTBETCTBYHO-
WM 3acmpaxoeaHHbIM [0 TOr0, Kak BO3HMKIa Heob-
X0AMMOCTb B onnaTe nokpbiBaeMblx Pacxodoe Ha 3a-
wumy n pacxofoB, MoKpbiBaeMbIx Mo n. 2.3. - 2.5.
MpaBun, Cmpaxoeuwjuk PeTPOaKTUBHO AaET CBOE COo-
rnacue Ha Takve pacxogpl.

To the extent that it is not reasonably possible for
the Policyholder and/or the respective Insured to
request and obtain the Insurer’s prior written con-
sent, the Insurer will retroactively and subject to
the terms of this Policy approve the reasonable and
necessary Defence Costs and costs covered un-
der Extensions 2.3 to 2.5.




[laHHOe NoKpbITME NPpeaoCcTaBnseTCA B paMkax noanu-
MuTa, ykasaHHoro B n. 9.h. floroBopa (Monwnca).

This cover extension is subject to a sublimit as
specified in Item 9.h. of the Policy.

Pacxoabl Ha yMeHbLeHue nocneacTemn TpeboBa-
HUM

2.3.

Mitigation Costs for Claims

Cmpaxoeuwjuk Bo3MellaeT 3acmpaxoeaHHOMY Unn
OT ero MMeHu Heobxoaumble, pasymHble U Lienecoob-
pasHble pacxoibl, NOHECEHHbIE 3acmpaxoeaHHbIM C
npenBapuTenbHOro MUCbMEHHOro cornacust Cmpa-
Xoeuwjuka c Lenblo MMHMMu3aumn Yujepba n Pacxo-
doe Ha 3auwjumy, KoTopble Obl MOKpbLIBANUCH MO
HacToswwum lMpaBunam, HO TONMbKO B TON Mepe, B KO-
TOPOW Takne pacxofbl He NPEBLICAT CYMMYy, Ha KOTO-
pyto Gbinu pearnbHO YMeHbLUEHbI Yuep6b n Pacxoob!
Ha 3awjumy, B COOTBETCTBMMU C pacyeToM, COrfaco-
BaHHbIM W NOATBEPXAEHHLIM 3acmpaxoeaHHbIM Y
CmpaxosuwjuKkom.

[laHHOEe NOoKpbITUE NPpeaoCcTaBseTCA B paMKkax nognu-
MUTa, ykasaHHoro B n. 9.i. Jorosopa (Monuca).

The Insurer will pay to or on behalf of an Insured
the reasonable and necessary costs incurred by
the Insured with the Insurer’s prior written consent
to mitigate or minimize Damages and Defence
Costs that would otherwise be covered under this
Policy, but only to the extent that such costs do not
exceed the amount by which covered Damages
and Defence Costs are reduced according to the
assessment justified by the Insured and Insurer.
This cover extension is subject to a sublimit as
specified in Item 9.i. of the Policy.

Pacxoabl Ha ymeHblUeHMe yulep6a n Pacxoabl Ha
BoccTaHoBneHue npu MNepepbiBe B npoussoacTee

2.4.

Mitigation Costs and Restoration Costs for
Business Interruption

Cmpaxoeuwjuk Bo3MelLLaeT 3acmpaxo8aHHOMYy UNn
OT €ro UMeHM:

(a) Heobxoammble, padyMHble 1 LenecoobpasHble pac-
X04bl, NOHECEHHble 3acmpaxo8aHHbIM C NpeaBapu-
TenbHOro NMCbMEHHOTO cornacus Cmpaxoeuwjuka, Ko-
TOpble NPEBLILLAIT 1 BLIXOAAT 3a paMKu 0ObIYHbIX Ae-
noBbIX / NPOW3BOACTBEHHbLIX / aAMWHUCTPATUBHbIX
pacxofoB Ha yMEHbLUEHUE U MUHUMU3aLMI0 Y6bimka
om nepepbigoe 8 npouseodcmee, KoTopble Obl No-
KpbiBanucb No Hactoswmm lMpasunam (Bknovas, rge
Heo6xoaMMo ¥ LenecoobpasHo, pacxoabl Ha opeH-
3UK, onncaHHele B n. 1.8 a), HO TONbKO B TOW Mepe, B
KOTOpOW Takue pacxofbl He MPEBLICAT CyMMY, Ha KO-
TOpylo ObiN peanbHO yMeHblUeH Y6bImok om nepe-
pbigoe 8 npou3eodcmee v B TON Mepe, B KOTOPOW
OHW He ObINM y4TeHbI Npu pacyete Y6bimka om ne-
pepbigoe 8 npou3zgodcmee; U

(6) PacxoOdbl Ha eoccmaHoeJsieHuUe, NOHECEHHbIE B
KayecTBe MpsiMmoro pesynbtata Co6bImusi, NO8JIeK-
wez0 3a cobol nepepbie 8 npouseodcmee, Bbl-
3BaBLUEr0 MOJSHY WM YaCTUYHYK HELOCTYMHOCTb
KomnbromepHolu cucmembl KomnaHuu,

HO TOMbKO MPMW YCMOBWM, YTO Takas HeOOCTYMHOCTb
KomnbromepHol cucmembl KomnaHuu 6bina Bnep-
Bole O6HapyxeHa B TedeHue llepuoda cmpaxoea-
Husl.

[aHHOe cTpaxoBaHWe NPefoCTaBnsAeTCs TOMbKO B
cnyyae, korga nepuod, B TEYEHME KOTOPOro Heao-
ctynHa KomnbromepHasi cucmema KomnaHuu, npe-
BbilwaeT [llepuod oxudaHusi. B Takom cnyyae B
CYMMY BO3MELLAeMbIX PacXooOB BKIOHAETCHA Takke
CyMMa pacxofoB, BO3HUKaOLWKX B TeyeHue lMepuoda
OXKuOaHusl.

The Insurer will pay to or on behalf of an Insured:
(a) the reasonable and necessary costs incurred by
the Insured with the Insurer’s prior written con-
sent, which are over and beyond the normal busi-
ness expenses to mitigate or minimize Business
Interruption Loss that would be covered other-
wise under the Policy (including, where reasonable
and necessary, forensic costs as described under
section 1.8 a)), but only to the extent that such
costs do not exceed the amount by which covered
Business Interruption Loss is reduced and to the
extent that such costs were not included into Busi-
ness Interruption Loss amount; and

(b) Restoration Costs incurred as a direct result
of a Business Interruption Event causing the to-
tal or partial unavailability of the Company’s Com-
puter System,

but only where the relevant unavailability of the
Company’s Computer System is first Discov-
ered during the Insurance Period.

Cover is only provided where such unavailability of
the Company’s Computer System exceeds the
Waiting Period, in which case the costs will in-
clude amounts incurred during the Waiting Period.

Pacxoabl Ha
y6bITKa

npeanoTBpalleHne NMOBTOPHOIo

2.5.

Betterment following an Insured Event

Mocne n6o Ymeyku OaHHbIXx, HapyweHusi KoH-
¢udeHyuanbHocmu, Kubepamaku vnn Cobbimusi,
noenekuwezo 3a cobol nepepbie 8 npouszsodcmee,
BnepBble OG6HapyxeHHbIX B TeuyeHne [lepuoda
cmpaxoeaHusi win llepuoda o6HapyxeHusi, ecnu
OH NpumeHuM, Cmpaxosuwjuk Bo3mellaeT 3acmpa-
X08aHHOMY UNW OT €ro UMEHU LienecoobpasHble, pa-
3yMHble U HEOBXoaMMbIE pacxofbl, MOHECEHHble 3a-
cmpaxoeaHHbIM C NpeaBapUTENbHOMO MUCbMEHHOMO
cornacuss Cmpaxoeuwjuka, 4tobbl yCTpaHWTb OCHOB-
HYI0 NPUYUHY Ymey4ku OaHHbIX, HapyweHus koHgu-
deHuyuanbHocmu, Kubepamaku wnn Cobbimusi, no-
esiekwez20 3a cobol nepepbie 8 npouzsodcmee,

Following any Privacy Breach, Confidentiality
Breach, Cyber Attack or Business Interruption
Event first Discovered during the Insurance Pe-
riod or the Discovery Period, if applicable, the In-
surer will pay to or on behalf of an Insured the rea-
sonable and necessary costs incurred by the In-
sured with the Insurer’s prior written consent, to
rectify the underlying cause of such Privacy
Breach, Confidentiality Breach, Cyber Attack or
Business Interruption Event, including but not
limited to upgrading or improving the Company’s
Computer System or the Company’s software, to
the extent that such rectification is reasonably nec-
essary to prevent future potential Privacy Breach,

6



BKIOYasi, HO He orpaHu4YuBasicb, fopaboTkon Komnb-
romepHol cucmembl KomnaHuu v nporpamMMHOro
ob6ecneveHns KomnaHuu B TO Mepe, B KOTOpOW Ta-
kas gopaboTka Heobxoavma, pasymHa U Lienecoob-
pasHa ong uenen npefoTBpalleHue noTeHumanbHbl-
xYmeyek OaHHbIx, HapyweHusi koH¢hudeHyuanb-
Hocmu, Kubepamaku v Cobbimusi, noenekwez0 3a
coboli nepepbie 8 npouszeodcmee B byayliem.
[aHHOe cTpaxoBaHVWe NpefoCTaBNAETCA TOMbKO B
cnyyae, Korga nepuod, B TeYEHME KOTOPOro Heao-
ctynHa KomnbromepHou cucmembi KomnaHuu, npe-
BbiwaeT [llepuod oxudaHusi. B Takom cnyyae B
CYMMYy BO3MeLLaeMblX PacxoOB BKIHOYAETCA Takke
CyMMa pacxofoB, BO3HUKaOLWWX B TeyeHue lMepuoda
oXxudaHusl.

[laHHOe NoKpbITUE NpeaoCcTaBseTcs B paMKax nognu-
MUTa, ykasaHHoro B n. 9.j. Jorosopa (Monuca).

Confidentiality Breach, Cyber Attack or Busi-
ness Interruption Event.

Following a Business Interruption Event such
cover is only provided where the unavailability of
the Company’s Computer System exceeds the
Waiting Period, in which case the costs will in-
clude amounts incurred during the Waiting Period.
This cover extension is subject to a sublimit as
specified in Item 9.j. of the Policy.

ﬂOSpOBOﬂbeIe pacxoabl Ha yBegoMIieHue

2.6.

Voluntary Notification Costs

Cmpaxoeuwuk Bo3MeLlaeT 3acmpaxo8aHHOMY WIv
OT ero MMeHn HeobxoarMble, pa3yMHble 1 Lienecoob-
pasHble pacxobl U U3AEPXKU, MOHECEHHbIe (Nnbo Ko-
TOpble AOIMKHbI ObITb MOHECEHBbI) 3acmpaxoeaHHbIM
UNn OT ero MMeHu, 4Tobbl JOBPOBONBHO YBEAOMUTL
Ccy6beKkToB AaHHbIX, Tpembux nuy vnn Pea2ynsmopa
0 nobom akTU4eCcKoM Unu NpeanonaraemMom criyyae
Ymeyku OaHHbIx vnn HapyweHuu KoHghudeHyu-
anbHocmu, Bnepsble O6HapyXeHHbIX B TeveHue lMe-
puoda cmpaxoeaHusi unu lMepuoda o6HapyxeHus,
€CI OH MPUMEHUM, NMPU YCIOBUN, YTO 3acmpaxoeaH-
HbIlU 060CHOBAHHO YBEPEH B TOM, YTO J06POBOMbLHOE
yBeOMIIEHNE YMEHBLLUNT CyMMY Y6bimka, NoKpbiBae-
Moro no Hactosiwum MNpasunam.

[laHHOE NOKpbITUE NPeAOCTaBNSAETCA B paMKax NOAMM-
MUTa, ykasaHHoro B n. 9.k. Jorosopa ([Monuca).

The Insurer will pay to or on behalf of an Insured
the reasonable and necessary fees and expenses
incurred by the Insured to make voluntary notifica-
tions of any actual or alleged Privacy Breach or
Confidentiality Breach first Discovered during
the Insurance Period or the Discovery Period, if
applicable, to any data subject, Third Party or
Regulator, provided the Insurer reasonably be-
lieves such voluntary notification will mitigate Loss
otherwise covered under this Policy.

This cover extension is subject to a sublimit as
specified in Item 9.k. of the Policy.

MpombiwneHHbIe cucTeMbI ynpaBneHus / gucneT-
YyepcKoro ynpasneHus n coopa gaHHbIX (SCADA)
Cuctemsbl

2.7.

Industrial Control Systems/Supervisory Con-
trol and Data Acquisition (SCADA) Systems

Onpegenexne KomnbromepHoU cucmeMbl pacluu-
psieTcs, 4ToObl ABHO BKNOYMTL B cebs lNpombiluneH-
Hble CUCTEMbI yNpaBfieHns, B TOM uyncne nobble uH-
dopmaLmoHHbIe TeXHONorMM Ans ynpasneHns unu
KOHTPOMNS TEeXHWYeCKMX MpOoLLeccoB, BCTpPanBaeMblX
CUCTEM M APYTMX NpOMbINeHHbIX AT.

The definition of Computer System will be ex-
tended to explicitly include Industrial Control Sys-
tems, including any information technology to steer
or control technical processes, embedded systems
or other industrial IT.

MepepbIB B Nnpon3BOACTBE B pe3ynbTaTe YesioBe-
YeCcKOM OLUMOKU unm TexHM4Yeckoro cbos

2.8.

Business Interruption due to Human Error or
Technical Failure

OnpepeneHne Cob6bimusi, noesiekwez20 3a coboll
nepepbie 8 npou3zgodcmee paclumpsieTcs, YTobbl
SIBHO BKIIOYMTb B Ce0s1 Nobble HKenepeuncrneHHole
cobbITUS, KOTOpble BO3HUKNN B KOMnbromepHoU cu-
cmeme, HaxodsLencs nog NpsMbIM ONepauMoHHbIM
KOHTponem 3acmpaxoeaHHOZ20:

(a) HenpegHamepeHHoOe OencTBUe, owunbKka unu yny-
LeHne 3acmpaxoeaHHO20 sluya Npun aKcnnyaTauum
unn obcnyxvusaHun KomnbromepHoU cucmemsbi
KomnaHuu;

(6) HeOXuAaHHbIA U HEMPEABUAEHHBIA TEXHUYECKUIA
cbon B pabote KomnbromepHol cucmembi Komna-
HUU, KOTOPbIN HE ABMAETCA HenpeaHaMepPeHHbIM Aen-
CTBMEM, OLLUMBKOW UK ynyLLEeHEM, YKa3aHHbIM B M. (a)
Bbille unu Kubep amakoli.

TexHu4yeckmin cbon BknoyaeT B cebsi:

0] nepebon B 3NEKTPUYECKOM MNUTaHWK, HO
TONbKO B TOM Clly4Yae, ecrnv arneKkTpuyeckoe nutaHne
HaxoaMTCst NoA NPSAMbIM OMEepPaLMOHHBIM KOHTPONeM
3acmpaxoeaHHO20;

The definition of Business Interruption Event will
be extended to explicitly include any of the follow-
ing events that occur in Computer Systems that
are under direct operational control of the Insured:
(a) accidental, unintentional or negligent act, error
or omission of an Insured Person in the operation
or maintenance of the Company’s Computer Sys-
tem;

(b) unexpected technical failure of the Company’s
Computer System which is not an operational er-
ror under (a) above or a Cyber Attack.

Technical failure includes:

(i) failures in power supply, but only if the power
supply is under direct operational control of the In-
sured;

(i) over and undervoltage;

(iii) electrostatic build-up and static electricity;

(iv) overheating;

(v) a failed system upgrade;

(vi) a software error;

(i) N30bITOYHOE WINU HELOCTaTOYHOE Hanpsixe- (vii) an internal network failure; and

Hue; (viii) hardware failure.

(iii) HaKoMnmneHne 3NeKTPOCTaTUKM N cTaTu4eckoe This cover extension is subject to a sublimit as
3NEeKTPU4ECTBO; specified in Item 9.1. of the Policy.

(iv) neperpes;




(v) Heyaa4yHoe OOHOBMEHUE CUCTEMBI;

(vi) cboli B nporpaMMHOM oBecneyeHny;

(vii) BHYTPEHHUI cOon B paboTe cetu; n

(viii) cbon B paboTe obopyaoBaHuS.

[laHHOe nNOKpbITUE NpefocTaBrnsieTcs B paMkax
noanumuTa, ykasaxHHoro B n. 9.1. lorosopa (Monwuca).

MNepepbiB B NpousBoacTBe B pe3yrnbTaTe 3aKOHO-
AaTenbHbIX UK PerynsaTopHbIX TpeGoBaHUi

2.9.

Business Interruption due to Legal or Regula-
tory Requirement

Cmpaxoewjuk Bo3MelwlaeT 3acmpaxo8aHHOMY
Y6bimok om nepepbiea e npou3eodcmee, BO3HUK-
LM nocne Toro, Kak 3acmpaxoeaHHbIl Bbi3blBaeT
MOMHYIO MMM YaCTUYHY HedocTynHocTb Komnbro-
mepHol cucmembl KomnaHuu npu ycrnosum, 4to 3a-
cmpaxoeaHHbIl Bbi3bIBaET AAHHYIO HEAOCTYNHOCTb!
(a) ona ncnonHeHns 3akoHoAaTenbHbIX TpeboBaHui
Pezynsmopa k 3acmpaxoeaHHOMYy cpaenaTb 3TO;
T

(6) BbIMONHEHWs o06siI3aTeNbHBIX W NPUHYAUTENb-
HbIX3aKOHOAATENbHbIX UMK PEerynaTopHbix Tpebosa-
HWN 3akoHodamenbcmea B obnacTu 3almTbl AaH-
HbIX,

B OTBET Ha YmeyKy O0aHHbIX unn HapyweHue KOH-
¢udeHyuanbHocmu KomnaHuel B pesynbtate Co-
6bimusi, noeJsieKwezo 3a cobol nepepbie 8 NPous-
eodcmee, BriepBble O6HapyxeHHOo20 B TeuyeHue [le-
puoda cmpaxoeaHusi.

[aHHOe cTpaxoBaHMe NPeaoCTaBnsSeTCA TOMbKO B
cnyyae, korga HefocTynHocTe KomnsromepHol cu-
cmembi KomnaHuu npesbiwaeT lTepuod oxudaHusl.
B Takom cnyyae B CymMy BO3MeLLaeMbIX PacxofoB
BKIOYAETCH TaKKe CyMMa pacxofoB, BO3HUKAOLLMX B
TeuveHue lMepuoda oxudaHusi.

The Insurer will pay to the Insured the Business
Interruption Loss following the Insured actively
causing the total or partial unavailability of the
Company’s Computer System, provided the In-
sured caused such unavailability:

(a) complying with a legally binding order by a Reg-
ulator to the Insured to do so; or

(b) fulfilling an enforceable legal or regulatory re-
quirement of Data Protection Regulations,

in response to a Privacy Breach or Confidential-
ity Breach by the Company due to a Business
Interruption Event first Discovered during the In-
surance Period.

Cover is only provided where such unavailability of
the Company’s Computer System exceeds the
Waiting Period, in which case Business Interrup-
tion Loss will include amounts incurred during the
Waiting Period.

OnpegeneHus

Definitions

B HacTtoswmx MNpaBunax croBa n dpasbl, BblOENEH-
HbI€ XXUPHbIM WPUPTOM U KYpCUSOM UMEIOT Creayto-
e 3HaYeHus:

In this Policy the following words in bold and italics
will have the following meaning:

lMepepbie e npouszeodcmee o3Ha4aeT Heobxoau-
MbIlA 1 NMOMHbIV NepepbIB UMW 3aMeasieHne NpounsBoa-
CTBEHHOro npouecca KomnaHuu.

3.1.

Business Interruption means the necessary and
complete interruption or the necessary slowdown
of the Company’s operations.

Cobbimue, noesiekwee 3a cobol nepepbie 8 nNpo-
useodcmee o3HavaeT Kubepamaka, KoTopasi BO3HM-
kaeT B KomnbiomepHoli cucmeme, Haxodslieuncs
noa nNpsiMbIM onepauyoHHbIM KOHTponem 3acmpaxo-
68aHHO20.

3.2.

Business Interruption Event means a Cyber At-
tack that occurs in Computer Systems that are
under direct operational control of the Insured.

Y6b1mok om nepepsiea 8 npouzgodcmee 03HayaeT
CYMMy, Ha KOTOpYH 4McTasi onepaumoHHasi npubbinb
KomnaHuu (3a ncknioyeHvem npmbuiny oT kanutana un
WHBECTULMOHHOIO AoxoAa, U A0 HanoroobnoxeHus) B
TeuveHve lMepuoda eo3mMeuwjeHUs1 OKa3bIBAETCA HUXKE
NnnaHMpyeMon YNCTON onepaumoHHon npnbbinu Kom-
naHuu 3a COOTBETCTBYIOLLMI Nepuog B NPSMOW CBA3U
C NOSMHON UMK YaCTUYHOW HeJOCTYNHOCTLI0 KoMrbio-
mepHol cucmembi Komnanuu. ns uenen nnaHnpo-
BaHWs YACTON onepaumnoHHoW Npnbbinu B TeveHne lMe-
puoda eo3meuwjeHus1, koTopas Morna 6bl 6bITb Nony-
YyeHa, ecnv 6bl lMepepbie 8 AessmesibHOCMU He Npo-
usowen, 6epeTca Bbipydka komnaHum 3a 36 MecsueB
[0 MOMEHTa HeOCTYNMHOCTU, a Takxke, No cornacosa-
Huo Cmpaxoeuwjuka v KomnaHuu, npyHUMaloTCs BO
BHUMaHWEe BCe COOTBETCTBYHLUME TEHAEHUMU n Gus-
Hec-cobbITUS, KOTOpblE MOMMM MOBMUSATL Ha YUCTYHO
onepaumroHHyto npubeinb KomnaHuu v 6e3 HegocTyn-
HocTn KomnbromepHol cucmembl KomnaHuu.

970 BKINtOYaET B cebsi:

NMOCTOSHHbIE U3AEPXKKN 1 Apyr1e onepaunoHHbIe pac-
XOAbl, HO TOMBKO B TOW CTENEHM, B KOTOPOW Takue pac-
XOAbl OOMXHbI MOCTOSIHHO HecTUcb B TeuyeHue [lMlepu-
oda eo3mMeujeHusi N B TOW CTENEHW, B KOTOPOW TaKne

3.3.

Business Interruption Loss means the amount
by which the Company’s net operating profit (ex-
cluding profits out of capital and investment gains
and before tax) during the Indemnity Period falls
below the projected Company’s net operating
profit for that period as a direct result of a Business
Interruption due to the total or partial unavailability
of the Company’s Computer System. For the pur-
pose of projecting the net operating profit during
the Indemnity Period which would have been
earned if the Business Interruption had not oc-
curred, the Company’s revenues during the 36
months prior to the unavailability will be taken into
consideration as well as all relevant trends and
business developments that would have affected
the Company’s net operating profit without the un-
availability of the Company’s Computer System
(as mutually agreed by the Company and the In-
surer).

This includes:

fixed charges and other operating expenses, but
only to the extent that such expenses must con-
tinue during the Indemnity Period and to the ex-
tent that these expenses are not covered by the




pacxofbl He NOKpbIBalOTCA Bbipyykon KomMnaHuu, BO3-
HUKLLME B MPSIMOW CBSA3U C NOSIHON NN YaCTUYHOWN He-
poctynHocTblo KomnbromepHoli cucmembl Komna-
Huu.

JTiobble paccunTaHHble CyMMbI JOMKHbI ObITb YMEHb-
LUeHbl Ha BCe COMYTCTBYHOLLME AOXOAbI U BbIroAbl, No-
nyyeHHble KoMnaHuew, KoTopble BO3HUKAIOT Kak crief-
ctBue [lepepbiBa B MPOM3BOACTBE, BKIIOYAs, HO He
orpaHu4MBascsb:

(a) nobbIMK anbTepHaTVBHLIMY METOAaMM, UCNOMb3Y-
embiMn KomnaHueli aons nogaep)aHus notoka Bbl-
pydku / poxoaa;

(6) mobbIMM gononHUTENbHBIMK Aoxoaamu, obpaso-
BaBLUMMWCS B TeYeHne 6 MecsueB C MOMEHTa Heao-
ctynHoctn KomnbromepHol cucmembl KomnaHuu,
unm

() NtoBble cymmbl pacxonoB KomnaHuu, COKOHOMIEH-
Hble B TedeHue lMepuoda eo3mewjeHusl.

Y6bimok om nepepbiea e npouzsodcmee He BKIo-
YyaeT B cebs:

(i) yBbITOK OT NPMOCTAHOBKWN, OTMEHBI UNN UCTEYEHUS
nobbiX OTHOLWIEHMI MO apenae (Hawmy), A0orosopa,
KOHTpaKTa, nuueHsun unu 3akasza Komnaxuu,

(i) wrpadpbl, NEHM 1 KOMNEHCaUMKN 3a HapyLleHne Jo-
roBopa, KOHTpakTa WMn 3a HEeBbINOSHEHWE WNW He-
CBOeBpeMeHHoe / HeHagnexallee BbINONHeHVe 3a-
Ka3os.;

(iii) wrpadbl, NEHM N caHKUUK, NPUCYXOAEMbIE B MO-
psake HakasaHus (wTpadHble yObITKM), Mboro xa-
pakTepa.

B cnyyae, ecnu KomnaHus He BeoeT OTYETHOCTb MO
MC®O, gns pacyeta NpuMMeHSIETCs OTYETHOCTb MO
ctaHgaptam PCBY, rge nog Tepmom «Yuncrasn onepe-
UMOHHasa npubbinb» n3 MCPO nogpasymeBaeTca
«MpnbbiNb (YObITOK) 4O HANOrooBNOXEHUS».

Company'’s revenues as a direct result of the total
or partial unavailability of the Company’s Com-
puter System.

Any losses calculated will be reduced by any re-
lated benefits received by the Company that arise
as a consequence of the Business Interruption,
including but not limited to:

(€) any alternative methods used by the
Company to maintain its revenue stream;

(b) any additional profits made by the Company
that occur within 6 months of the Business Inter-
ruption; or

(c) any sums saved during the Indemnity Period
in respect of any expenses of the Company.
Business Interruption Loss will not include:

(i) loss resulting from suspension, cancellation or
lapse of any lease, contract, license or orders by
the Company;

(i) fines and damages for breach of contract or for
late or non-completion of orders; or

(i) penalties of any nature.

In case a Company does not produce IFRS and
only RFRS — “net operating profit” shall be treated
as “profit/loss befor taxation”.

TpeboeaHue 03Ha4aerT: 3.4. Claim means:
(a) noboe nucbmeHHoe TpeboBaHme, NCK UK NPon3- (a) any written demand, suit or proceeding; and
BOACTBO; U (b) for the purposes of Insuring Clause 1.3.4 only:
(6) vcknounTENBHO ANA LEenen CTpaxoBOro pucka (i) any official, administrative or regulatory investi-
1.3.4.: gation or audit conducted by a Regulator; or
(i) nroboe odmumaneHoe, agMUHUCTPATUBHOE UM (i) any criminal prosecution brought by or at the in-
perynsaTopHoe paccrnefoBaHvne Unn ayauTt, OpraHnso- stigation of a Regulator.
BaHHbI Pea2yrissmopom; unv A Claim will be dement to be first made against an
(i) ntoboe yronoBHOe nNpecnegoBaHne co CTOPOHbI Insured when a written demand, written notice or
unu no nHnumnatuee Peaynsimopa. written allegation is received by the Insured or the
TpeboeaHue cuynTaeTcs BMepBble MNPeAbSABNEHHLIM proceeding commencing it is first served on the In-
3acmpaxoeaHHOMy B TOT MOMEHT, KOr4a NMUCbMeH- sured.
Has NpeTeH3ns, NMCbMeHHOe YBeAOMIeHNe NN MUCh-
MeHHOe 3asiBeHue BrnepBble ObINo UM NOMy4YeHO UMK
emy BrnepBble ObINO NpedocTaBneHo yBedoMIeHue,
YTO B OTHOLUEHWN Hero 6bIno HayaTo pasbupaTernb-
CTBO.
KomnaHus o3HavyaeT Cmpaxoeamersi v ero fJo4ep- 3.5. Company means the Policyholder and its Sub-
Hue KoMnaHuu. sidiaries.
KomnbromepHasi Cucmema Komnanuu o3HadaeT 3.6. Company’s Computer System means a Com-
KomnbromepHyto cucmemy, kotopyio KomnaHusi puter System the Company leases, owns or op-
apeHayeT, BNageeT Unv UCNonb3yeT, UM cuctemy, B erates or which is made available or accessible to
koTopyto KomnaHuu npepoctaBnsieTcss OOCTyn Ans the Company for the purpose of storing and pro-
uenu xpaHeHust n obpaboTKM 3MEKTPOHHBIX AaHHbIX cessing the Company’s electronic data or soft-
unu nporpammHoro obecnevexns KomnaHuu. ware.
KomnbromepHasi cucmema 03Ha4aeT KOMMbIOTEP U 3.7. Computer System means a computer and all in-

BCe BXOAHbIe 1 BbIXOOHbIE YCTPOWNCTBA, cpeacTBa 06-
paboTkM, XpaHeHusl, nokanbHble CceTu, cpeacTea
CB$31, BKIOYas CONyTCTBYIOLWME KOMMYHUKALIMOHHbIE
N OTKPbITUE CUCTEMbI CETEN U BHELUHWE CeTW, KOTO-
pble NPsSMO WM KOCBEHHO MNOAKMIOYEHblI K Takomy
YCTPOWCTBY.

put, output, processing, storage, intranets and
communication facilities including related commu-
nication or open systems networks and extranets
which are connected directly or indirectly to such
a device.




KoHdpudeHyuanbHasi uHghopMmayusi 03Ha4aeT:

(a) 3akpbITas oT 0bLwero gocTyna uHbopmauumsi, BKIHO-
Yyasi KOMMEpPYECKYIO TalHy, KOTopas Haxo4UTCS Ha no-
nevyeHun, XpaHeHnn 1 KoHTpone 3acmpaxoeaHHO20
B X04e ero o6bIYHOM AeATENbHOCTH; K

(6) vHdopmaums, npegoctaBnsemas 3acmpaxoeaH-
HOMYy, KOTOpyl 3acmpaxoeaHHbIl CornawaeTcs
cunTaTb KOHUAEHUMANBHOMW Ha OCHOBaHWUM NMUCbMEH-
HOro cornalleHus.

3.8

Confidential Information means:

(a) confidential information which is in the care,
custody or control of an Insured in the ordinary
course of its business; and

(b) information provided to the Insured which the
Insured agrees in writing to treat as confidential.

HapyweHue KoHghudeHyuasibHOCMU 03Ha4YaeT:

(a) HenpegHamepeHHoOe packpbiTue 3acmpaxoeaH-
HbIM unn Cy6nodpsioyukom KoHgpudeHyuanbHol
uHgopmayuu; nn

(6) HecaHKUMOHUPOBAHHBIN AOCTYN WX MCMNOMb30Ba-
Hne KoHghudeHuuanbHOU uHghopmayuu, XpaHs-
wevica B KomnbromepHol cucmeme KomnaHuu.

3.9

Confidentiality Breach means:

(a) the accidental or negligent disclosure by the In-
sured or the Outsourced Service Provider of
Confidential Information; or

(b) the unauthorised access to or use of Confiden-
tial Information stored in the Company’s Com-
puter System.

Ku6epamaka o3Ha4yaeT npoHWkHoBeHWe B Komnbto-
mepHyro cucmemy KomnaHuu, koTopas NpuBoOanT K
HECaHKLMOHMPOBAHHOMY [OCTYNy MWIN UCMOMb30Ba-
Huto KomnsromepHoli cucmembl KomnaHuu vinn He-
CaHKLUMOHMPOBAHHON MoAUMUKALMK, YHUUTOXEHUIO,
yhaneHuto, nepepave MM KOMUPOBaHWUKO 3NEKTPOH-
HbIX Al@HHbIX UM NPOrpaMMHOro obecneyeHns Unu no-
TpebneHnsi KOMNbIOTEPHBIX PECYPCOB, BKMOYas 0Tka3
B obcnyxuBaHum (DoS/DDoS).

3.10

Cyber Attack means an intrusion into the Com-
pany’s Computer System which results in unau-
thorised access or use of the Company’s Com-
puter System or unauthorised modification, de-
struction, deletion, transmission or copying of elec-
tronic data or software or consumption of computer
resources, including denial of service attacks.

Y6bimok om kubep ebiMoO2amesibCmea 03Ha4aeT:
(a) HeobxoamMble, padyMHble U LienecoobpasHble ro-
HOpapbl, pacxogbl U U30epXKu, NoHeceHHble 3acmpa-
XO0B8aHHBLIM UNW OT €ro UMEHU C NpeaBapUTENbHOro
nucbMeHHoro cornacusi CTpaxoBLyuka, Hanpsimyto
cBHA3aHHble ¢ Yrpo3on Knbep BoiMoraTenbCcTBa;

(6) peHexHble CyMMbl, BbinnadyvBaemMble 3acTpaxo-
BaHHbIM C NpeaBapuUTENbHOIO MMCLMEHHOMO Corflacust
CTpaxoBLuMKa, C Lenblo NpekpaTuTb Unn yperynmpo-
BaTb Yrpo3y Kubep BeimoraTennscrsa,

3a UCKIIOYEHNEM pPacxodoB, K KOTopbiM 3acmpaxo-
8aHHbIU MOXeT OblTb NMPUHYXAEH B Liensx ocBobOX-
[EeHUs 3anoXHUKOB B COOTBeTCTBMM C 4. 3 cT.928
"paxxgaHckoro Kogekca Poccurickon ®egepaumu.

3.11

Cyber Extortion Loss means:

(a) reasonable and necessary fees, costs and ex-
penses incurred by or on behalf of the Insured with
the prior written consent of the Insurer directly re-
sulting from a Cyber Extortion Threat; and

(b) monies payable by the Insured with the prior
written consent of the Insurer in order to resolve or
terminate a Cyber Extortion Threat,

except for fees, costs and expenses - the incur-
rence of which the Insured is forced to for the pur-
poses of a hostage release (according to the art.
928 (3) of the Russian Civil Code of the Russian
Federation).

Yepoza Kubep ebiMmo2camenbcmea o3Ha4yaeT BEpO-
SATHYIO U JOCTOBEPHYHO Yrpo3y YTeuku AaHHblX, Hapy-
LEeHUs1 KOHUAeHUMansLHoCT! unu Knbep ataku, Bbl-
3BaHHYK BblMOratesnem.

3.12

Cyber Extortion Threat means a credible and
probable threat by an extortionist to cause a Pri-
vacy Breach, Confidentiality Breach or Cyber
Attack.

Yuwep6 o3HavaeT criegytoLlme pacxodbl, BO3HMKLIME B
pesynbtate TpebosaHus:

(a) nobble cymmbl, koTOpble 3acmpaxoeaHHbIl 065-
3aH Ha 3aKOHHbIX OCHOBAHUSIX BbINNaTUTL Tpembemy
auyy no cynebHbiM nnu apbuTpaxHbIM PeELLEHUSIM,
BbIHECEHHbLIM NPOTUB 3acmpaxoeaHHO20;

(6) peHexHble cyMMbl, mognexawume Bbinnate 3a-
cmpaxoeaHHbIM TpembeMy /1uyy B COOTBETCTBUN C
(MypoBbIM) cornaweHneMm 06 yperynvpoBaHuu npe-
TEH3WI, 3aKNIOYEHHOTo Mexay 3acmpaxoeaHHbIM U
Tpembum suyomMm, C NpeaBapuTENbLHOTO MUCbMEH-
Horo cornacus Cmpaxoewuka; n

(B) WTpadHble YObITKA UNK YObITKA, MPUMEHSIEMbIE B
KavyecTBe HakasaHus, B cryyae, ecnv Takue ybbITku
noanexar CTpaxoBaHUIO B COOTBETCTBMU C MPUMEHU-
MbIM 3aKOHOAATENbCTBOM M HOPUCOUKUMEN, B KOTOPOKN
[JOIMKHA OCYLLECTBNSATLCA BbINNaTa.

Yuwepb6 He BkntoyaeT B cebsi:

0] yTpaTy, B3aMmo3adeT WM BO3BpaT BO3Ha-
rpaXxaeHun, KOMWCCUIA, posinTW, OOHYCOB WnWU Bbl-
pyykn 3acmpaxoeaHHbIM Unx 3aTpaTt Ha NOBTOPHOE
npegocTaBnexHne Kakvmx-nmbo ycnyr;

(ii) pacxodbl Ha MCMNonHeHWe nboro pacnops-
XKEHWS, rapaHTU UMK CornalleHus O MpeaocTaBsre-
HMM Ha3HaYeHHOro cyaom nocobus nnu gpyrux Heae-
HEXHbIX BO3MELLIEHUI,

3.13

Damages means the following, incurred as a result
of a Claim:

(a) any amounts that an Insured will be legally lia-
ble to pay to a Third Party in respect of judgments
or arbitral awards rendered against an Insured;
(b) monies payable by an Insured to a Third Party
pursuant to a settlement agreement negotiated by
the Company with the prior written approval of the
Insurer; and

(c) punitive or exemplary damages where insurable
by the law of this Policy and the jurisdiction in which
the payment is to be made.

Damages will not include:

(i) the loss, offset or return of fees, commissions,
royalties, bonuses or profits by the Insured or the
costs to reperform any services;

(ii) the costs to comply with any order for, grant of
or agreement to provide injunctive or other non-
monetary relief;

(i) the costs to design, upgrade, maintain, or im-
prove a Computer System or software, including
correcting any deficiencies or problems; except as
otherwise covered under Extension 2.5. hereof; or
(iv) taxes, fines or penalties

10



(iii) pacxogbl Ha popaboTkn KomnbromepHoul
cucmemabl AN NporpaMMHoro obecneyeHusi, BKIto-
Yyas ucnpaBneHne HeaocTaTkoB M Npobnem, TONMbKo
ecnu no ycnosusm [oroBopa 3TO He MOKPbIBAETCS
PacwmpeHnuem 2.5. MNpaeun;

(iv) Hanoru, wrpadsbl, NeHN

3akoHodamenbcmeo e obnacmu 3awumbi OaH-
HbIX O3Ha4yaeT Nbow 3aKOH UMM HOPMATMBHbLINA aKT,
perynupyowmii 06paboTKy nepcoHanbHbIX AaHHbIX,
BKITOYasi, HO He orpaHuymBasch, PegepanbHbIM 3aKo-
Hom Poccuickon ®epepaumm «O nepcoHanbHbIX AaH-
HbIX» Ne152-03 o1 27.07.2006.

3.14

Data Protection Legislation means any applica-
ble law or regulation regulating the processing of
Personally Identifiable Information, including the
Federal Law of 27 July 2006 N 152-FZ On personal
data.

Pacxo0db! Ha 3awyumy 03HayaloT HeobXxo4uMble, Le-
necoobpasHble 1 pasyMHble pacxodbl U U3OEPXKKU, MO-
HeceHHble 3acmpaxoeaHHbIM UNN OT €ro MMEHU C
npenBapuTenbHOro MUCbMEHHOro cornacust Cmpa-
Xoeuwuka,

(a) B cBs3n c paccrnegoBaHMeM, OTBETOM, 3aLLUTON,
anennsiuven unu yperynupoeaHnem TpeboeaHus,
BKIOYasi pacxodbl Npy apecte UMYLLECTBA UIMN UHble
aHanornyHble rapaHTun. Mpu 3TOM CTOPOHbI UCXOAST
ux Toro, 4to y Cmpaxoeuwjuka HeT 06S3aHHOCTM MO
npenocTaBreHnto Takux rapaHTui;

(6) B CcBA3M C NOArOTOBKOW, paccrnefoBaHNeEM, OTBe-
TOM Mnu 3awwmTon Omyema w/vinn oLEHKon, Tpedy-
eTcs N cocTaBreHne Takoro Omyema.

Pacxo0dbI Ha 3aujumy He Bknto4atoT B cebsi BHyTpeH-
Hue pacxofbl 3acmpaxoeaHHO20 (Takue Kak 3ap-
nnara v apyrue Bo3HarpaxxaeHusi nepcoHana) unm nto-
Oyto cymmy, BbinnadveHHyto CmpaxoeuwjuKkomM Unm nio-
001 MHON CTpaxoBOKn opraHu3aumen no nobdomy goro-
BOPY CTpaxoBaHWs, OTIUYHOro OT Hactoswero foro-
BOpa, N0 KOTOPOMY eCTb 00513aHHOCTb 3aLUNThI.

3.15

Defence Costs means reasonable and necessary
legal fees, costs and expenses incurred by or on
behalf of the Insured, with the prior written consent
of the Insurer,

(a) in relation to the investigation, response, de-
fence, appeal or settlement of a Claim, including
the costs of attachment or similar bonds provided
the Insurer will have no obligation to furnish such
bonds;

(b) in relation to preparing, investigation, response
or defence of a Self Report and/or assessing
whether a Self Report is required or advised.
Defence Costs will not include any internal costs
of the Insured (e.g. wages, salaries or other remu-
neration) or any amount paid by the Insurer or any
other insurer pursuant to any policy or policies of
insurance, other than this Policy, under which there
is a duty to defend.

O6HapyxeHHbIl NN O6Hapy)xeHue 03Ha4alT nep-
Bble MPOSIBMEHNS TOro, YTO AUPEKTOpPaM WU OOIK-
HOCTHbIM nuuam 3acmpaxoeaHHO20, NapTHepam
unu nobblM YneHam aenapTaMeHTa PUCK-MEeHeoX-
MeHTa 3acmpaxoeaHHO20, PUANYECKOro AenapTa-
MeHTa, genapTameHTa MHOPMaLMOHHBLIX TEXHOMNOIMI
unu genaptameHTa no paboTe ¢ nepcoHanam, unm
nobbIM TON MeHempkepamMm WU pPyKOBOAMTEMAM IlHo-
6oro gpyroro AenapTaMeHTa CTaHOBUTCS M3BECTHO O
cobbITUM, OMMCaHHOM B CTpaxoBbix puckax 1.3.7,
1.3.8, 1.3.9. nnm 1.3.10. nnn oHm 060CHOBaAHHO Npea-
nonararT, YTO Takoe cobbITMe HAcCTynuNo u Yb6sIimok,
KOTOpbIA 3acTpaxoBaH B COOTBETCTBMM CO CTpaxo-
BbiMn puckamu 1.3.7, 1.3.8, 1.3.9. nnm 1.3.10, yxe
HacTynwun Unu, ckopee BCEro, HacTynuT, JaXe ecnu
TOYHbIN pa3Mep 1 AeTanu Takoro Y6bimka B T0 BpeMs
HEN3BECTHbI.

3.16

Discovered or Discovery means the first manifes-
tation of the Insured’s directors and officers, part-
ners or any member of the Insured’s risk manage-
ment department, legal department, IT department
or HR department, or any senior manager of any
other department, becoming aware of an event un-
der Insuring Clauses 1,7, 1.8, 1.9, or 1.10 or rea-
sonably suspecting that such event has occurred,
and which would cause this person to reasonably
assume that a Loss covered under Insuring
Clauses 1.8, 1.9, 1.10 or 1.11 has been or is likely
to be incurred, even though the exact amount or
detail of the Loss may not be known at that time.

lMepuod o6HapyxeHUs O03HaYaeT Nepunon, HaunHato-
LMIACS HenocpeacTBEHHO nocrne nucteveHus Mepuoda
cmpaxoeaHusi, B Te4eHne koToporo 3acmpaxoeaH-
HbIl BNpaBe NUCbMEHHO YBEOOMWUTL Cmpaxoeujuka
o TpeboeaHuu B cBsi3n ¢ HeeepHbiM delicmauem,
Ymeukol daHHbIx vinn HapyweHuem KoHghudeHyu-
asZlbHOCMu, KOTOpPO€ BO3HUKIO OO0 AaTbl OKOHYaHUA
lMepuoda cmpaxoeaHusi, HO TONbKO B TOM Cry4yae,
ecnun Y6bImok, BbiTekatoLmin u3 Takoro TpeboeaHusl,
He 3acTpaxoBaH YaCTUYHO UMK NMOMHOCTbLIO MO NoGoMy
Opyromy CTpaxoBOMY MOMWUCY, KOTOPbIA BCTynun B
cuny nocne okoH4YaHus lMepuoda cmpaxoeaHusi.

3.17

Discovery Period means the period commencing
immediately after the expiry of the Insurance Pe-
riod, during which written notice may be given to
the Insurer of a Claim arising from a Wrongful
Act, Confidentiality Breach or Privacy Breach
that occurred prior to the expiry date of the Insur-
ance Period and only where Loss arising from
such Claim is not partially nor wholly covered by
any other insurance policy in force after the expiry
date of the Policy.

lTocmaswuk ycnyzs 371eKMPOHHBIX Mamexeul
(anekmpoHHbIX nepeeodoe) O3HA4YaeT OOHOro U3
cnepgymroLwmx nocTtaBWmMKoB ycnyr: American Express,
Mastercard, Visa, Maestro Card unu nobornn apyron
NoCTaBLUMK YCMyr, aBTOPU3OBaHHbLIA YMNONHOMOYEH-
HbIM Ha TO OpraHom.

3.18

E-Payment Service Provider means one of the
following service providers: American Express,
Mastercard, Visa, Maestro Card or any other simi-
lar service provider.
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Cpedcmea o3HavaloT Nobble HanuWuHble AeHbru,
OeHbrv, BanoTy, npuHagnexawue KomnaHuu, wnu
HaxogsLmecs B PMHAHCOBOM UHCTUTYTE B 3NIEKTPOH-
Houn cpopme oT nmeHn KomnaHuu.

3.19

Funds means any cash, money or currency owned
by the Company or held by a financial institution in
an electronic form on behalf of the Company.

Mepuod cmpaxoeaHusi 03Ha4yaeT nepvof, ykasaH-
HbI B nyHKTe 7 [lorosopa ([onuca).

3.20

Insurance Period means the period as set forth in
Item 7 of the Policy.

3acmpaxoeaHHbIU 03Ha4YaeT NNLO, UMYLLEECTBEHHbIE
MHTEpecbl KOTOPOrO (PUCK BO3HWKHOBEHUSI OTBET-
CTBEHHOCTW U PUCK HECEHMS AOMOSTHUTENbHBIX PACXO-
[0B) 3acTpaxoBaHbl No [1oroBopy cTpaxoBaHUs.
3acmpaxoeaHHbiMu saBnsioTcs KomnaHuss v 3a-
cmpaxoeaHHble 1uua.

3.21

Insured means the person/entity whose property
interest (the risk of liability and additional ex-
penses) is insured by the Policy. The Insured
means the Company and the Insured Persons.

3acmpaxoeaHHoe Jluyo O3HayaeT JIuud, KOTOopble
ObInn, ABMAIOTCA UM B TeYeHne I'Iepuoda cmpaxo-
8aHUsI CTAHOBATCA COTPYAHUKaMU KomnaHuu, anpek-
TopaMn Unn JOJMKHOCTHbIMU NnUamMmun KomnaHuu.

3.22

Insured Persons means any person who was, is,
or during the Insurance Period becomes a Com-
pany'’s director, officer or employee.

Cmpaxosuuk o3HavaeT AO «3eTTa CTpaxoBaHune»

3.23

Insurer means JSC Zetta Insurance.

lMepuod eo3mMeweHuUsI O3HAYaET MePUOS BPEMEHMU,
3a KoTopbii Cmpaxoeuwjuk 06A3yeTcd BO3MECTUTb
BO3MOXHbIi Y6bIimok om [lepepbiea e npou3eod-
cmee 3acmpaxoeaHHO20 B COOTBETCTBUM C YCMOBU-
sMu [loroBopa CTpaxoBaHUsl U KOTOPbIN HaYMHaeTCs
BrepBble cpa3y nocne BO3HWKHOBeHUA [lMepepnbiea 8
npoussodcmee, 1 3akaH4MBaeTCcs NMBo cpasy nocne
OKOH4YaHus lMepepbiea e npou3zsodcmee, NGO Ye-
pe3 180 aHen B 3aBMCMMOCTU OT TOrO, Kakon nepvoa
MEHbLUE.

3.24

Indemnity Period means the period of time, for
with the Insurer is liabile to pay possible Business
interruption loss of the Insured according to Pol-
icy terms and conditions, which first starts when the
Business Interruption first occurs and ends when
the Business Interruption has ended, but will be
no longer than 180 days.

Okcnepm e obnacmu UHhOPMaUUOHHBLIX MEXHO-
nozul (IT) o3Ha4aeT OOHOIO U3 3KCMEPTOB, yKal3aH-
HbIX B nyHkTe 17 Oorosopa (Monuca) nnu no6oro apy-
roro CTOPOHHEro akcnepTa B 06nact nHopmMaLMoH-
HbIX TEXHOMNOIMIN, Ha3Ha4YeHHOro 3acmpaxoeaHHbLIM C
npeaBapuTENbHOrO MUCbMEHHOTO cornacus Cmpa-
XosujUKa.

3.25

IT Expert means one of the experts named in ltem
17 of the Policy or any other external IT expert ap-
pointed by the Insured with the prior written con-
sent of the Insurer.

Jlumum omeemcmeeHHocmu (Cmpaxoeasi cymma)
O3HayaeT npeaenbHy CyMMy CTPaxoBOro BO3MeLle-
Hus (cormacoBaHHyto Cmpaxoeamersniem v Cmpaxoe-
wukom B [loroBope CTpaxoBaHWs), KOTopasi MOXeT
ObITb BbiNNayeHa Cmpaxo8wjUKOM No BCEM CTPaxo-
BbIM Cry4asiM, HacTynuBLUMM Mo [JoroBopy cTpaxoBsa-
Husi. Jlumum omeemcmeeHHocmu (Cmpaxoeas
cymMma) ykasbiBaetcs B nyHkte 8 [Jorosopa ([Monuca).

3.26

Limit of Indemnity means the amount agreed by
the Policyholder and the Insurer under this Policy
which may be paid by the Insurer for all insured
events, occurred according to and under the Policy
and as specified as such in ltem 8 of the Policy.

Y6bimok/Y6bimku 03Ha4aeT:

(a) Ywep6,

(6) PacxodbI Ha 3awumy;

(8) Pacxoabl no TpeboBaHusaM perynsitropa B COOTBET-
CTBMM CO CTpaxoBbiM puckom 1.3.4.;

(r) PacxoObl, cesizaHHble ¢ Tpe6oeaHusiMu Mo
cmaHOapmaM 6e3onacHocmu OaHHbIX UHOY-
cmpuu nnaméxHbix kapm (PCIDSS) B cooTtBeT-
CTBWM CO CTpaxoBbiM puckom 1.3.6.

(a) pacxogpl, nokpbiBaemble no pucky 1.3.8. (Ynpas-
neHne Kp13ncom)

(e) Pacxodbl Ha eoccmaHoersieHue;

() Y6bimok om kubep-ebiMO2amesnib.cmaa;

(3) Y61mok om nepepbieoe e npou3zeodcmee;

(n) ytpata Cpedcme, nokpbiBaembix no pucky 1.3.9.
(Kpaxa 3noymbiLLneHHUuKamm)

(k) cymmbl, nokpbiBaemble Cekumen 2 lMNMpasun «Pac-
LUMPEHUS» U

(n) apyrue cymmbl, koTopble Cmpaxo8ujuk 06a3yeTcs
BbINNaTUTbL B COOTBETCTBUM C ycrioBusiMu [loroBopa
CTpaxoBaHusl.

3.27

Loss means:

(a) Damages;

(b) Defence Costs;

(c) Regulatory Costs covered under Insuring
Clause 1.3.4;

(d) costs covered under Insuring Clause 1.3.6.
(PCIDSS);

(e) costs covered under Insuring Clause 1.3.8 (Cri-
sis Management);

(f) Restoration Costs;

(g) Cyber Extortion Loss;

(h) Business Interruption Loss;

(i) loss of Funds covered under Insuring Clause
1.3.9. (Hacker Theft);

()) sums covered under Section 2. Extensions; and
(k) other amount the Insurer is liable to pay under
the terms and conditions of this Policy.
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HeesepHoe delicmeue e obnacmu Medua o3HavaerT,
B KOHTEKCcTe nybnuvkauuMm wunm pacnpocTpaHeHus
Cmpaxoeamesiem nioboro undpoBoro mMegna KoH-
TeHTa (MHdopmauwum), noboe dakTnyeckoe unu pa-
3yMHO npepnonaraemoe:

a) HenpegHaMepeHHoOe HapylleHue npas Nobon WH-
TennekTyanbHON COBCTBEHHOCTU (KpOME HapyLUeHus
naTeHTHbIX Npas);

0) HebpexHOCTb 3acmpaxoeaHHO20 B OTHOLLUEHWUU
noboro Mmegna-koHTeHTa (MHdopMauun).

3.28

Media Wrongful Act means, in the context of the
Insured’s publication or broadcasting of any digital
media content, any actual or reasonably alleged:
() unintentional infringement of any intellectual
property (other than patent infringement), (b) negli-
gence by the Insured with respect to any digital
media content.

CrnusiHue unu noasiowjeHue O3Ha4yaeT:

(a) cnuaHne Cmpaxoeamerns c, UN KOHCONVUAAUNS C
(npucoegunHeHve K) Apyrum(omy) ropuanyeckum(omy)
nuuom(y); unu

(6) npomaxa Bcex unu Gonbllek 4YacTu akTUBOB
Cmpaxoeamersisi [PYTrOMY IOPUANYECKOMY NMLY; UMK
() NnpnobpeTeHme NbbiM hranyeckum nnu tpnamye-
CKUM NULIOM, AENCTBYIOWUM B OAMHOYKY Mnm coobua
(coBMecCTHO), akuwin, aonen B YCTaBHOM Kamumarie
CmpaxoeameJsisi UN Npae ronoca, KOTopble NpPUBO-
OST K NpaBy BrnafeHust UNu KOHTponst ousnyecknm
unu topugudeckum nuuom 6onee 50% HaxogAWMXCs B
obpalleHun akuMm unu Jonen, npeacTaBnstoLWMX
npaBo rofocoBaHusl Ha BbIbopax coBeTa ANPEKTOPOB
(HabnogaTtenebHoro coseta) Cmpaxoeamernts.

3.29

Merger or Acquisition means:

(a) the merger of the Policyholder with, or consol-
idation into, another entity;

(b) the sale of all or the majority of the Policy-
holder’s assets to another entity; or

(c) the acquisition by any natural person or entity
acting alone or in concert of securities or voting
rights which results in ownership or control by such
natural person or entity of more than 50% of the
outstanding securities representing the present
right to vote for the election of the board of directors
of the Policyholder.

Cy6nodpsid4yuk o3Ha4yaeT noboe Tpemsbe nuyo, Ko-
TOpoe XpaHuT unu obpabaTbiBaeT llepcoHasibHbIe
OaHHble unn KoHgpudeHyuanbHyo uHghopmayuro
Ha OCHOBaHMW NUCbMEHHOIo JOroBopa.

3.30

Outsourced Service Provider means any Third
Party who stores or processes, pursuant to a writ-
ten contract, Personally Identifiable Information
or Confidential Information.

IMepcoHanbHble OaHHbIe 03Ha4alT NepcoHanbHble
[aHHble, KOHTpPonupyemble Unu obpabaTtbiBaemble 3a-
CMpaxoeaHHbIM, KOTOPblE OXPaHSTCS B COOTBET-
cTBUN C 3akoHoOamesnibcmeoM & obslacmu 3a-
wumbl OaHHbIX.

3.31

Personally Identifiable Information means any
personal data controlled or processed by the In-
sured that is subject to protection by any Data Pro-
tection Legislation.

Cmpaxoeamesib 03Ha4aeT opuanyeckoe nnu ounsu-
Yyeckoe NuLo, 3aknoymnsLLee [loroBop CTpaxoBaHWs co
Cmpaxoeuwjukom n ykasaHHoe B n. 2 [oroeopa (lMo-
nuca).

3.32

Policyholder means the entity or individual which
concluded the insurance Policy with the Insurer
specified as such in Item 2 of the Policy.

Ymeyka GaHHbIX 03Ha4aeT:

(a) moboe HecaHKUMOHMPOBAHHOE packpbiTue 3a-
cmpaxoeaHHbIM unn Cy6nodpsidyukom [lepco-
HaslbHbIX OaHHbIX,

(6) ntobor HecaHKLMOHUPOBaHHbLIM focTyn Tpembe2o
Jiuya vnv ncnonb3oBaHue Takum nuuom lMepcoHasb-
HbIX OaHHbIX, xpaHswmxcs B KomnbromepHol cu-
cmeme KomnaHuu,

B pe3ynbTarte KOTOPOro B COOTBETCTBUU C 3akoHOoOa-
menbcmeom e obnacmu 3awumsl OaHHbIX Yy 3a-
cmpaxoeaHHO20 BO3HMKaeT HeobXoaAMMOCTb BO3MeE-
CTUTb Bped NnocTpajgasBLiemy nvuy.

3.33

Privacy Breach means:

(a) any unauthorised disclosure by the Insured or
by the Outsourced Service Provider of any Per-
sonally Identifiable Information; or

(b) any unauthorised access to or use by Third
party of Personally Identifiable Information in
the Company’s Computer System,

in actual or alleged breach of any Data Protection
Legislation.

Peaynssmop o3HavaeT nobol oduunanbHbIi KUnm
rocy4apCTBEHHbIA OpraH, B 06513aHHOCTM KOTOPOro
BXOOUT Haf3op 3a WCMonHeHneMm 3akoHodameslb-
cmea e obslacmu 3awumel OaHHbIX, BKMNOYas, HO
He orpaHudmBascb ®PenepanbHon cnyxbon no
Haz3opy B cdepe CBA3N, MHPOPMAaLMOHHBLIX TEXHOMO-
MM N MaCCOBbIX KOMMYHMKaLMA MO0 MHBIM OpraHom,
Ha KOTOpbI ByoyT BO3MOXEHbI BCE UMW OTAENbHbIE
NOJTHOMOYMSI YKa3aHHOW CIyx0bl.

3.34

Regulator means any official or public body with
responsibility to enforce Data Protection Legisla-
tion including but not limited to the Roscomnadzor.

Cesi3aHHble cob6bImusi 03HavaloT Bce YObImKuU vnv
Tpe6oeaHu;l, KOTOpPble BO3HUKAKT N3, OCHOBbIBAKOTCA
Ha UMM OTHOCATCS MNW NpPUBSA3aHbl K OQHOW NpUYMHE
NI UCTOYHUKY.

3.35

Related Events means all Losses or Claims
which arise out of, are based upon, attributable to
or connected in any way to the same originating
cause or source.

OmeemcmeeHHoe Jsuyo o3Ha4daeT [eHeparnbHOro
aupektopa, PMHaAHCOBOro AvpekTopa, Oupektopa no
yrpaBrieHUn pUCKoB, MaBHOro KPUCKOHCYNbTa, Pyko-
BOAMTENS Cryx0bl MHAMOPMALMOHHBLIX TEXHOMOMMN,
PykoBoguTens otgena no pabote ¢ nepcoHanom, Py-

3.36

Responsible Person means the Company’s
Chief Executive Officer, Chief Financial Officer,
Chief Risk Officer, General Counsel, Head of IT,
Head of HR, Data Protection Officer and Chief
Compliance Officer or any Insured Person in a
functionally equivalent position.
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KoBOOWUTENSA OTAEeNna Mo 3awuTe AaHHbIX, Pykosoau-
Tens otaena komnnaeHc KomnaHuu vnu uHbix 3a-
CMpaxoeaHHbIX JUY, 3aHUMaKLWNX aHanornyHble
nosnLuu.

Pacxodbl Ha soccmaHoesieHuUe 03HavalT Leneco-
obpasHble, pasymHble U HeobXxoaumble pacxodbl Ha
dkcrnepmoe e obsrlacmu UHGOPMaYUOHHbLIX MmeXx-
Honoeul (IT), noHeceHHble 3acmpaxo8aHHbIM Kak
npsiMon pesynbTat nboro Cobbimus, nossekuie2o
3a cobol nepepbie & npouseodcmee, KOTOpoe
6bino BnepeBble O6HapyxeHo B TeuveHue [lepuoda
cmpaxoeaHusi, C LENbio:

(a) BoccTaHoBUTE KoMnbromepHytro cucmemy Kowm-
naHuu [0 TOro YpoBHS (OYHKLMOHANBHOCTM, KOTOPbI
CylllecTBOBan HEMOCpPeaCTBEHHO A0 Takoro Cobbi-
musi, noeniekwez20 3a coboli nepepbie e MNpous-
eodcmee u;

(6) TexHmyeckun BOCCTaAHOBWTb, M3BMEeYb UNK nepe-
yctaHoBuTb [aHHble wnn KomnbromepHbie rnpo-
2paMMBblI, BKMOYasi CTOUMOCTb NPUOGpeTeEHMsT NULEH-
3MOHHOrO nporpaMMmHoro obecneyeHusi, Heobxoau-
MOro Ansi BocnpoussoAcTBa Takux JaHHbix vinn Kom-
NbOMePHbIX NPo2pamMm.

Pacxodbl Ha BoccmaHoe8IeHUe He BKIoYatoT:

i) pacxogbl Ha ucrnonHeHwe nboro pacnops-
XEHUS, NpefoCTaBneHne rapaHTuin Uy cornalleHus
O MpefocTaBNeHUN Ha3Ha4YeHHOro cyaoM obecnevde-
HWS, NOCOBMS UNKN ApYrMX HeAEHEXHbIX BO3MELLIEHWN;

i) lopuanyeckme pacxofbl U n3gepxku nwoboro
BMAa;
iii) pacxogpbl, KoTopble 3acmpaxoeaHHbIlU No-

Hec 6bl B Nobom cnyyae u 6e3 coBeplieHnss Cobbi-
musi, nossekwezo 3a cobol nepepbie 8 NMPoOuU3-
eodcmee (Hanpumep, pacxodbl Ha coaepXaHue);

iv) pacxodbl Ha KOPPEKLMIO HEBEPHO BHECEHHbIX
BpYyYHyto JaHHbIX;
(v) pacxoabl Ha gopaboTkn KomnbloTepHon cu-

ctembl KoMnanum nnu nporpamMmHoro obecneyeHnus,
TONbKO ecnu Nno ycrnoeuam [JoroBopa 3To He NoKpblBa-
eTca Pacwwupennem 2.5. lMpasun;

V) BHYTPEHHME pacxofbl 3acmpaxoeaHHO20 (B
TOM uucre pacxodbl nMo 3apaboTHon nnate u np.),
ecnu Tonbko 3acmpaxoeaHHbIl NOHEC NX C npeaBsa-
puTenbHoro cornacus Cmpaxoeuwjuka nokpbIBaTh Ta-
KvMe pacxogpl.

3.37

Restoration Costs means the reasonable and
necessary costs of an IT Expert incurred by the In-
sured as a direct result of any Business Interrup-
tion Event which is first Discovered during the In-
surance Period, to:

(a) restore the Company’s Computer System to
the same level of functionality which existed imme-
diately prior to such Business Interruption Event;
and

(b) technically restore, retrieve or reinstall elec-
tronic data or software, including the cost of pur-
chasing a software licence necessary to reproduce
such electronic data or software.

Restoration Costs will not include:

(i) costs to comply with any order for, grant of or
agreement to provide injunctive or other non-mon-
etary relief;

(ii) legal costs or legal expenses of any type;

(iii) costs that the Insured would have incurred an-
yway, without the Business Interruption Event
(e.g. maintenance cost);

(iv) costs for the correction of incorrect manual in-
put of electronic data;

(v) costs to design, upgrade, maintain, or improve
the Company’s Computer System or software,
unless otherwise covered under Extension 2.5 Bet-
terment following an Insured Event; or

(vi) the Insured’s own internal costs (e.g. labour
costs, overheads, etc) unless the Insurer provides
its written consent to such costs.

®paHwu3a o3HavaeT yacTb Y6bImka, koTopas He
noanexut Bo3melleHnio Cmpaxosujukom. Cymma
®paHwu3bl ykasaHHa B n. 11 Jorosopa (Monuca).

3.38

Retention means the amount specified in ltem 11
of the Policy.

HeeepHoe delicmeue e o6nacmu bezonacHocmu
O3HayaeT (pakTMYeckoe UM pasymMHO npegrnonarae-
Moe HenpeaHamepeHHoe AeicTBue, OLWUGKY UK yny-
LweHne 3acmpaxoeaHHO20, B peaynbTaTe KOTOPbIX
Bo3Hukna Ku6epamaka.

3.39

Security Wrongful Act means any actual or rea-
sonably alleged unintentional act, error or omission
of the Insured as a result of which a Cyber Attack
occurred.

Omy4em o3HavaeT oT4yeT nobomy Pezysissmopy nio-
OblM 3acmpaxoeaHHbIM B COOTBETCTBUM C TpeboBa-
Huem wuHdopMupoBaTtb Peaynssimopa O cobbiTusX,
NPUBOASALLMX K BOMPOCAM CO CTOPOHbI PEryNUPYHOLLINX
OpraHoB, rae oTka3s caenaTtb Takoe yBe4oMIeHNE Unu
OTCpoYKa B yBEAOMIEHMM MOTYT caMu no cebe npuee-
CTU K NPUHYKOEHUIO NPeaoCTaBNeHnst Takux yBeaoM-
NEHUA 1 NocrnenyrLnM HeraTUBHbIM PerynsaTOpHbIM
nocneacTevam ans 3acmpaxoeaHHoOz20.

3.40

Self Report means the report to any Regulator by
any Insured pursuant to an obligation to inform the
Regulator of matters giving rise to regulatory is-
sues, where failure to give such notification or de-
lay in notifying, can itself give rise to enforcement
consequences.

HoyepHsis KomMnaHusi o3HayaeT noboe topuanye-
CKOe Nnuo, B KOTOpOM Cmpaxoeamesib B TeYeHWE
lMepuoda cmpaxoeaHusi NPSIMO I KOCBEHHO:

i) KOHTPONUpYeT COCTaB COBETA ANPEKTOPOB;

i) Bnageet 6onee 50% ronocywmnx akuuii;
nnn

iii) Bnageet 6onee 50% BbINYLEHHOrO aKLMO-

HEepHOoro kanuntana.

3.41

Subsidiary means any entity that during the Insur-
ance Period the Policyholder either directly or in-
directly:

(a) controls the composition of the board of direc-
tors;

(b) holds more than 50% of the voting shares; or
(c) holds more than 50% of the issued share capi-
tal.
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MokpbiTe ansa niobow JoyepHeli KomMnaHuu pacnpo-
CTpaHsieTCs TONMbKO Ha YO6bIMOK, KOTOPbIA SBWUMCH
npsIMbIM crieacTemeM Ymeuyku AaHHbIx, HapyweHusi
KoHgpudeHyuanbHocmu, HeeepHoz2o OJdelicmeusi,
Ku6epamaku, Yepo3bl kubep ebiMo2amesibcmea
unun Cobbimusi, noesiekuie2o 3a coboli nepepnie 8
npouseodcmee, KOTOPbIE NPOU3OLLNKN U Bbinn O6Ha-
PY)eHbl, KOTAA Takoe IopuaNYeckoe NuLo ABNSANOCH
HoyepHeli komnaHuel Cmpaxoeamerisi.

Cover for any Subsidiary will only apply to Loss
which results directly or indirectly from any Confi-
dentiality Breach, Privacy Breach, Wrongful
Act, Cyber Attack, Cyber Extortion Threat or
Business Interruption Event which took place,
and are Discovered, while such entity is a Subsid-
iary of the Policyholder.

Tpembe nuyo osHavaeT nwboe cuamyeckoe mnm | 3.42 | Third Party means any natural or legal person ex-
ropuanyYeckoe nuuo, Kpome 3acmpaxoeaHHO20. cept the Insured.

IMepuod oxudaHusi o3HavaeT nepuofd, obosHauyeH- | 3.43 | Waiting Period means the period as specified in
HbIn B N. 10 Jorosopa (Monuca), KoTopbl HaYMHaeTcA Item 10 of the Policy, taken from the beginning of
cpasy nocne Havana lMepepsiea e npoussodcmee. the Business Interruption.

HeeepHoe delicmeue o3HadvaeT nioboe HeesepHoe | 3.44 | Wrongful Act means any Security Wrongful Act
delicmeue 8 obnacmu BeszonacHocmu w/vnn He- and/or Media Wrongful Act.

eepHoe delicmeue e obnacmu Medua.

WcknroveHus 4. Exclusions

OCHOBHbIE UCKMIOYeHUsA A General exclusions

He 4aBndawTCca CcTpaxoBbiMW  criydasmu  cobbITUSA No coverage will be available under this Policy with
HacTynneHus OTBETCTBEHHOCTM W HeobGXoAMMOCTH respect to any Loss arising out of, based upon or
HECEHMs1 pacxodoB WM He noanexart cTpaxoBaHuio / attributable to:

BO3MELLEHMIO Y6b1mku, BO3HUKalOLLME un3,

OCHOBaHHbIE Ha UMy OTHOCHALLMECS K:

HeuyecTHOe unu YmbiwneHHoe NoBegeHue 4.1 Dishonest or Improper Conduct

nobomy: any:

(a) npeaHaMepeHHoMYy, NpOTMBONPaBHOMY, (a) deliberate, criminal, fraudulent, dishonest or
MOLLEHHNYECKOMY, HeYyeCcTHOMY unm malicious act or omission; or

3rloHaMepeHHOMY AeWcTBUI0 Uy 6e30encTBnio; unm (b) intentional breach or knowing violation of any
(6) npegHamepeHHOe UMM yMbILIMEHHOE HapyLlleHne duty, obligation, contract, law or regulation; or
nobbix  0bs3aHHOCTEN, 064A3aTenbCTB,  YCIOBUM (c) intentional causing of a Business Interruption
[0orosopa, 3akOHOB MITM HOPMAaTUBHBIX aKTOB; UK Loss,

(c) npepHamepeHHOe nMpuUYMHEHWEe Y6bimka om by any Insured.

lMepepbica e npouszeodcmee nobbIM Provided, however, the Insurer will advance De-
3acmpaxoeaHHbIM. fence Costs until there is:

Mpn aTom Cmpaxoeswjuk aBaHcupyeT / onnayvsaeT (i) a final decision of a court, arbitration tribunal or
Pacxo0bI Ha 3aujumy [0 TEX NOP, MOKa He NOMy4eHo: Regulator; or

a) OKOH4aTenbHOe, He noanexailiee nepecmoTpy, (i) a written admission,

pelueHne cyaa, apbuTpaxkHoro cypa unm which establishes such behaviour. Following such
Peaynsimopa; finding the Insured will promptly repay to the In-
6) NnuCbMeHHOe Npu3HaHwue, surer any amount paid to or on behalf of the In-
KOTOpble MOATBEPXAAKT Takoe noseneHue. locne sured under this Policy.

peanu3auun cobbiTusi a) n/vnu 6) 3acmpaxoeaHHbil No conduct, act or omission of one Insured will be
0653aH He3aMeanuTensHO BepHyTb Cmpaxoeuwjuky imputed to any other Insured.

nobble CyMMBbI, ynnayeHHble Takomy Notwithstanding the above, the knowledge pos-
3acmpaxogaHHOMy vnu OT €r0 MMEHW B pamKax sessed by and any conduct, act or omission of any
[orosopa cTpaxoBaHus. past, present or future Responsible Person will be
Hukakoe nosegeHve, AencTBMe UNu olumbka ogHOro imputed to all Companies.

3acmpaxoeaHHO20 He MOXeT OblTb BMEHEHO

apyromy 3acmpaxoeaHHoMy.

HecmoTps Ha BbILLEN3NOXEHHOE, CBEAEHUS O Ntobom

noBefeHnn, 0ENCTBMM NN OLLIMOKe, KOTOPbIMKU pacmno-

naraet noboe npolunoe, Tekylwee unu dyayuiee Om-

eemcmeeHHoe n1uyo, oyaet BmeHsiTbcs BceM Kowm-

naHusim.

MpuunHeHne Bpeaa XU3HU U 3a0poBbLI0 U Bpena 4.2 Bodily Injury and Property Damage

MMyLLeCTBY

noGoe akTnyeckoe Unu npegnonaraemoe TenecHoe
noBpexaexHve, 6onesHb, MOpanbHbIf Bpes,
OyWweBHble CTpadaHua UM 3MOoUMOHanbHbI CTpecc,
3aboneBaHne uNM cmepTb 4YenoBeka Mo nwo6on
Npu4YnHe, NOBpEeXAdeHVWe WMn YHUYTOXeHWe noboro
MaTepuanbHOro  MMyLLecTBa, BKMoYasi  MoTepto
BO3MOXXHOCTM €ro WCMOJIb30BaHUS. OMNEeKTPOHHbIe
[aHHble 1 NporpaMmHoe obecneyeHne He cyMTalTCs
MaTtepuanbHbIM UMYLLIECTBOM.

OpHako [OaHHOe WCKIOYEHUE He MpUMEHsIeTcs K
TpaboeaHusiM, KOTOpbIE:

any actual or alleged bodily injury, sickness, men-
tal anguish or emotional distress or disturbance,
disease or death of any person howsoever
caused or damage to or destruction of any tangi-
ble property, including loss of use thereof. Elec-
tronic data and software are not considered tangi-
ble property.

However, this exclusion will not apply to Claims to
the extent that they:

(a) are in respect of mental anguish or emotional
distress or disturbance of a data subject resulting
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a) nogaHbl B OTHOLLEHUM MOparibHOro Bpeaa cyobekTa
[aHHbIX no npu4nHe HapyweHusi
KOHghudeHyuanbHocmu unm HeeepHozo
delicmeusi 8 obnacmu Medua; nnu

6) nodaHbl B pesynbTate Ymeyku OaHHbIX WK
HapyweHus KOH¢hudeHyuanbHocmu,
npoucTekarwLllen M3 yTpaTbl UNN KPaXu 3rEMEHTOB
KomnbromepHoli cucmembi KomnaHuu.

from a Privacy Breach or Media Wrongful Act;
or

(b) are for a Privacy Breach or Confidentiality
Breach resulting from a loss or theft of elements of
the Company’s Computer Systems.

OTBeTCTBEHHOCTb MO AOrOBOPY 4.3 Contractual Liability
JTioGas OTBETCTBEHHOCTL MO AOrOBOPY, COrnalleHuio, any liability under any contract, agreement, guar-
rapaHTuaMm unu obszatenbCcTBam, NPU3HaHHas Wnu antee or warranty assumed or accepted by an In-
npuHaTas 3acmpaxoeaHHbIM, KpOMe Cly4vaes, sured except to the extent that:
Koraa: (a) such liability would have attached to an Insured
(@) Takas OTBETCTBEHHOCTb BO3HMKNA ©Obl Yy in the absence of such contract, agreement, guar-
3acmpaxoeaHHO20 Kak B CuIy 3akoHodaTenbCcTBa antee or warranty;
P® npu otcytcTBMM Kakoro-nmbo gorosopa Tak v no (b) such liability is the subject of a confidentiality
yCroBusiM OroBopa, 3akniyvyeHHoro 3acmpaxoeaH- agreement or non-disclosure agreement entered
HbIM ¢ TpembuM nIUYOM; into by an Insured.
(6) Takast OTBETCTBEHHOCTb SIBNAETCS NpeaMeToM Co-
rnaweHnst o KOHOUAEHUNANbLHOCTU UNKU cornatleHus
0 HepasrnalwleHuun, 3akK/IrYeHHbIM 3acmpaxoeaH-
HbIM.
Mpeabiaywme Tpe6oBaHus nnu O6cToATeNbLCTBA 4.4 Prior claims and Circumstances
Jlio6oe TpeboeaHue, Ymeuka OaHHbIx, HapyweHue any Claim, Confidentiality Breach, Privacy
KOoHgpudeHyuanbHocmu, Kubep amaka, Yepo3sa Breach, Cyber Attack, Cyber Extortion Threat,
Kubep ebiMo2amenbcmea, Cobbimue, noesekuwee Business Interruption Event, Wrongful Act or
3a cobol nepepbie 8 npou3sodcmee wUNn any fact, event or circumstance which is likely to
HeeepHoe delicmeue vinu noboi ¢akt, cobbiTne give rise to a Claim, Confidentiality Breach, Pri-
unu obcToaTenbCTBa, KOTOPLIE, Hanbonee BEPOSTHO, vacy Breach, Cyber Attack, Cyber Extortion
npveeayt k TpeboeaHuro, Ymeuke OaHHbIX, Threat, Business Interruption Event or Wrong-
HapyweHuto  koH¢pudeHyuanbHocmu, Kubep ful Act:
amake, Yzpo3e kubep ebIMO2amesibcMea, (a) notified to any prior insurance policy; or
Cobbimuto, noesiekweMy 3a coboli nepepbie & (b) which a Responsible Person was aware of, or
npouseodcmee unv HeeepHomy delicmeuro:. after reasonable enquiry should have been aware
a) 3asBneHHble [0 Hadvana pfgencteua [oroeopa of, prior to the Insurance Period.
CTpaxoBaHusi; unu
6) o koTopbix OmeemcmeeHHOe JIUYO 3Hamno, Wnu
rnocre HaBeAeHWs1 pa3yMHbIX CNPaBOK, AOJBKHO Bbino
3HaTb A0 Havana llepuoda cmpaxoeaHus.
Kommepueckasns TanHa wu WHTennektyanbHas 45 Trade Secrets and Intellectual Property
cob6CTBEHHOCTb

any actual or alleged plagiarism of, or infringement
nobon dakTnyecknii nnu nogpasymeBaemMblii nnarnat of any rights with respect to, information including
UNU  HapylweHne nbblX nNpaB B  OTHOLUEHWUW, a formula, compilation, pattern, program, device,
uHpOopMauum, BKNoYas  OpMyny, KOMAUMALMIO, method, process or technique that derives inde-
wabnoH, nporpammy, YCTPOWCTBO, MeTOA, MpoLecc pendent economic value, actual or potential, from
UNM  TEeXHWKy, KOoTopas npeactaBnsieT  cobow not being generally known and not readily ascer-
He3aBUCUMYIO aKTUYECKyld WNu npegnonaraemyto tainable through proper means by another person
9KOHOMMYECKYIO LLIeHHOCTb, BO3HUKAlOLWMIA B Npouecce who can obtain economic advantage from its dis-
HenpaBOMEPHOro 3aBnageHnsa UHbIM NULOM, KOTOpoe closure or use, patents, trademarks, trade names,
MOXET MONMYYUTb SKOHOMWYECKYIO BbIFOAY M3 TaKoro copyrights, licenses or any other form of intellectual
pPacKpbITUS NN UCNOMNb30BaHNS NATEHTOB, TOProBbIX property. However, this exclusion will not apply to
MapoOK, TOBapHbIX 3HAKOB, aBTOPCKOro Npaea, MULH3UN coverage afforded under Insuring Clause 1.3.3.
UNN MHbIX POPM UHTENNEKTYanbHON COBCTBEHHOCTHU.
OpHako [JaHHOe WCKMKYEHNE He MpPUMEHSETCH K
CrtpaxoBomy pucky 1.3.3.
BouHa, mapogmepctBo u [IpasumenbcmeeHHble 4.6 War, Looting and Governmental Acts

aKkmsbl

BOVHa, ntoboe BTOpPXKEHUE, [OEeWCTBUE BHELLUHErO
Bpara, BpaxaebHbIX onepaunn (BHe 3aBUCUMOCTU OT
Toro, 6bina nu oobsIBNEHa BOMHA NN HET), rpaxaaH-
CKOW BOVHbI, BOCCTaHWsi, peBontoumm, MmaccoBble 6ec-
NopsioKN UINKN rpaXkgaHcKue BONHEHWs1, npearonarato-
e HapoaHble BOCCTaHWSA, BOEHHbLIA 3axBaT Wnu
y3yprnvpoBaHue BNacTu UM BBEAEHUE BOEHHOro Mo-
NOXeHUs1, MapOAepcTBO M mnbas akcnponpuaums,
HauMoHanu3aums, KoHUcKaumm, pekBm3nLnm, apect

war, any invasion, act of foreign enemy, hostile op-
erations (whether war has been declared or not),
civil war, rebellion, revolution, insurrection, riot or
civil commotion assuming the proportion of or
amounting to a popular uprising, military or usurped
power or martial law, looting and any expropriation,
nationalization, confiscation, requisition, seizure or
any other act by or under order of any governmen-
tal, de facto or public local authority. However, this
exclusion will not apply to coverage afforded under
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unun nobor Apyron akT COBEPLUEHHbIN rocygapCTBOM
WIN MO ero nNpukasy a Takke ge-akTo unm nyonmyHom
MECTHOW BnacTu. TeM He MeHee, 3TO UCKIYEHNe He
OyaeT NpMMEHSATLCA K NMOKPbLITUIO, NPEAOoCTaBNAEMOMY
no crtpaxoBoMy pucky 1.3.4. unu cTpaxoBaHUIO
Y6bimka om nepepbiga 8 npou3zsodcmee, 3acTpa-
XOBaHHOMY B COOTBETCTBUM C paclumpeHunem 2.8.

Insuring Clause 1.3.4 or for Business Interruption
Loss covered under Extension 2.8.

Toprosns 4.7 Trading

nobble yObITKN UNKN OTBETCTBEHHOCTL, CBA3aHHAsA CO any losses or liabilities connected with any types of
BCEMMW BMOAMU MOKYMKU WUIMU NPOAKU UNU ApYrUMun purchase or sale transactions or other dealing in
caoenkamm € UeHHbiMM  Oymaramu, ToBapamu, securities, commodities, derivatives, foreign or
Npou3BOAHLIMU  (PMHAHCOBLIMW  MHCTPYMEHTamu Federal funds, currencies, foreign exchange, and
(Bkntovasn gepuBatuBbl), hblovepcamu, 3apyoexxHbIMN the like.

U HaUMOHanbHbIMK 06NUraumsimMmn, BantoTom U T.0.

3arpsAsHeHue 4.8 Pollution

noboe BblaeneHne, paccenBaHue, npocavymBaHue, any discharge, dispersal, seepage, migration, re-
MUrpaumio, BbICBODOXAEHME UMK YTEYUKY: lease or escape of:

a) noboro TBEPAOro, Xunakoro, razoobpasHoro, Guo- (a) any solid, liquid, gaseous, biological or thermal
NOrnYecKoro UM TeEPMUYECKOro 3arpsi3HSAIOLLEro unm irritant or contaminant, including smoke, vapor,
OTPaBMAIOLLEro BELWEeCTBa, BKoYas AblM, nap, Caxy, soot, fumes, acids, alkalis, chemicals, radiation and
KMCNOTY, LWEeNnoYb, XMMNYeCcKne BeLLecTsa, pagnaumo waste. Waste includes materials to be recycled, re-
n otxoabl. OTxoabl BKMOYaOT B cebs maTepuansl ans conditioned or reclaimed;

nepepaboTKun UNU BOCCTAHOBIEHWS; (b) electromagnetic energy, radiation or fields; or
0) anekTpomarHuTHasi SHeprusi, pagmaums unu nons; (c) nuclear or other radiation.

B) SiAEPHbIE U NHbIE U3MYYEHUS.

MpupoaHbie onacHocTu 4.9 Natural Perils

nobble 3eMnNeTpsiCeHns, LWTOPMbI U UHbIE NPUPOAHbIE any electromagnetic fields, radiation, earthquake,
KaTaknuambl U Yuwiep6, NpuyYnHEeHHbIN BO3gencTBmemM windstorm or other natural peril.
3NEKTPOMAarHUTHOTO MOrSl, MOHU3WUPYHOLLEro U3nyye-

HWSA 1 paguauun.

JInLueH3MOoHHbIe NnaTexun 4.10 Licensing Fees

nobble  dakTnyeckme MM nogpasymeBaeMble any actual or alleged licensing fee or royalty pay-
NULEH3NOHHbIE NMATEeXW WM PosANTW, NNAaTexu 3a ment including, but not limited to, any obligation to
npaBo  MCMNONb30BaHMSA  NOObIX  OXpaHsieMbIX pay such fees or royalty payments. However, this
pesynbTaToOB WHTEMMEKTyanbHOW [eATenbHOCTU W exclusion shall not apply to Restoration Costs in-
CcpeacTB  WHAOMBMAyanusauuu, BKIKOYasi, HO He curred to purchase a software license necessary to
orpaHunyMBasicb  nobbiMu  ob6sa3aTenbcTBaMuM Mo reproduce electronic data or software.

onnarte Takux nnatexen u posntu. OgHako AaHHoe

UCKMOYeHNe He npumeHsieTca Kk Pacxodam Ha

eoccmaHoersieHue, BO3HVKLWIMM Ans npuobpeTeHus

nMueH3nin Ha nporpammHoe obecneveHue,

HeobxoaMMoe Ansi BOCMPOM3BOACTBA 3NIEKTPOHHBIX

[aHHbIX U NporpaMmMHoro obecneyeHmsl.

Tpeb6oBaHus no LieHHbIM Gymaram 4.11 | Securities Claims

JTio6ble npegnonaraemble UnNu akTUHECKME HapyLle- any actual or alleged violation of any statutory or
HUs1 No6Ooro NPUMEHMMOro 3akoHoAaTenbCTBa, HOP- common laws, rules or regulations regulating secu-
MaTMBHbIX NPaBWUN UNN HOPMAaTWBHBLIX aKTOB, perynu- rities, the purchase or sale or offer or solicitation of
PYIOLLMX LeHHble Oymarun, pernameHTUpyLmX Mno- an offer to purchase or sell securities, issuance or
KynKy Wnv npofay LieHHbIX Bymar, a Takke npeano- any registration relating to securities, including but
XeHnst 0 nokynke wunu npogaxe LleHHbIx Gymar, Bbl- not limited to the Russian Federation Federal Law
MycK UNWN perucTpaumio Taknx LeHHbIX Gymar (Takux on ‘Securities market’, the Russian Federation
Kak, Hanpumep, ®eaepanbHbiil 3akoH "O pbIHKE LEeH- Federal Law on ‘Joint stock companies’ (such as
Hblx Bymar", ®enepanbHbii 3akoH "O6 akUMOHEPHbIX Chapters IV, XI.1), UK Financial Services and
obuwectax" (Masebl IV, XI1.1), Akt BennkobputaHum o Markets Act 2000, the United States Securities Act
dmHaHcoBbIX ycnyrax u pbiHkax 2000, Akt CLIA o of 1933 and the United States Securities Exchange
ueHHbIx 6ymarax 1933, Akt CLUA o ueHHbIx Bymarax Act of 1934 (or any amendments thereof).

1934).

Tpe6oBaHua KomnaHuu npotne 3acTpaxoBaHHOro 4.12 Company versus Insured Claims

Jliobble TpeboeaHusi, BbiaBuHYTble KomnaHuel, no any Claim brought by, on behalf of, or at the insti-
€€ VHUUMATMBE NN OT €€ NMEHMN. gation of any Company.

HeHapgnexalwee onncaHne n ®MHaHCOBbIE KOMMY- 4.13 Inadequate Description and Financial Commu-

HUKaLuM — NPMMEHAETCA ToNnbko K CTpaxoBomy
pucky 1.3.3.

nications - applicable to Insuring Clause 1.3.3
only
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JTioboe cobbiTne, cBaA3aHHOE ¢ NMDOO BbiTEKaloLee U3:
a) npegnoraraemoro unu akTM4eckoro HeHaanexa-
LLIero, HeakKypaTHOrO UMM HEMOJTHOTO OMNUCaHNs CTOM-
MOCTWM TOBapOB, MPOAYKTOB, YCMYr, YCTaHOBIEHHbIX
ueH, cebecToumocTi NpoayKUMKU, CMETbI PacxodoB U
NOAMMHHOCTM TOBapoOB, NPOAYKTOB W YCIyr UINN HEeco-
OTBETCTBUE MoObIX TOBAPOB, NPOAYKTOB UMK YCNyr 3a-
SIBNIEHHOMY KayecTBYy M paboumm xapaKkTepucTukam;
6) npeanonaraemMbix Unn pakTMyeckmx ownbok B u-
HaHCOBbIX AaHHbIX UM MHOPMaLMK, pacnpocTpaHs-
eMbIx unn obHapogosaHHbIx KoMnaHueu;

B) @a3apTHbIX UrP, NIOTEPEMN, KOHKYPCOB, PEKIMaMHbIX UTp
UnNn Opyrux urp.

any:

(a) actual or alleged inadequate, inaccurate or in-
complete description of the price of goods, prod-
ucts, services and cost guarantees, cost represen-
tations, cost estimates and the authenticity of any
goods, products or services or the failure of any
goods, products or services to confirm with any
representation regarding their quality or perfor-
mance;

(b) actual or alleged errors in financial data or infor-
mation disseminated or publicised by the Com-
pany; or

(c) gambling, lottery, contest, promotional game or
other games of chance.

UcknioueHuns, Kotopble npumeHsitotca k Ctpaxo- B Exclusions applicable only to Insuring Clause
Bomy pucky 1.3.7. (YObITOK OT nepepbIBOB B NpO- 1.3.7. (Business Interruption Loss), Extension
usBopacTee), Pacwmpenne 2.4. (6) (Pacxoabl Ha 2.4(b) (Restoration Costs) and Extension 2.9
BoccTaHoBneHue) u PacwupeHune 2.9. (MepepbiB B (Business Interruption due to Legal or Regula-
npousBoAcTBe B pe3ynbTaTe 3aKoHoAaTelbHbIX tory Requirement)

WUNK perynaTopHbIX TpeboBaHUn)

Tonbko B OTHOLWIEHWUM cTpaxosoro pucka 1.3.7., Pac- Only with respect to Insuring Clause 1.3.7., Exten-
wupenuns 2.4. (6) n Pacwuperusa 2.9. He aBnsoTcA sion 2.4(b) and Extension 2.9, no coverage will be
CTpaxoBblMU  ClyyasiMM  COObITUS  HaCTyMneHus available under this Policy with respect to any Loss
OTBETCTBEHHOCTM U  HEOOXOAMMOCTUM  HeceHus arising out of, based upon or attributable to:
pacxofoB W He nognexaTr — cTpaxoBaHuwo -/

BO3MELLEHMIO Y6b1mku, BO3HUKalOLLME un3,

OCHOBaHHbIE Ha UM OTHOCSALMECS K:

C6o05m B paboTe ceTu, KOTOpPbIe BKITHOYAIOT: 4.14 | Network Interruption

ntobor nepepbiB nnu cbor B paboTte anekTpuyecTsa, any interruption or disturbance of electricity, inter-
WHTEpHeTa, KabenbHOro, CNyTHUKOBOIO, TENEKOMMY- net, cable, satellite, telecommunication or other in-
HMKaUMOHHOrO ceTeBoro o6opyaoBaHus, BKM4Yas frastructure, including disturbance of services pro-
cbon B NpefocTaBneHnmn ycnyr CTOpOHHMM npoBange- vided by the service provider that hosts the In-
poM, KOTOpbIN BnageeTt (XOCTuHr) BeG-cantom 3a- sured’s website, blackouts and brownouts. This
cmpaxoeaHHO20, MOSIHOe WMNWN YacTUYHOE HapyLue- exclusion will only apply to such interruptions and
HWe aHeprocHabxeHua. OgHaKo JaHHOE UCKMoYeHue disturbances that are outside of the Insured’s con-
NPUMEHSIeTCS TOMNbKO K TeM nepepbiBaMm nnu cbosm, trol.

KOTOpble HaxXoOATCA BHE KOHTponsi 3acmpaxoeaH-

HO20.

3annaHuMpoBaHHbIM NepepbiBamM 4.15 Scheduled interruption

ntoboli 3annaHnpoBaHHbIN nepepbiB B pabote Komnb- any scheduled interruption of the Company’s
romepHoli cucmembl KomnaHuu, Bkniovas nwoboe Computer System including any downtime that is
BpeMSA MpPOCTOS, YTO SABMSETCS pe3ynbTaTtoM nnaHo- the result of a planned outage lasting longer than
BOrO OTKITHOYEHUS, KOTOPOE ANUTCS OOoSbLUe, YEM nep- initially planned or expected.

BOHaYasibHO MIIaHNMPOBANOCh UMK OXUAANOCh.

HeoxungaHHbIM KONUM4yecTBam 3anpocos 4.16 | Unexpected Demand

HecrnocobHoCTb 3acmpaxoeaHHO20 OLEHUTb UIn the Insured’s failure to anticipate or plan for nor-
CnnaHvMpoBaTb HOPManbHbLIA WM CBbIWE HOpMarb- mal or above normal operational demand for the
Horo o6beMm 3anpocoB k KomnsromepHol cucmeme Company’s Computer System except where this
KomnaHuu, vckniovaa crniyyan, Korga AaHHble 3a- demand is the result of a Cyber Attack.

npocbl ABnsaTCa pedynstatom Kubep amaku.

HenuueHanoHHoe nporpaMmmHoe o6ecnevyeHue 4.17 Unlicensed software

ncnonb3oBaHue U/unu pacnpoctpaHeHne 3acmpaxo- use or distribution by the Insured of unlicensed
8aHHbIM HENVLEH3NOHHOIO (HapyLlaroLwero naTeHT- (e.g. which cause breach of patent) / illegally down-
Hble/NMLEH3NOHHbIE/aBTOPCKME NpaBa Uiy npasa uH- loaded, purchased or acquired by other means,
TennekTyanbHOn cobCTBEHHOCTU) / HemneranbHO 3a- software exclusing programs which were specifi-
rPY>X€HHOro, NPMOBPETEHHOTO NMKW NOYyYEHHOrO cally developed by the employees of the Insured
WHbIM MObLIM cnocobom nporpaMmHoro obecrnedve- during the normal operation activity or for use by
HWS, 32 UCKIMIOYEHEM NporpaMm, pa3paboTaHHbIX the Insured.

coTpyaHuKamun 3acmpaxoeaHHo20 B Xoae 06bl4YHON

[enoBon (XO3ANCTBEHHOW) AesATenbHOCTM 3acmpa-

X08aHHO20 1NV B LIENAX MCNonb30oBaHns 3acmpa-

XOB8aHHbIM.

065s13aHHOCTU 3acTPaxOBaHHOTO 5 Duties of the Insured

18



Pa3syMHble Mepbl NPefoCTOPOXHOCTH 5.1 Reasonable Precautions

3acmpaxoeaHHbIlU 00s3aH NpeanpuHATL BCce Heob- The Insured will take all reasonable measures
XOAMMBbIE N pa3yMHble MepbI (MPUHUMAasi BO BHUMaHuNe (taking into account the size and complexity of the
pasmMep U CroXHOCTb CTPYKTypbl 3acmpaxoeaHHO20 Insured and resources available) to safeguard the
W OOCTYMHbIE pecypchbl), YToObl 3awmnTuTe Kommnbio- Company’s Computer System and prevent the
mepHyro cucmemy KomnaHuu v npefoTBpaTuTb BO3- occurrence, and minimize the impact, of any Cyber
HWUKHOBEHME, a TaKKe MWHUMU3NPOBATb HeraTuBHbIE Attack or Business Interruption Event.
nocnepcteusi ot nobort Kubepamaku wnn Cob6bi- No conduct, act or omission of one Insured will be
musi, noesieKkwezo 3a coboli nepepbie 8 Mpous- imputed to any other Insured.

eodcmee. Notwithstanding the above, the knowledge pos-
Hukakoe nosegeHve, gencTemMe UnNu owmnbka ogHOro sessed by and any conduct, act or omission of any
3acmpaxoeaHHO20 He MOXeT OblTb BMEHEHO past, present or future Responsible Person will be
apyromy 3acmpaxoeaHHoOMy. imputed to all Companies.

HecmoTps Ha BblLEN3NOXEHHOE, CBeAeHUS O nobom

noesefeHnn, 4eNCcTBMM UNn oLwmMbke, KOTOPbIMKU pacno-

naraet nioboe npolunoe, Tekyliee unu dyayuiee Om-

eemcmeeHHoe n1uyo, 6yaet BmeHsTbCca BceM Kom-

naHusm.

HenctBua npu HactynneHun CtpaxoBoro crny4as 6 In the event of a Loss

(YobiTKa)

YBepgomneHue 6.1 Notification

a) B crniyqyae O6HapyxeHusi 3acmpaxoeaHHbIl [oN- (a) Upon Discovery, the Insured will give written
)KEH B MaKCHMMarbHO KOPOTKME CPOKM MUCbMEHHO yBe- notice thereof to the Insurer as soon as reasonably
pomnTb 06 aToM Cmpaxosuwjuka, Ho B Nniobom cnydvae practicable and in any event not later than 30 days
He no3gHee 30 (TpuguaTn) AHen nocne okoH4YaHus fMe- after the end of the Insurance Period;

puoda cmpaxoeaHus; (b) Upon receipt of any Claim, the Insured will give
6) B cnyyae nonydveHus nwboro TpeboeaHus 3a- written notice thereof to the Insurer as soon as rea-
cmpaxoeaHHbIl 005s3aH B MakCUManbHO KOpPOTKME sonably practicable and in any event not later than
cpokn (B TeyeHue [lepuoda cmpaxoeaHusi NUCb- 30 days after the end of the Insurance Period or
MEHHO yBeJoMUTb 06 aTom Cmpaxosujuka, Ho B Ito- Discovery Period, if applicable; and

6om cnyyae He nosgHee 30 (TpuguaTtu) AHeW nocne (c) If, during the Insurance Period, the Insured
OKOH4YaHus1 lMepuoda cmpaxoeaHusi unn lMepuoda becomes aware of any fact, event or circumstance
O6GHapyKeHuUs1, eCrni OH NPUMEHUM; U which is likely to give rise to a Claim then the In-
B) ecnu B TeueHue lMepuoda cmpaxoeaHusi 3acmpa- sured may give written notice thereof to the In-
X08aHHOMY CTaHOBUTCSl M3BECTHO O KakoM-NMbo surer as soon as reasonably practicable, but in any
hakTe, cobbITUN unu obcToaTenbCTBax, KOTOpble MO- event during the Insurance Period.

ryt npueectn Kk TpeboeaHuro, 3acmpaxoeaHHbIl All notifications and all communications under this
00sa3aH He3aMegnuTEeNbHO, , MUCbMEHHO YBEAOMUTb Policy must be in writing to the address set forth in
06 aTom Cmpaxoswuka B TeveHue lepuoda cmpa- item 15 of the Policy.

X08aHuUsl.

Bce yBegomneHus n coobuueHns no loroBopy cTpaxo-

BaHWsi OIMKHbI MOAABaTbCs B MMCbMEHHON hopme no

agpecy, ykasaHHomy B n. 15 forosopa (Monuca).

O6cTosiTenbCTBa 6.2 Circumstances

Ecnn B TeueHue lMepuoda cmpaxoeaHusi o6CTOSI- If during the Insurance Period circumstances are
TEenbCTBa 3asiBMeHbl B COOTBETCTBUM C TpeboBaHMSMU notified in accordance with the requirements of
nyHkTa 6.1. (c), To no3gHee noboe TpebosaHue, BO3- clause 6.1(c), then any later Claim arising out of,
HUKatoLlee 13, OCHOBbIBalOLLIEECH HA UM OTHOCSLLEe- based upon or attributable to such notified circum-
ecsa K Takomy 3asBnsemomy obctoatenscTBy Oyaer stances will be accepted by the Insurer as having
NpUHATO CmpaxoewUKOM KaK 3asiBNIEHHOE B TO Xe been made at the same time as the circumstances
Bpems, Korga takve obctoaTensctea Obinu Bnepsble were first notified to the Insurer.

3asiBNeHbl Cmpaxoeuwjuky.

3awuTa 6.3 Defence

Ons uenen CtpaxoBbix pucko 1.3.1, 1.3.2, 1.3.3 u For the purposes of Insuring Clauses 1.3.1, 1.3.2,
1.3.4 0653aHHOCTbI0O 3acmpaxoeaHHO20 SBNSETCHA 1.3.3 and 1.3.4 it will be the duty of the Insured to
3awmta ot TpeboeaHuli W HesamennuTenbHoe defend Claims and arrange for representation at
npenocTaBrneHne cBeaeHni Npm niobbix CryLwaHuax n any hearing or investigation. The Insurer will have
paccrnefoBaHuax Cmpaxoewuky. Cmpaxoeuwjuk the right to effectively associate with the Insured in
UMeeT npaBo [JaBaTb 3acmpaxoeaHHOMYy o00si3a- respect of the conduct and management of any
TenbHbIE YKa3aHUsi B 4acTu NO3ULMM U NMHUM NOBeae- Claim to which this Policy may apply.

HWS1 B OTHOLLEHUN 3aLLMThI, yNPaBNEHUS U yperynupo-

BaHus1 TpeboeaHUsIMU, KOTOPbIE MOTYT MOKPbIBATLCS

no Jorosopy (Monucy), n MoxeT, N0 CBOEMY YCMOTpe-

HMIO, BbICTYNaTb OT MMeHU 3acmpaxoeaHHO20 MNpu

yperynmpoBaHu1 u 3awmTe oT Takoro TpeboeaHusi.

CoTpyAHUYECTBO 6.4 Cooperation
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3acTpaxoBaHHbIM 005s3aH:

(a) npyHUMaThL Bce pa3ymHble Warn Ans yMeHbLUeHWs
UM MUHUMK3aUMK Y6bIMKOS;

(6) B oTHOWweHMn Ctpaxosbix puckoB 1.3.8, 1.3.9 n
1.3.10 npegocTtaBnaTb CmpaxoeuwjuKy (3a cobCTBEH-
HbIi CYET) NUCbMEHHbIE AeTarnbHble AoKa3aTenbCcTBa
Y6bimka, koTopble cogepxaT B cebe o6bsicHeHNe 06-
CTOATENbCTB W [eTanbHyl KanbKynauui Takoro
Y6bimka;

(B) obecneumBatb Cmpaxoswuky nioboe coTpyoHu-
4YeCTBO U MOMOLLb, KOTOpas MOXeT noTpeboBaTbCcH B
CBSI3U C TakKUM Y6bIMKOM;

(r) He npusHaBaTb CBOI OTBETCTBEHHOCTb, HE OCY-
LeCTBNATL KakMe-nubo nnatexu, He NpUHUMaTb Ha
cebs 06sa3aTensbCTBa, He BCTynaTb B Kakue-nnbo co-
rnmaweHnst U He OCYLLECTBNATL Kakne-nnbo AencTeus,
CBSA3aHHbIE C HACTYMIIEHWEM CTPaxoBOro cobbiTus,
6e3 npenBapuTENbHOrO MWCbMEHHOrO  cornacwus
Cmpaxoeuwjuka.

The Insured will:

(a) take all reasonable steps to reduce or minimise
Loss;

(b) in connection with the coverage afforded under
Insuring Clauses 1.3.8, 1.3.9 and 1.3.10, submit to
the Insurer (at its own cost) a written, detailed
proof of Loss which provides an explanation of the
circumstances and a detailed calculation of such
Loss;

(c) provide to the Insurer all such cooperation and
assistance as the Insurer may request in connec-
tion with any Loss; and

(d) not admit liability, make any payments, assume
any obligations, enter into any settlement or accept
any judgement or award without the Insurers prior
written consent.

ABaHcupoBaHue / Onnata Pacxonos Ha 3awuTty 6.5 Advancement of Defence Costs

Cmpaxoeuwjuk onnatut 3acmpaxoeaHHOMY Wnu OT The Insurer will pay covered Defence Costs to or
ero umeHu Pacxodbl Ha 3auyumy, NOKpbIBaeMbIe MO on behalf of the Insured as soon as reasonably
Horosopy (Monwucy), kak Tonbko 3To OyaeT npakTuye- practicable after receipt of sufficiently detailed in-
CKM OCYLLEeCTBUMO MOCME MOMyYeHUsT [OCTaTOYHbIM voices and the respective Insured’s request for a
06pa3om JeTanvM3npoBaHHbIX CYETOB U COOTBETCTBY- payment of insurance indemnity.

foero 3asBrneHusi 3acmpaxoeaHHO20 Ha BbinnaTty

CTPaxoBOro BO3MELLEHUS.

Cybporaumsa u Bo3melleHue 6.6 Subrogation and Recoveries

K Cmpaxoewuky nepexoasT Bce npaBa 3acmpaxo-
8aHHbIX Ha NOMNy4YeHWe BO3MELLEHUS] B OTHOLLEHUN
BCEX BbINMaT nNo Y6bimkKam Unn vHbIX BbINaT, coBep-
WeHHbIX Cmpaxoewjukom B pamkax [JoroBopa cTpa-
XOBaHWs. 3acmpaxoeaHHbIll 00s3aH cpenatb Bce
HeobxoamMmoe Ons 3awuThbl NodbIX NpaB Cmpaxoe-
wuka, BKmnoYas odopMneHne HeobXxoanMbIX OOKY-
MEHTOB, A1l TOro, 4To6bl 06ecneunTe Cmpaxoswjuky
BO3MOXHOCTb NMoAaTh UCK Unn TpeboBaHne OT UMEHM
3acmpaxoeaHHO20, €Crin 3TO CTaHOBUTCS Heobxoan-
MbIM, O UK nocne (B COOTBETCTBUM C TpeboBaHMeEM
Cmpaxoeujuka) OCyLleCTBNeHns Bbinnatel Cmpa-
XOBU,UKOM.

Bo3meLlueHus B oTHOLWEHWM Ntoboro Ybbimka nnu nio-
ObIX Apyrux cymm, nokpeisaembix [Jorosopom (Monwu-
COM), BHE 3aBWCMMOCTW OT TOro, NMoAnexaT N OHU
cybporauum, pacnpegensitoTcsa cnegyrowmm obpasom:
(a) B nepByl o4yepedb KOMMEHCUPYHOTCS pacxobl u
N3EepPXKKN, (PaKTUYECKM NOHECEHHbIE AN NOMYyYeHUs
BO3MELLEHMS;

(6) Bo BTOpPYIO OYepeab CmpaxosujukKy BO3MeLLa-
IOTCS1 CyMMbI, BbiNfnayeHHble 3acmpaxoeaHHOMY B
KayecTBe CTPaxoBOro BO3MELLEHUS;

() B TpeTbi0 0vepeab 3acmpaxoeaHHOMY BO3MeELLa-
loTcs cymma Y6bimka cBepx Jlumuma omeem-
cmeeHHocmu no [orosopy (Monncy) 3a BblMETOM
NpUMeHMON ®paHwWu3sblI;

(r) B yeTBepTylO 0Mepeab 3acmpaxog8aHHOMY BO3Me-
LaeTcs NpuMeHnMas dpaHwu3a,

(8) B natyto ouepeab 3acmpaxoeaHHOMY BO3MeLLa-
eTcs cymma Y6bImka, KoTopasi Uckniovanace U3 no-
KpbiTusi no Jorosopy (Monucy).

Bo3melueHne, nonyyeHHoe Cmpaxoeuwjukom B pam-
Kax [OoroBopa nepectpaxoBaHWUsi, He CYATAETCS BO3-
MeLLEeHNEM B KOHTEKCTE JAHHOI0 MyHKTa.

The Insurer will be subrogated to all of the In-
sured's rights of recovery to the extent of all pay-
ments of Loss by the Insurer or all other amounts
for which cover is provided under this Policy. The
Insured will do everything necessary to secure any
rights, including the execution of any documents
necessary to enable the Insurer effectively to bring
suit in the name of the Insured whether such acts
become necessary before or after payment by the
Insurer.

Recoveries, whether being subject to a subrogation
or not, with respect to any Loss or any other
amounts for which cover is provided under this Pol-
icy, will be distributed as follows:

(a) first, to reimburse the costs and expenses actu-
ally incurred in making the recovery;

(b) second, to the Insurer for the amount paid to
the Insured for any covered Loss;

(c) third, to the Insured for the amount of Loss oth-
erwise covered but in excess of this Policy’s Limit
of Indemnity less any applicable Retention;

(d) fourth, to the Insured for any applicable Reten-
tion; and

(e) fifth, to the Insured for Loss specifically ex-
cluded by this Policy.

Recovery by the Insurer from reinsurance will not
be deemed a recovery hereunder.
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[JoKyMeHTbI, Heo6XxoAUMbIe OANA yperynmpoBaHusi
CTpaxoBOro cnyyas

3acmpaxoeaHHbIlU 3a CBOW CYeT npegocTaBnsieT
CmpaxosujuKy:

- MUCbMEeHHOoe yBeaoMmmeHne ob ybbiTke / 3asBreHve
Ha BbiNnaTy CTPaxoBOro Bo3MelleHus no [doroBopy
CTpaxoBaHus (C onucaHuem, B Yncne npoyero, o6¢cTo-
SiITENbCTBA U3BECTHBLIX HA A4aTy Takoro yBegomneHus /
3asiBNeHusi, MHPoOpMaLmMo O ApYrnx nuuax, Kotopble
TakkKe NoHecnu Y6bImMok), a Takke WHy uHdopma-
LUMIO U OOKYMEHTbI, NMEPEYUCTIEHHbIE HUXE, KOTOpble
HeoGXoaMMbl AN yperynupoBaHus TpeboBaHusa [/
ybbiTkOB / ywepba (Bniovas TpeboeaHusi, Ymeuku
OdaHHbIx, HapyweHus KoHghudeHnyuanbsHocmu, Ku-
6ep amaku, Y2po3bl kubep ebiMo2amesnbcmea) v
KoMneHcauun Ybbimka:

- nHdopmMauma o paHee 3asiBNsiemMblx obCTOATENb-
CTBaX, CBSA3aHHbIX C Y6bImKoM, Tpebyembix K BO3Me-
weHno no [oroBopy CTpaxoBaHWs (ecnv TakoBble
Obinn);

- [OKYMEHTbI 1 MHOpMaUWsl, CBSAI3aHHbIE C AeATerb-
HOCTblO 3acmpaxoeaHHO20 W OTHOCALLMECH K Oes-
TenbHOCTM 3acmpaxoeaHHO20, a TaKkke MMelLLas
OTHOLWEeHVe K Y6bimky, Tpe6osaHuro Ymeyke OaH-
Hbix, HapyweHuro KoHghudeHyuanbHocmu, Kubep
amake n/iunn Yepo3se kubep ebiMo2amesibcmea.

- nto6ble npeTeH3un n TpeboegaHus (BkNoYasi NofgaH-
Hble B Cya) O BO3MELLEHUN MPUYNHEHHOTO Y6bImKa,
KoTopble GbinM noAaHbl NPOTUB 3acmpaxoeaHHO20
(BkMto4asa Bce NPUNOXEHUS N AONOMNHEHNS);

- BCE [OKYMEHTbl, OTHOCSILLUMECS K afMUHUCTPaTMB-
HbIM, TPaXXOAHCKUM, YrONOBHbIM, HOPMAaTUBHBLIM, CYy-
nebHbiM, npaBoBbIM, apbutpaxHbiM pasbupartens-
cTBaM (BKIOYas COOTBETCTBYHLLME MUPOBLIE COrna-
WeHns, cyaebHble akTbl, PelleHns Unmn pesosoLun
onpepenexus), pasbupartenscisam, PacciiedoeaHu-
SIMU, [O3HAHVSIM, OCBMAETENbCTBAHUSIM, CIyLLAHUSM,
XofaTancTBam, CorfalleHusiM, CBsI3aHHbIE UMM OTHO-
cawmecs Kk Y6bimky, TpeboeaHuro, Ymeuke OaH-
Hbix, HapyweHuro KoHghudeHyuanbHocmu, Kubep
amake w/vnn Yepose kubep ebiMO2amesnibcmea
(ecnu TakoBble NMEIOTCS);

- LOKYMEHTbI U MHpopMaLmsl, oTHocsALwascsa k obcTos-
TenbcTBaM Y6bimka, Tpe6oeaHus wvnu Ymeuke
OdaHHbIx, HapyweHuto KoHgpudeHyuanbHocmu, Ku-
6ep amake, Yepo3e kubep ebiMo2amesibcmea;

- LOKYMEHTbI U MHpbopMaLuus, noaTBepXaatoLwmne dakTt
HaCTYNMEHUs CTPaxXOBOro criydasi, npuuunHy, dakt u
pasmep Y6bimka, Bkntovas cBs3b Y6bImka c coBep-
WeHHbIM HeeepHbiM delicmeuewm,

- OTYET HE3aBNCHMMbIX KOHCYNbTaHTOB, 3KCNEPTOB, aa-
BOKaTOB, HOPWUCKOHCYNbTOB, AUCMALUEPOB WU OLEH-
LLUMKOB, MpPefoCcTaBnsieMbiX B Cry4yae pasyMHOCTU ©
Heo6XoOMMOCTU B COOTBETCTBMM C Mpouedypamu,
yCTaHOBMNEHHbIMM [10roBOPOM CTpaxoBaHuWsi, HACTOsI-
wmmm Mpasunamy n/vnm B COOTBETCTBUU C NMPUMEHW-
MbIM 3aKOHOATENbCTBOM;

- AOKYMEHTbI, BblAaHHbIE KOMMETEHTHLIMW OpraHamu,
OpraHM3aunsaMn Unu yupexaoeHusiMmn, Kkorga npuene-
YeHWe TaKuMx OpraHoB, OpraHusauui unu nuy B pac-
cnefoBaHMM OBCTOSATENLCTB CTPAXOBOrO Criydas siB-
nsietcst obsi3aTenbHbIM B COOTBETCTBUM C AENCTBYHO-
LM 3aKOHOAATENbCTBOM (€CNY TaKOBbIE UMEHOTCS);

- AOKYMEHTbI U MHpopMaums, NoaTBepKaatoLas uMy-
LLIECTBEHHbI MHTEPEC BbirogonpuobpeTaTtens;

- AOKYMEHTbI, MOATBEpKAatoLme HeceHne unm Heob-
XOAMMOCTb HeceHus 3acmpaxoeaHHbIM PaCcXO[0B,
n3aepxKek 1 3aTpaT, NokpbiBaeMblix no [lorosopy cTpa-
XOBaHus (BKMYasi Heobxopumble 3anpockl Cmpa-
XOBUWJUKY VI €70 NOATBEPXKAEHNE HA UX HECEHME);

6.7.

Documents to provided for claim settlement
The Insured will at his own cost provide:

- written notification/request for insurance
indemnity under this insurance (including, among
others, circumstances known as of the date of such
notification / request, information on other persons
who have also incurred Loss); as well as other in-
formation and documents indicated below or other-
wise hereof as may be required by the Insurer or
necessary for handling and settlement of a claim
(including a Claim, Privacy Breach, Confidential-
ity Breach, Cyber Extortion Threat, Business In-
terruption Event) and payment the Loss

- Information on previously notified circum-
stances connected to the Loss requested to be in-
demnified under this insurance (if any);

- documents and information in connection
with the Insured’s activity which is related to the
capability of the Insured and/or have a connection
to the Loss, Claim, Privacy Breach, Confidenti-
ality Breach, Cyber Extortion Threat, Business
Interruption Event);

- all demands and Claims (including those
filed with a court) for indemnification for the Loss in-
flicted, which have been made against Insured (in-
cluding all attachments and amendments);

- all documents related to administrative,
civil, criminal, regulatory, judicial, adjudicatory, ar-
bitral and other proceedings (including the respec-
tive settlements, awards, decisions or resolutions
herewith), adjudications, investigation, other inquir-
ies, examinations, hearings, mediations or settle-
ments in connection with or related to the Loss,
Claim, Privacy Breach, Confidentiality Breach,
Cyber Extortion Threat, Business Interruption
Event (if any);

- documents and information related to the
circumstances of the Loss, Claim, Privacy
Breach, Confidentiality Breach, Cyber Extor-
tion Threat, Business Interruption Event;

- documents and information confirming the
insured event, the cause, fact and amount of the
Loss, including its connection with the Wrongful
Act committed,;

- opinion, conclusion, advise or report of ex-
ternal consultants, experts, lawyers, legal advisers,
adjusters or surveyor provided when reasonable
and necessary following the procedure stated in
the Policy and/or the present Rules and/or accord-
ing to the applicable laws and regulations (if any);
- documents issued by competent bodies,
organisations or entities, when engagement of
such bodies, organisations or entities in investiga-
tion of the circumstances of the insured event is
binding in accordance with applicable legislation (if
any);

- documents and information confirming
material interest of the beneficiary;

- documents confirming bearing or neces-
sity of bearing of Insured’s fees, costs and ex-
penses covered under the IPolicy (including neces-
sary requests to and confirmation of the Insurer,
when necessary, in respect of such fees, costs and
expenses);

- details (including banking details) of the
beneficiary; and

- documents and information for necessary
verification and confirmation of the above men-
tioned information and documents provided.
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- PEeKBU3UTLI (BKITIOYas BaHKOBCKME PEKBU3UTBI) BbIrO-
ponpuobpeTaTens.

B cnyyae TpeGoBaHMA O KOMMEHcaUUW MOpanbLHOro
Bpeaa Cmpaxoeuwjuky [LOKHO BbiTh NpedoCcTaBeHo
BCTYNVBLLEE B 3aKOHHYIO CUIYy peLLeHmne cyaa, yCTaHo-
BMBLUEE OTBETCTBEHHOCTb 3acmpaxoeaHHO20 3a
npuuMHeHne Bpeda v pasmep npudMHeHHoro yuepba

[ns yperynupoBaHus Y6bimka om nepepbiea 8 rnpo-
u3zeodcmee 3acmpaxoeaHHbIl 3a CBOW CHeT A0MNor-
HUTENBbHO NPefoCTaBNSAET:
- pacyeT 3acmpaxoeaHHO20 N0 Y6bimKy om nepe-
pblea 8 npou3zeodcmee C NPUNOXEHNEM OOKYMEH-
TOB, MOATBEPXOAKLIMX BCE AaHHble, yKasaHHble B
pacyeTe;
- NPOM3BOACTBEHHbIN NNaH 3acmpaxoeaHHO20 (MK
aHanornyHbIA JOKYMEHT, AatLUii BO3MOXHOCTb MO-
HSATb 06BbEeMbl MPOM3BOACTBA, CTATUCTWKY nocellae-
MOCTW CalTOB 1 Mp. B 3aBUCMMOCTM OT poAa AedATenb-
HOCTW KOMMNaHUK);
- [OOKYMEHTbI YynpaBlieH4Yeckon omyemHocmu 3a-
cmpaxoeaHHO20 C OTpPaXeHWeM MOMECSYHbIX AaH-
HbIX (a Takke NOAHEBHbIX UM NOYACOBbIX AaHHbIX MO
3anpocy Cmpaxoewjuka) 3a TeKyWwuiA rog u Tpu
npenbioyLmx roaa;
- OKYMEHThbI, NoATBepXaatLLme dakTm4yeckne nove-
CsiYHble AdaHHble Mo onepauuoHHOW npubbinu 3a-
cmpaxo8aHHO20 3a TEKYLLUIA roA 1 TPy NpeabIayLLnX
roaa;
- OOKYMEHTbI, noATBepxpatolime [ONOnHUTENbHbIe
3aTpaTbl 3acmpaxoeaHHO20, CBsA3aHHbIe C [Tepepbi-
eoM 8 npou3seodcmee;
- [HokymeHTbl OGyxranTepcko OT4EeTHOCTM 3a [JBa
npegbiayLmx roga, B TOM Yncne:

e otyeTHOCTb MC®O (nnn otyetHocTb PCBY,
B Crnyyae OTCYTCTBMS BEAEHVUS OTYETHOCTU
MC®O)
Oyxrantepckun 6anaHc npeanpuaTus;
OTYeT 0 NpubbINSAX 1 yobITKaXx;
OTYET O ABMXEHUW KanuTana;
OTYET O ABMKEHUN AEHEXHbIX CPEACTB;

e npunoxeHus k ByxranTepckomy GanaHcy u

NOSICHUTENBHYIO 3aMUCKY;

e OT4YETbl ayAUTOPCKOW NPOBEPKM.
- WHdopmaums u cengenscTea COOTBETCTBYHO-
LWMX TEHAEHUMIA U BU3HEeC-cobbITUIA, KOTOPbIE MOFMK
NOBNWATbL Ha YUCTYIO ONepauroHHyto Npnbbins Kom-
naHuu vn 6e3 HepocTynHocTu KomnbromepHol cu-
cmembl KomnaHuu.

[lokyMeHTbI MOryT ObITb NOAaHbl B opurHanax (ecnm
3T0 Heo6X0AMMO B COOTBETCTBUM C MPUMEHUMbIM 3a-
KOHOAATENbCTBOM) MWNW 3aBEePEHHbIX KOMUSIX Mo Tpe-
ooBaHuMio Cmpaxoswjuka. Cmpaxoewuk vVMeeT
npaso 3aTpeboBaTk opurMHanel Npu HanMuuKM u Heob-
XOAMMOCTW.

3acmpaxoeaHHbIli VMeeT nNpaBo NpeaocTaBUTb
CmpaxoeuWjuKy [ONOMHUTESNbHbIE AOKYMEHTbI U WH-
dopmaumio, He ykasaHHble B [paBunax, ecnv aTu fo-
KYMeHTbI TpebyloTcs Ans onpeaeneHnsi npuUYuHbl U
(hakTa HaCTynneHusi CTpaxoBOro criyyas u/unu onpe-
henexHus paavepa Y6bimka.

Cmpaxoeuwjuk BripaBe COKpaTUTb NepeyeHb JOKYMeH-
TOB, HEO6XOAMMbIX ANS yperynupoBaHus yobITka.

In case of a demand for maral damages payments
— a legally eforced court adjudication (awarding
and imposing a liability of the Insured for caused
moral damages) shall be evidenced and provided
to the Insurer.

For Business interruption loss settlement the In-
sured will additionally provide the following docu-
ments at his own expense:

- Business interruption loss calculation
with the enclosure of all documents and infor-
mation, confirming the calculations;

- production plan of the entity (or similar
document depending on the industry);

- management report of the entity reflecting
the monthly (or daily or hourly upon the Insurer's
request) data for the current year and 3 previous
years;

- document confirming the actual loss of op-
erating profit related to Business interruption,;

- Financial reports:

e IFRS reporting balance sheets (or RFRS
reporting balance sheets in case of ab-
sence of RFRS reporting balance sheets);

e profit and loss statements

e changes in equity statements;

e cash flow statements;

e notes to the financial reports;

e audit reports.

- information and confirmation on relevant
trends and business developments that would have
affected the Company’s net operating profit with-
out the unavailability of the Company’s Computer
System.

Documents can be submitted in the form of origi-
nals (to the extent possible subject to the applica-
ble laws and regulations) or duly certified copies as
requested by the Insurer. The Insurer has the right
to ask to introduce the originals when necessary
and available.

The Insured has a right to submit the additional
documents and information to the Insurer not listed
in the present Rules if these documents are re-
quired for the determine the reason and the fact of
the insured event and/or determine the amount of
Loss.

The Insurer has the right to shorten the aforesaid
list of claims handling documents.
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Bbinnata cTpaxoBoro Bo3mMelleHus 6.8. Settlement
Bbinnarta ctpaxoBoro Bo3mMelleHus (onnata Yobimeka) Insurance indemnity (payment of Loss) is paid by
ocyulectBngetca CmpaxoewjUKOM Ha OCHOBaHWUU the Insurer (in accordance with the Insurance Act
CrtpaxoBoro AKTa, BbinyLleHHoro Cmpaxoeuwjukom Ha issued by the Insurer) on the basis of the infor-
OCHOBaHMK MHOPMaLK 1 JOKYMEHTOB, TpebyeMblX K mation and documents required to be submit-
npepoctaeneHnio CTpaxoBLUMKY B COOTBETCTBUM C ted/provided to the Insurer according to the Rules
[MpaBunamu 1 NPUMEHNMbIM 3aKOHOAATENLCTBOM. and the applicable laws and regulations.
PelueHne o npusHaHum nMbo HenpusHaHUK 3asBIEH- The decision whether the reported event may or
HOro COObITUS CTPaxOBbIM CrlyYaeM MNPUHUMAETCS may not be acknowledged as the insured event is
Cmpaxosujukom B TedeHne 30 paboumx gHen (vnu made by the Insurer within 30 working days (or
paHblle, ecnM 3T0 0OOCHOBAHHO BO3MOXHO) Mocne earlier if reasonably possible) after submission of
npeacTaBneHns BCexX AOKYMEHTOB (MNN MX KONwuw, 3a- the information and documents required to be sub-
BEPEHHbIX Haanexatimm obpasom), KOTopble JOIKHbI mitted/provided to the Insurer according to the
ObITb MpepocTaBneHsl CmpaxoeuwjuKy B COOTBET- Rules and the applicable laws and regulations
ctBumn ¢ lNpasmunamu. The payment of the Loss is made within 10 work-
Bbinnata cTpaxoBoro BO3MELLEHUS MPOM3BOAMTCS B ing days after the acknowledgement of the re-
TeuveHue 10 (oecsatun) pabounx gHel nocrne NpusHaHus ported event as the insured event. The written no-
3asiBNIEHHOrO0 COObLITUA CTpaxoBbiM cryyaem. [Muckb- tification on the declination of the acknowledge-
MEHHOe YyBedoMIeHMe 06 oTkase B NPU3HaAHWK 3asiB- ment of the reported event as the insured event
NEHHOro cobbITUA CTPaxoBbIM CryyYaeM (C ykazaHuem (with the statement of the respective reasons) shall
COOTBETCTBYIOLUMX NPUYMH) HanpaenseTca 3acmpa- be sent to the Insured within 15 working days after
xoeaHHOMY B TeyeHune 15 (naTHaguaTn) paboumx the decision not to acknowledge the reported event
[OHel nocne NpuHATUS CmpaxoeuwjUKoM peLleHns ob as the insured event by the Insurer.
OTKase B MPU3HaHWM 3asBMEHHOro cobbITUa CTpaxo- Insurance indemnity (payment of covered Loss)
BbIM CIly4yaeM. shall be paid by the Insurer to:
a Third Party or its representative eligible to re-
Bbinnarta ctpaxoBoro Bo3mMelleHus (onnata Yobimeka) ceipt of such payment on behalf of such Third
MOXeT BbITb ocyliecTBneHa CmpaxoeuwjuKkom: Party; or
() Tpembemy nuyy vinu ero nNpeacTaBuTenNto, yrnor- an Insured or its representative eligible to receipt
HOMOYEHHOMY MONYYUTb TaKyto BbINAaTy OT UMEHMN of such payment on behalf of such Insured:
Tpemsbezo nuya; nnu (a) incase an Insured or its eligible representative
(i) 3acmpaxoeaHHOMY uUnn €ro ynorIHOMOYEHHOMY initially pays the Damages with the prior written
npeacTaBUTENIO MOMYyYUTb Takykl BbIinnaty oT consent of the Insurer to a Third Party on his/her
uMeHn 3acmpaxoeaHHO20: own, or
(a) B cnyyae, ecnn 3acmpaxoeaHHbIl NpefBa- (b) in other cases as preliminary agreed with or in-
putenbHo Bo3mecTun Ywiep6 Tpembemy nuuy structed by the Insurer in writing;
13 COBCTBEHHbLIX CpeAcTB U npeaBapuUTEnbHOro (iii) the Policyholder - in case of a Business
NMMCbMEHHOTO cornacus Cmpaxoeuwjuka; unm Interruption Loss payment.
(b) B ocTambHbIX criydasx no npepBapuTenb-
HOMY MMCbMEHHOMY COrflacoBaHWMIO UMM UHCTPYK- An insurance indemnity shall be paid by the In-
LMK CO CTpaxoBLUMKA; Un surer in accordance with the terms and conditions
(iii) CtpaxoBaTento - B cnyyae Bo3MelleHNs1 Y6bimka hereof and only for covered Loss in case of an in-
om nepepbieoe 8 npoussodcmee. surance event under the Policy to the extent not
excluded hereof.
Bbinnata cTpaxoBoro BO3MeLLEHNs OCYyLLEeCTBNAETCH Further, despite of insured event in place the In-
CmpaxoewuKoM B COOTBETCTBUM C HACTOSALLUMMU surer shall be also exempt from the payment of an
MpaBunamu ToneKko No Tem cobbITUAM, KOTOpbIE NpW- insurance indemnity in the particular cases stipu-
3HaHbl CTpaxoBbIM cnyvaem no Jorosopy (Monucy) n lated by the law governing the Policy.
He SBMSIOTCA UCKITIOYEHNAMMU.
Tem He MeHee, HECMOTPS Ha HanuuMe CTPaxoBOro
cnyyas no Jdorosopy (Monucy), Cmpaxosuwjuk MOXeT
6bITe 0cBOBOXKAEH OT 0653aHHOCTUN OCYLLECTBUTL Bbl-
nnaTy CTPaxoBOrO BO3MELLEHWS B crnyyasix, npegy-
CMOTPEHHBIX NPUMEHUMbIM 3aKOHOAATENbCTBOM.
Jlumnt oTBeTCTBEHHOCTM (CTpaxoBasi cymma) u 7 Limit of Indemnity and Retention
®PpaHwm3a
JIuMuT OoTBETCTBEHHOCTM (CTPaxoBas cymma) 7.1 Limit of Indemnity

Pasmep cTpaxoBoro BO3MeLlLEHUS, BbiMnaydvMBaemMoro
Cmpaxoeuwjukom no [JoroBopy CTpaxoBaHWs NO Kax-
[omy Y6bImKy v no BceM Y6bimkam B COBOKYNHOCTH,
He MOXeT npeBblwaTtb JluMum omeemcmeeHHocmu
(Cmpaxoeyro cymmy).

Kaxxgbii nognumuT, ykasaHHbi B [loroBope ([lonuce)
ABNSAETCA MaKCMMarbHOW CyMMON, KoTopytwo Cmpa-
XOBUW UK BbINNATUT MO CTPAXOBOMY PUCKY, K KOTOPOMY
OH NPUMEHSIETCS, N SABNSETCS YacTbio, a He AOMNONHe-
Huem obuwero Jlumuma omeemcmeeHHoCcMuU
(cmpaxoeoli cyMmbl).

The Insurer’s liability to pay or indemnify under the
Policy for each and every Loss and for all Loss in
the aggregate will not exceed the Limit of Indem-
nity.

Each sublimit of liability specified in the Policy is the
maximum the Insurer will pay for the cover to
which it applies and is part of the Limit of Indem-
nity.
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®paHwwn3a 7.2 Retention

CmpaxoewjuKk BbINfa4YMBaeT CTpaxoBOe BO3MeLle- The Insurer will only be liable to pay or indemnify
Hue no [loroBopy cTpaxoBaHusi N0 KaxaoMy Y6bimky under the Policy for each and every Loss and all
MU BceM Y6bImkam, BO3HUKAWOWUM U3 Cessi3aHHO20 Loss arising from a Related Event that is in ex-
co6bimusi, CBepX NPUMEHUMO dpaHWuU3bI. cess of any applicable Retention.

B cnyvae, ecnu Y6bIimok, Bo3Hukaowmin ns CesizaH- In the event Loss arising from a Related Event is
HO20 cobbimusi, 3acTpaxoBaH no 6onee Yem ogHOMyY covered under more than one Insuring Clause then
CTPaxoBOMY pucky, ®paHwu3la NpUMEHSETCA OfHO- only one Retention will apply, being the highest
KpaTHo. MNpun 3TOM 13 BCEX CTPaXOBbIX PUCKOB BbIOU- Retention applicable to one of the relevant Insur-
paetcs PpaHwWu3a c HaMbOomNbLLUM pa3MepoM. ing Clauses.

YObITOK, OTHOCALWMNCA K CBA3aHHbLIM COOLITUAM 7.3 Loss attributable to a Related Event

Bce CesizaHHble co6bimusi cuntaroTcst ogHuM Tpe- All Related Events will constitute one single Claim
6oeaHueM Vv Y6bIMKOM, VW CYMTalOTCS BMepBble or Loss and will be deemed to be first made or Dis-
npeabsiBNeHHbIMU  Unv  O6HapyXXeHHbIMU, Koraa covered when the earliest of such Claims or
Hanbonee paHHee 13 Takux TpeboeaHuli unn Yébim- Losses was first made or Discovered.

K08 6bino BrepBble NpeabsiBneHo unu O6HapyXeHo.

M3mMeHeHue cTeneHu pucka 8 Changes in risk

HoBble [louepHue komnaHumn 8.1 New Subsidiaries

Ecnu B TeueHve [llepuoda cmpaxoeaHusi niwobas If during the Insurance Period any Company cre-
KomnaHus co3paet unu npuobpeTtaeT HoByo Joyep- ates or acquires a new Subsidiary, it will automat-
HIOIO KOMMaHUK, Ha Hee aBTOMaTM4ecKku pacrpo- ically be covered under the Policy provided that:
CTpaHseTcs AencTBue [JoroBopa CTpaxoBaHUS npu (a) the Subsidiary created or acquired does not
YCINOBUW, YTO: have a turnover exceeding 10% of the consolidated
(a) obwwit rogoBori 060pOT (BbIpy4Ka) HOBOW CO34aH- net turnover of the Policyholder at the time of in-
Hol unu npuobpeTeHHon [JoyepHeli KOMNaHuu He ception of the Policy;

npeebiwaetT 10% (obwero KOHCONMAMPOBAHHOIO rO- (b) the Subsidiary is not a financial institution, tel-
poBoro obopoTa (Bblpydkn) Cmpaxoeamersss Ha Mo- ecommunication company, IT service provider or
MEHT 3akntoyeHust [lorosopa CTpaxoBaHus; derives more than 50% of its turnover from online
(6) HoBas [JoyepHss koMnaHus He siBNsieTcsl omHaH- sales; and

COBbIM WMHCTUTYTOM, TENEKOMMYHUKALMOHHOW KoMNa- (c) the Subsidiary is not domiciled in the USA and
HMen, NoCTaBLUMKOM ycnyr B 06nact MHopmaLmoH- derives not more than 50% of its turnover from ac-
HbIX TEXHOIOMMI MU KOMMNaHWeN, nony4atoLen 6onee tivities in the USA.

50% roaoBoON BbIPYYKM OT OHNAWH Npoaax;

(8) HoBasi [Jo4epHsiss KOMMaHusi He 3aperncTpupo-

BaHa Ha Tepputopum CLUA 1 He nonyyaeT 6onee 50%

rof0BOM BBIPYYKM OT AESTEeNbHOCTM Ha TeppuTopun

CLA.

BbiBWIMeE go4YepHUe KOMNaHum 8.2 Past Subsidiaries

Ecnun nio6oe topnanyeckoe nuuo nepecraet 6biTb Jo- If an entity ceases to be a Subsidiary under the
yepHel komnaHuel B TeveHue lNMepuoda cmpaxoea- Policy during the Insurance Period, then no cov-
Husi, penctBue [JoroBopa CTpaxoBaHWsi He pacnpo- erage will be afforded under this Policy for any
cTpaHsieTca Ha Y6bimku, O6HapyXeHHble B TaKoW Loss Discovered in such Subsidiary or Claim
HoyepHeli komnaHuu vnn TpeboeaHusi, NpeabsiB- made against such Subsidiary after the date it
neHHble NpoTuB Takon JovyepHel KoMnaHuUu rocrie ceased to be a Subsidiary.

TOW AaTbl, KOrga oHa nepectana ObiTb [JJoyepHel

KoMnaHuel.

CrnnsiHUA nnu NornoLweHus 8.3 Merger or Acquisition

Ecnu B TeueHne lMepuoda cmpaxoeaHusi NpouCxo- If during the Insurance Period a Merger or Acqui-
out CnusiHue unu [MoznoweHue, Cmpaxosuwuk sition occurs, the Insurer will only be liable to
HeceT OTBETCTBEHHOCTb TOMbKO 3a Y6bIimku n Tpebo- make any payment under the Policy in relation to
@aHus1, OCHOBaHHbIE Ha MIM OTHOCALWMECS K nobon any Loss or Claim based upon or attributable to
Ymeuke OaHHbIX, HapyweHuro koHgudeHyuasb- any Confidentiality Breach, Privacy Breach,
Hocmu, Y6bimkam om kubep ebiMO2amesibcmea, Cyber Extortion Threat, Business Interruption
Cob6bimuto, noesiekwemMy 3a coboli nepepnie & Event, Cyber Attack or Wrongful Act which oc-
npoussodcmee, Kubep amake nnv HeeepHbim Oeli- curred prior to the date on which the Merger or Ac-
cmeusiM, NpPou3oLealMM 4O TOro MOMEHTa, Korga quisition is legally effective in the jurisdiction in
CnusiHue unu [MoanowjeHue BCTYNUNU B 3aKOHHYIO which it occurs.

cuny B TOW HOPUCOMKLMMK, B KOTOPOW OHWM NPOM3BOAU- The Policyholder will give the Insurer written no-
nnce. tice of the Merger or Acquisition as soon as prac-
Cmpaxoeamesib [OIKEH npegoctaButb Cmpaxoe- ticable after the Policyholder first becomes aware
W UKy NUCbMEHHOe yBeaomneHne o cdakte CausiHusi of the Merger or Acquisition.

unu [lMoasoweHuUs1 kak TONbKO 3TO CTaHET BO3MOX-

HbIM nocne Toro, kak Cmpaxoeamerito BrepBble CTa-

HET M3BECTHO 0 TakoM CnusiHuu unu lMoznoweHuu.

JIukBnpgaumsa v 6aHKPOTCTBO 8.4 Receivership, liquidation
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Ecnu KOHKYpCHBIN ynpaBnsawoLwmii, NMkemMaaTop, agMm-
HUCTpaTop 1M Nogo6Hoe NUL B COOTBETCTBUM C 3a-
KOHOOaTENbCTBOM MPUMEHNMON HPUCONKLUUM Ha3Ha-
YyeHo 3acmpaxoeaHHoMy B TedeHvne [lepuoda
cmpaxoeaHusi, Cmpaxoeuwjuk HeceT OTBETCTBEH-
HOCTb TOMbKO 3a Te Y6bImKu, KOTOpble OCHOBbIBa-
IOTCA Ha UNN OTHOCATCA K Nioboli Ymeyke AaHHbIX,
HapyweHuto koHgudeHyuanbHOCMU, Yepo3e Ku-
6ep ebIMo2amenibcmea, Cobbimuto, noesieKwemy
3a coboli nepepbie e npouszsodcmee, Kubep
amake vnn HeeepHbiM QdelicmeusiM, npousoLlen-
UMM OO0 AaTbl TAKOro Ha3Ha4eHua.

If a receiver, liquidator, administrator or equivalent
under the laws of any jurisdiction is appointed to
any Insured during the Insurance Period, the In-
surer will only be liable to make any payment un-
der this Policy in relation to any Loss based upon
or attributable to any Confidentiality Breach, Pri-
vacy Breach, Cyber Extortion Threat, Business
Interruption Event, Cyber Attack or Wrongful
Act which occurred prior to the effective date of
such appointment.

O6LKre nonoxeHus 9 General Provisions

ApmuHuctTpupoBaHue [loroBopa cTtpaxoBaHUsA 9.1 Policy administration

Cmpaxoeamerib BbICTYNaeT OT UMEHN Bcex 3acmpa- The Policyholder will act on behalf of itself and
XoeaHHbIX (B npedenax, AoNyCTUMbIX 3akoHoAaTeNb- each and every Insured with respect to:

ctBom Poccuiickonn Pegepaumm n npu ycrnoBum corna- (a) negotiating the terms and conditions of and
cust 3acmpaxoeaHHbIX) B OTHOLLEHWUN: binding cover;

(a) BepeHunss neperosopoB 06 ycnosusix [lorosopa (b) the exercise of all rights of Insureds under this
CTpaxoBaHus 1 ouLManbLHOr0 KOMMEPYECKOro npea- Policy;

NoXeHus; n (c) all notices;

(6) ncnonHeHnst Bcex npaB 3acmpaxoeaHHbIX B pam- (d) premiums;

kax [JoroBopa cTpaxoBaHus; 1 (e) endorsements and amendments to this Policy;
(B) BCEX yBEAOMIIEHWI; U (f) dispute resolution; and

(r) ynnaTtbl CTpaxoBbIX NPeEMUIA; 1 (g) receipt of all amounts payable to any Insured
(@) 3aknoYeHna ONONMHUTENbHBIX cornalueHmn Kk Jo- by the Insurer under this Policy.

roBOpY CTPaxoBaHus; n The payment of any Loss and or any other
(e) paspeLueHus cnopos; n amounts payable under this Policy to the Policy-
(®) nonyyeHuss Bcex cymMm, noanexawiux sbinnaTe holder will fully release the Insurer with respect to
Cmpaxoewukom 3acmpaxogaHHbIM B pamkax [lo- such Loss and all other amounts.

roBopa CTpaxoBaHusl.

Beinnatbl No Y6bimKy, npov3BefeHHble B COOTBET-

CTBUM C ycrnosuamu [JoroBopa CTpaxoBaHWsi, NMOSHO-

CTbio 0cBOGOXAaT Cmpaxoewjuka OT farNbHENLINX

BbINNaT B OTHOLUEHUW 3TOro Y6bImka.

3akntoyeHue n flencTteue [loroBopa cTpaxoBaHuA 9.2 Conclusion and validity of a Policy

Horosop (Monuc) BcTynaeTt B cuny ¢ gatbl nognvca- The Policy shall take effect starting from the date
Husa  CTopoHamu, npu YCIOBUM CBOEBPEMEHHOW of its signing by the Parties and shall remain in
onnartbl CTPaxoBOW Mpemuu (UNn ovepesHoro nna- force until the end of the Insurance Period set
Texa npu ycnosun onnatbl CTPaxoBOW NPEMUN B pac- forth in Item 7 of the Policy (save for Insured’s right
CpO4Ky) B COOTBETCTBMU C ycnosusimu Jorosopa (Mo- for Discovery Period applicable under the insur-
nuca), u gencrtByet OO AaTbl OKOH4YaHus [Mepuoda ance contract) according to the terms and condi-
cmpaxoeaHusi, ykazaHHoro B n. 7 floroBopa ([Monwuca) tions under the Policy.

(c coxpaHeHvem npaB 3acmpaxoeaHHoz0 Ha [le-

PU0O ob6HapyXeHusi, NPUMEHNMbIA B COOTBETCTBUU

¢ ycnosuamu [Joroopa ([Monuca)).

CTpaxoBasi npemusi, CTpaxoBow Tapud 1 OOCPOYHOE 9.3 Premium Payment, insurance rate and Termi-

pacTopxeHue [loroBopa cTpaxoBaHus

CrtpaxoBas npemus (koTopas ABnseTcs CyMMOWN, KOTO-
pas pdomkHa ObiTb ynnadeHa CTpaxoBluKy Ans
npeaocTaBneHns CTPaxoBOro MOKPbITMA no Jorosopy
(Monwucy)) paccunTbiBaeTcst ncxoas us Jinmnrta oTBeT-
ctBeHHocTn (CTpaxoBOW CyMMbl) U CTpaxoBoro Ta-
puda, yunTbiBasi 6a3oByto TapndHyto CTaBKy 1 nonpa-
BOYHble KOI(PMDULMEHTBI U MPUHMMASA BO BHUMaHUe
KOHKpETHbIE YCITOBMSA CTPaXOBaHWS.

CTtpaxoBartenb 00583aH ynnatuTb CTPAxoBY NPEMUIO
CTpaxoBLUMKy B TEYEHUE CPOKA, yka3aHHoOro B [oro-
Bope ([Monuce) (Npu ynnate npemMun B paccpouky — B
COOTBETCTBMU C rpachmkom nnaTexen CTpaxoBon npe-
Mum). Tlpn yCcTaHOBNEHNW AOMOMHUTENBHLIMW COrna-
weHuamn Kk [orosopy ([Monucy) apononHUTenbHON
CTpPaxoBOM MpeMun Takas OOMNOMHUTErNbHas CTpaxo-

nation

The insurance premium (is the amount which:

- is to be paid to the Insurer for providing the cov-
erage under the Policy); and

- is calculated on the basis of Limit of Liability and
the insurance tariff rate, including basic insurance
tariff rate and adjustment factors, taking into ac-
count the particular insurance terms and condi-
tions.

The Policyholder undertakes to pay the insurance
premium to the Insurer within the period specified
in this Policy (or, in case of payment by install-
ments, in accordance with the payments plan).
Should any additional premium payment be envis-
aged by endorsements to the IPolicy, such addi-
tional premium shall be paid to the Insurer in the
due time in accordance with such endorsements.
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Bas npemus nognexut ynnate CTpaxoBLUWKy B Teve-
HMe CpoKa, YCTaHOBMEHHOro AOMOSHUTENbHbLIM Corna-
LUEHNEM.

Ynnata cTpaxoBoW npemun ocyLlectsnseTcs 6aHKoB-
CKUM NepeBoaoM, ecnn UHoe He npegycMoTpeHo [o-
rosopom ([Monmcom). CtpaxoBas npemusi cyMTaeTcs
yNnavyeHHoOW, Korga OHa MOCTynaeT Ha pacyeTHbIN
cuet Ctpaxoswumka. Ecnn Jorosop (Monuc) 3akniova-
eTca Yyepe3 aBTOPM3OBaAHHOrO nocpeaHuka Ctpaxos-
LMKa, cTpaxoBas MpPeMusi cuuTaeTcs ynrnadeHHou B
MOMEHT €€ MOoSy4YeHns aBTOPMU30BaHHbLIM MOCPenHU-
kom CTpaxoBsLuyKa.

Ecnun ctpaxoBas npemus no Jorosopy ([lonucy) He
Obina ynnayeHa B Te4EHNe Cpoka, ykasaHHOro B AOro-
BOpe CTpaxoBaHusa (Mpu ynnarte npemMun B paccpoyky
— Npv HeonnaTte NepBoro B3HOCa B COOTBETCTBUW C
rpadvkoMm nnaTexen cTpaxoBou npemum) - [orosop
(Monwc) He BcTynaeT B cuny. MNpu HeonnaTte CTpaxo-
BaTenem BTOPOro M MOCNEAYOLWMNX NEPBOrO B3HOCOB
CTPaxoBOMW NpemMnn B COOTBETCTBMW C rpaddnkoM nna-
Texen cTpaxoBon npemun), CTpaxoBLUMK uMmeeT
npaBo 4OCPOYHO pacToprHyTb Jorosop (Monuc), yee-
OomuB B nucbMeHHoM Buae CtpaxosaTtens. B cnydae
Takoro 4OCpo4Horo pactopxxerms Oorosopa (Monuca)
CTpaxoBLUMK MMeeT NpaBO Ha YacTb CTPaxoBOW npe-
MWW, NPONOPLMOHanbHO Nepuoay, B Te4eHne KOToporo
CTpaxoBLUMK HeC O0TBeTCTBEHHOCTL no [orosopy (IMo-
nucy), a Takke pacxoabl Ha BedeHve Aena B pasmepe
30% OT cymMMmbl CTpaxoBoW NpemMun, ogHaKo, ecriv no
Horosopy (Monwncy) ocyLlecTBNSNUCh Bbinnatbl cTpa-
XOBOro Bo3MelleHns nmbo CrpaxoBlimky 6bino
HanpaeneHo yBefomneHne o npeabasneHun Tpebo-
BaHWs unun ob o6cToATenbLCTBax, KOTopble MOryT Npu-
BECTM K nmpeabsasneHnto TpebosBaHus, TO cTpaxosas
npemus no [orosopy (Monucy) noanexvT ynnate non-
HOCTbIO M CHYMTaeTCs NONHOCTbLIO 3apaboTaHHon CTpa-
xoBLUMKOM, ecnu [orosopom (Monvcom) He npeay-
CMOTPEHO MHoe.

CrtpaxoBLymk 06s3aH nucbMeHHO yBegomutb Ctpaxo-
BaTens O JOCPOYHOM pactopxeHun [orosopa ([Mo-
nvca) He MeHee 4em 3a 7 (CeMb) kaneHgapHbIX AHEN
[0 Aatbl JOCPOYHOrO pacTOPXXeHUsi oroBopa cTpaxo-
BaHWA NO MNpUYMHaM, YKasaHHbIM B HacTosieM
nyHkte. Ecnn npocpoyeHHas cTpaxoBas npemusi
ynnaymBaeTcsi CTpaxoBLUNKy B Te4eHue 7 (CeMb) Ka-
neHpapHbIX AHew nocne nonyyveHus CtpaxoBaTenem
yBegomneHus, 1o floroeop (Monuc) He pactopraeTcs.
B npotuBHOM cny4yae [oroeop (Monuc) pactopraetcs
C AaThbl, yKasaHHOW B yBegomrieHnn CTpaxoBLumka.

Oevicteme Jorosopa (Monnca) moxeT ObiTb JOCPOYHO
npeKkpaLLeHo B CNeayLwmX crnyyasx:
(i) mo uHuumaTuee CTpaxoBLUMKa B Criyvae Heynnatbl
CTPaxoBOW NpPeEMUN; Unm
(ii) Mo nHnumaTnee CtpaxoBaTens ¢ AaTbl MONyYeHWS
CTpaxoBLLMKOM yBEAOMIIEHNS O TaKOM MpekpaLle-
HUM unu 6onee No3gHen OaThbl, yKasaHHOMW B yBe-
AOMMEeHnn 0 pacTopxeHun. B cnyvae pacTtopxe-
Hus Jorosopa (Monuca) no niuyunatmee CTtpaxo-
BaTens, CTpaxoBas MpPeMuss CYMTaeTcs MOrHo-
CTbto 3apaboTaHHoi CTpaxoBLUMKOM, U He nogne-
XuT Bo3BpaTy CTpaxoBaTernio, ecnvm UHoe He Co-
rnacoaHo CrtpaxoBwukom un CTpaxoBaTenem
NMUCbMEHHO;
(iii) Mo cornawenwnio Ctpaxoewuka n Ctpaxosartens;
(iv) B uvHbLIX cnyvasx, npeaycMOTPEHHbIX
NPUMEHNMbIM 3aKOHOAATEeNbCTBOM MO
Oorosopy ([Monwucy).
(v) MNpn otkase CrtpaxoBaTens, SBnsoLerocs
M3NYECKM NMLOM, OT JOrOBOpPa CTPaxoBaHus B

Payment of the insurance premium is made by
bank transfer unless otherwise stated in the Policy.
The insurance premium is considered paid when it
is credited to the bank account of the Insurer. If the
Policy is concluded by an authorized agent of the
Insurer, the insurance premium is considered paid
at the time of its payment to and receivership by the
authorized agent of the Insurer.

Should the insurance premium not be paid to the
Insurer within the period specified in this Policy (or,
in case of payment by installments, in accordance
with the payments plan), the Insurer shall have the
right to cancel the Policy by notifying the Policy-
holder thereof in writing. In case of such early can-
cellation the Insurer shall be entitled to the part of
the insurance premium proportional to the period of
the Insurer’s liability under the Policy and admin-
istration costs in amount of 30% of the insurance
premium; however, should the Insurer have been
notified about the assertion of a Claim or circum-
stances that may lead to the occurrence of an in-
sured event, the insurance premium under the Pol-
icy shall be payable in full to, and is deemed fully
earned by, the Insurer, unless provided otherwise
by the Policy.

The Insurer is obliged to inform the Policyholder
in writing not later than seven (7) days prior to the
date of the early cancellation of the Policy for the
reasons specified in this paragraph. Should the
overdue insurance premium be paid to the Insurer
within seven (7) days from the date of receipt of the
Insurer’s notice by the Policyholder, the IPolicy
shall not be cancelled. Otherwise, the Policy shall
be cancelled as of the date specified in the In-
surer’s notification.

The Policy may be cancelled:
(i) by the Insurer for non-payment of premium; or

(ii) by the Policyholder, either from the date of the
receipt of the respective notice of cancellation
or from the later date specified in such notice
of cancellation. The premium paid under the
Policy is fully earned by the Insurer and non-
refundable, unless otherwise agreed by the
Policyholder and the Insurer in writing; or

(iii) via written agreement between the Policy-
holder and the Insurer; or

(iv) in other cases according to the law governing
the Policy.

(v) If the Policyholder, who is an individual, with-
draws from the insurance contract within 14 (four-
teen) days (unless another period is established by
the insurance supervision authority) from the mo-
ment of conclusion of the insurance contract and
before the date of commencement of the insurance
period provided for in the insurance contract, the
insurance premium paid is subject to refund by the
Insurer to the Policyholder in full.

(vi) If the Policyholder, who is an individual, with-
draws from the insurance contract within 14 (four-
teen) days (unless another term is established by
the insurance supervision authority) from the mo-
ment of conclusion of the insurance contract, but
after the start date of the insurance period provided
for in the insurance contract, the Insurer returns to
the Policyholder a part of the insurance premium
paid by the Policyholder proportionally the period
of validity of the insurance contract that has
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TeyeHue 14 (YeTbipHaaUaTN) OHeN (ECNM MHOW CPOK
He yCTaHOBIIEH OpraHom CTpPaxoBOro Haasopa) ¢
MOMEHTA 3aKIIYEHMS 4OroBopa CTpaxoBaHun U o
JaTbl Hayana [elcTBUS CpoKa CTpaxoBaHus,
NpeayCMOTPEHHOTO  [OrOBOPOM  CTpaxoBaHMs,
ynnayeHHasi cTpaxoBas MNpeMusi MOANEXMUT BO3-
Bpaty CtpaxoBwumkom CTpaxoBaTento B MOSHOM
obbeme.

(vi) Mpn oTtkase CrpaxoBaTens, SBnsALOLErocs
dusm4eckum nNuUoM, OT JOroBopa CTpaxoBaHus B
TeuyeHve 14 (YeTblpHaguaT) gHen (ecnu MHOM CPOK
He yCTaHOBIIEH OpraHom CTpaxoBOro Haasopa) C
MOMEHTa 3aKIiYeHNs JOoroBopa CTpaxoBaHUW, HO
nocrne faTtbl Havana cpoka CTpaxoBaHWsi mpeay-
CMOTPEHHOrO [OroBOPOM CTpaxoBaHusi, CTpaxos-
Wk Bo3BpawaeT CTpaxoBaTemnto YacTb OnnayveH-
Hon CTpaxoBaTenem CTpaxoBOW Mpemuu nporop-
UMOHanbHO CpPOKy OEeWCTBMA [OroBopa CTpaxoBa-
HWA, NpoLueaLwweMy C AaTbl Ha4ana gevcTBms cTpa-
XOBaHWsi A0 AaTbl MpekpalleHns AeNCcTBUS O0ro-
BOpa A0OPOBOMBLHOrO CTPaxoBaHWs NpW yCrnoBuu
OTCYTCTBUSA B J@HHOM Nepuoae cobbITUI, UMEIOLLNX
NPU3HaKM CTPaxoBOro cryyasl.

[eHexHble cpeacTBa nognexart Bo3BpaTy Mo Bbl-

6opy CtpaxoBaTensa HanU4HbIMN AeHbramu unu B

6e3HannyHoM nopsiake B TeveHve 7 (cemu) pabo-

ynx AHew ¢ pgatbl nonyyeHus CTpaxoBLLMKOM

NUCbMEHHOTO 3asiBNeHus (yBegomrieHust) o6 oT-

Ka3e OT JOroBopa CTpaxoBaHusl.

(vii) npn oTtkase CTtpaxoBaTtensa — ¢pmanyeckoro
nvua oT CTpaxoBaHuWs B CryyYae HenpeaocTaBneHust
CTtpaxoBLmKOM MHGOpMaLumM 0 AoroBope CTpaxo-
BaHWs, NPEAOCTaBMEHUsI HEMOMHOW UM HeJocTo-
BEPHON MHpopMaLun o JOroBope CTpaxoBaHUs B
cooTBeTCcTBMM C TpeboBaHuaMmm baHka Poccum.1
lMpu oTka3e OT CTpaxoBaHWsA B crny4yae, ykasaHHOM
B N.n.5, 6, 7. HacTosawwmx MNpasun, n npy oTCyTCTBUMN
COObITUI, MMEILLUX NPU3HaKM CTPaxXoBOro cryyas,
CrpaxoBLwuk Bo3BpallaeT CtpaxoBaTento cTpaxo-
BYIO MPEMMI0 MO AaHHOMY CTPaxoBaHWIO 3a Bblye-
TOM €e 4acTu, UCYUCNSEMOW MpOnopLUMOHaNbHO
BPEMEHU, B TEYEHME KOTOPOro AencTBoBarno cTpa-
XOBaHWe, B CPOK, He NpeBbIwaoLwLmin 7 (cemm) pabo-
4nX OHeNn co aHs nony4veHust CTpaxoBLUMKOM MUCh-
MeHHoro 3asBreHus CtpaxoBaTtens o6 oTkase oT
cTpaxoBaHus no Bblibopy CrpaxoBaTens Hamuy-
HbIMW AeHbramu unu B 6e3HannyHoM nopsigke.

(viii)dencTtBne cTpaxoBaHMsa npekpaliaeTca C
Aatbl nonyyeHnst CTpaxoBLLUMKOM NMUCbMEHHOTO 3a-
sBneHnss CtpaxoBaTtenss o6 oTka3e OT CTpaxoBa-
HWS, eCcny JOroBOPOM CTPaxoBaHWs Unu cornatle-
HVMEeM CTOPOH K HEMY HE NpeayCMOTPEHO MHOe.

[MonoxeHus n.n. 5, 6, 7 HacTosAwmx [1paBun He Npume-
HAKTCA K JOrOBOPaM CTPaxoBaHUs, CBA3aHHbIM C OCY-
LLIeCTBNEHNEM NPeANPUHMMATENbCKON AEeATENbHOCTMH,
€Cnn MHOEe He MpPefyCcMOTPEHO 3aKoHOAATENbHbIMU
U HOPMATUBHBLIMU aKTaMW.

elapsed from the date of the beginning of the insur-
ance period to the date of termination of the volun-
tary insurance contract, provided that there are no
events in this period, having signs of an insured
event.

(vi)  Funds are subject to refund at the option
of the Policyholder in cash or by bank
transfer within 7 (seven) working days
from the date of receipt by the Insurer of
a written application (notification) of
withdrawal from the insurance contract.

in case of refusal of the Insured person from insur-
ance in case of failure by the Insurer to provide in-
formation about the insurance contract, providing
incomplete or unreliable information about the in-
surance contract in accordance with the require-
ments of the Bank of Russia.

(vii) In case of refusal of insurance in the case
specified in paragraphs 5, 6, 7. of these Rules, and
in the absence of events that have signs of an in-
sured event, the Insurer returns to the Insured the
insurance premium for this insurance, minus its
part, calculated in proportion to the time during
which the insurance was valid, within a period not
exceeding 7 (seven) working days from the date of
receipt by the Insurer of the written application of
the Policyholder to refuse insurance at the Policy-
holder's choice in cash or by bank transfer.

(viii) The validity of the insurance is terminated
from the date of receipt by the Insurer of the written
application of the Policyholder to refuse insurance,
unless otherwise provided by the insurance con-
tract or the agreement of the parties thereto.

The provisions of paragraphs 5, 6, 7 of these Rules
do not apply to insurance contracts related to the
implementation of entrepreneurial activity, unless
otherwise provided by legislative or regulatory
acts.

Opyroe cTpaxoBaHue

9.4

Other insurance / indemnification

! TpeGosanms Barka Poccun o mpemocTaBienny nHOPMAIMU MPUMEHSAIOTCS B pefakinu Ykazanus banka Poccum ot 29.03.2022
Ne 6109-Y "O MUHHMATBHBIX (CTAaHAAPTHBIX) TPEOOBAHHUAX K YCIOBHSM OCYIIECTBICHHS OTAEIBHEIX BHOB JOOPOBOIBHOTO CTpa-
XOBaHHs, K 00bEMY M COJICPIKAHHUIO MPEIOCTaBIsIeMO HH(GOPMALIUK O JOTOBOPE CTPaxoBaHHs, a Takxke o Gopme, crocodax 1 mo-
PpsiIKe IIPEeIOCTaBIeHNs YKa3aHHOH nHpopMaunu'", AeicTBYIOIeH Ha aTy 3aKIIOYSHHUs IOTOBOpA CTPAXOBAHMSI.

The requirements of the Bank of Russia on the provision of information are applied in the wording of the Bank of
Russia Instruction No. 6109-U dated 03/29/2022 "On minimum (Standard) requirements for the Conditions for the
Implementation of Certain Types of voluntary Insurance, to the volume and content of the information provided on

the insurance contract, as well as on the form, methods and procedure for the provision of said information", effective
on the date of conclusion of the insurance contract.
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Ecnu nHoe He npefycMOTPEHO NMPUMEHUMbIM 3aKOHO-
[aTenbCcTBOM, B Criyvae, ecrnv Y6bImoK MOXET ObiTb
YacTUYHO BO3MelleH 3acmpaxoeaHHOMY 3a CYeT
CTpaxoBbIX BbINMAAT no nobomy apyromy Gonee cne-
LUManmM3npoBaHHOMY JOrOBOPY CTPaxOoBaHWsi, Mo KOTO-
poMy 3acTpaxoBaHbl MHTepechbl 3acmpaxoeaHHO20,
nmbo oT umeHn 3acmpaxosaHHO20, NNOO COrMacHo
KoTOopoMy 3acmpaxo8aHHbIl SBNSETCS BbIrogonpu-
obpetatenem (beHedwuumnapom), To cTpaxoBaHue /
cTpaxoBoe Bo3meweHne no [forosopy ([Monucy)
npepoctaBnseTcst / BbIMa4yMBaeTcst TONbKO B 4acTu
NPEeBbLILEHNA CyMMbl BCEro Y6bImka Hap CyMMOW
BO3MELLEHMS!, KOTopass MOXeT ObITb BbiMnfiadeHa no
[pyromy JOroBOpY CTpaxoBaHusl.

Unless otherwise required by law, the Policy will
only cover Loss to the extent that the amount of
such Loss is in excess of any indemnity or cover
available to the Insured in respect of that Loss un-
der any other specific insurance policy entered into
by the Insured or on behalf of the Insured or under
which the Insured is a beneficiary.

MHoXXecTBEHHOE YUCIIO U 3aronoBKKU 9.5 Plurals, headings and titles

3aronoBkn B HACTOSILLEM TEKCTe npeaHasHa4yeHbl 1c- The descriptions in the headings and titles of this
KMNOYMTENBHO ANs CChINKM 1 yaobcTBa 1 He MEIT HU- Policy are solely for reference and convenience
Kakoro 3HadeHus ans HacTosiwero Tekcta. Crnoea u and do not lend any meaning to this Policy. Words
Bblpa)KeHns1 B €4MHCTBEHHOM 4ucrie noapasymesaroT and expressions in the singular will include the plu-
MHOXECTBEHHOEe 4MCrno 1 HaobopoT. B HacToswem ral and vice versa. In this Policy, words in bold and
TEKCTe CroBa, HanncaHHbIe KypCUBOM N BbiAENEHHbIE italic have special meaning and are defined. Words
XWUPHBbIM, UMET 0coboe 3Ha4YeHue n onpegeneHue. that are not specifically defined in this Policy have
CnoBa, He BblAENEHHbIE KyPCMBOM B HACTOSILLEM TEK- the meaning normally attributed to them.

cTe, MMetoT 06bIYHOE 3HaYEHNE.

MoleHHU4YecKkue yBefoMneHus 9.6 Fraudulent notifications

Ecnu niobon 3acmpaxoeaHHbIli coobuiaet 06 o6¢cTo- If the Insured will give notice of any Loss knowing
sATenbcTBax unv Tpeb6oegaHusix B OTHOLUEHUWN KaKUX- the same to be false or fraudulent, as regards
nmbo Y6bimkoe oco3HaBas, YToO Takne obcTosaTenb- amount or otherwise, such Loss will be excluded
ctBa unu TpeboeaHue He COOTBETCTBYIOT AENCTBU- from the Policy and the Insurer reserves the right
TENBHOCTW UNWN ABMSKOTCS MOLUIEHHUYECKUMU B OTHO- to avoid this Policy in its entirety and in such case
LLIEHNM CYMM BO3MELLEHMWS UMW NHBIX CBEAEHWI, TO Ta- all Loss will be forfeited.

Kne Y6bImKU UCKIIOYaTCA U3 CTPaxoBOro NOKPbITUSE

no JoroBopy ([Monucy) v BeinnaTa CTpaxoBoro Bo3mMe-

LeHnst no Takum Tpeb6oegaHUsIM HE NPOU3BOANTCS.

MepeycTtynka npas 9.7 Assignment

MpaBa n o6sa3aHHocT no Ooroeopy (Monwucy) He Mo- The Insured will not be entitled to assign this Policy
ryT GbiTb nepeycTynneHsl 3acmpaxoeaHHbIM 6e3 nor any interest or right under the Policy without the
npenBapuTenbHOro MUCbLMEHHOTO Ccornacus Ha TO Insurer’s written consent.

Cmpaxoeuwjuka.

OroBopka o caHKuusax / Ambapro 9.9 Sanctions/Embargoes

CTpaxoBoe NoKpbITUE (CTpaxoBaHME) He npenocTaB- No (re)insurer shall be deemed to provide cover
nsetcs (nepe)CTpaxoBLLMKOM U (Nepe)CTpaxoBLUMK He and no (re)insurer shall be liable to pay any Loss
npeanonaraeT BbiNnaTty Hukakoro Ywep6ba, ctpaxo- or claim or provide any benefit hereunder to the ex-
BOro BO3MeLLEHNsT U OUHAHCOBOW BbIFOAbLI/KOMMEH- tent that the provision of such cover, payment of
caumu, ecnv NpeaocTaBnssi Takoe CTpaxoBoe MOKpPbI- such Loss or Claim or provision of such benefit
Tue (cTpaxoBaHue) u/unv Beinnaynsas Yuwep6, ctpa- would expose that (re)insurer to any sanction, pro-
X0BO€ BO3MeLlleHne unu (UHaAHCOBYIO BbIroAy/KOM- hibition or restriction under United Nations resolu-
neHcaumio, (Nepe)cTpaxoBLMK coBepwuT noboe tions or the trade or economic sanctions, laws or
HapyLUeHVe CaHKLUW, 3anpeToB UM OrpaHnYeHnii co- regulations of the European Union, United States
rnacHo pesonoumam Opranmsaunm OObeaMHEHHbIX of America and/or any other applicable national
Hauwmii unn akoHoMU4eckux U/Mnm TOProBbIX CaHKUMA economic or trade sanction law or regulations.
EBponeiickoro Coto3a, CoeanHeHHbix LTtaTtoB Ame-

PYIKU U/ MoBbIX MHBIX MPUMEHUMBIX HALIMOHANbHbBIX

3aKOHOB MMM HOPMATUBHbIX aKTOB MPUMEHUTENBHO / B

OTHOLLEHWMN 3KOHOMMUYECKUX /UM TOProBbIX CaHKLMNA.

TeppuTtopus 9.10 | Territorial scope

['Ae 3akoHopaTenbHO paspeLleHo M C YCOBUEM Bbl-
nonHeHWs Bce ycrosuii [loroBopa CTpaxoBaHwus, Tep-
puTOpUs CTpaxoBaHMsA NO HacToswmum [lpaBunam
onpegensietcs B [JoroBope CTpaxoBaHWs, Unu, B Cry-
Yae OTCYTCTBMSA [AHHOIO MEepeynCrieHnsi, TeppuTo-
pven CTpaxoBaHWs ABMSETCS BECb MUp, nckntoyasi Co-
eauHenHble LUTaTtel Amepukn, KaHagy wnuv nobon m3

Where legally permissible by the law of this Policy
and the jurisdiction in which the payment is to be
made and subject to all terms and conditions of this
Policy, this Policy will apply to any Loss incurred or
Claims made anywhere in the world, excluding
USA and Canada, unless otherwise stated in Item
12 of the Policy.
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WX TEPPUTOPUIA 1 BNAAEHWI, ECIIN UHOIO HE YKa3aHo B
n. 12 foroeopa (Monuca).

MpumeHnMoe npaBo u ropucankums. NMopanok 9.11 | Governing law and jurisdiction.

paspeLueHusi cnopos Dispute resolution

Tlio6oe npoyteHne [Jorosopa (Monuca) oTHoCUTENBHO Any interpretation of this Policy relating to its con-

€ro KOHCTPYKLUUWN, AENCTBUS N UCMONMHEHUS LOIDKHbI struction, validity or operation will be made exclu-

OCYLLECTBNATLCA B COOTBETCTBUM C 3akoHoaaTeslb- sively in accordance with the laws of Russian Fed-

ctBoM Poccuiickon degepaumm M pycCKOSI3bIYHBIM eration. Any issues, which are related, but not reg-

TEKCTOM. ulated by the Rules or the Policy, will be regulated

Bonpockl, KoTopble OTHOCSTCSH K, HO HE pPerynupyoTcs in accordance with the laws of Russian Federation.

Hactoawmmu [Mpasunamm 1 Jorosopom (Monucom), In case of discrepancies between Russian and

perynupyoTcst 3akoHogatenbctBom Poccuinckon de- English version of the Policy, Russian version pre-

Aepaunn. B cnyyae pasHOUTEHUIN Mexay Pycckom u vails.

aHIMMNCKON BepcusaMU HacToswmx Npasun, pycckun

TEKCT npesanupyer. All disputes arising in connection with the Policy as
well as the present Rules shall be settled by the

JTioBble cnopbl, BO3HMKaOWMe B CBA3M C [JOroBopom parties’ negotiation. Should such negotiation fail,

(Monucom), Takke kak u ¢ HacToAwmmK Npasunamu, except as otherwise provided by the insurance con-

CTOpOHbI yperynvpyT nyTeMm neperosopoB. B cny- tract as well as the present Rules, the dispute shall

Yyae, ecnun CTOPOHbI HE MOTYT yperynmpoBaTtb BO3HUK- be examined and resolved by the International

LMK cnop nyTemM NneperoBopoB, Takon cnop, ecnu [o- Commercial Arbitration Court at the Russian Fed-

rosopom (Monuncom) unwu Npasunamu, He NpeaycmoT- eration Chamber of Commerce and Industry in ac-

peHo MHoe, OOoMKeH ObiTb pacCMOTPEH M paspeLueH cordance with its Rules and under the laws of the

MexayHapoaHbim Kommepyeckum ApbutpaxHbim Cy- Russian Federation. The place of arbitration shall

nom npu Toproso-lpombiwneHHon nanate Poccuii- be the city of Moscow. The language of arbitration

ckon ®egepauunn B COOTBETCTBMU C ero PernameHToM shall be Russian. The decision of the International

1 3akoHamu Poccuiickon ®egepaummn. Mectom apouT- Commercial Arbitration Court of the Russian Fed-

paxHoro pasbupaTenbctsa asnsetcs r. Mockea. Pas- eration Chamber of Commerce and Industry shall

OvpaTenbCTBO BEAETCA HA PYCCKOM A3bike. PelueHne be final and binding for all parties.

MexayHapogHOro  KOMMeEpYecKkoro  apbuTpakHOro

cyaa npu Toproso-lpombiwneHHom MNanate aBnseTtcs

OKOHYaTenbHbIM 1 06s13aTeNbHbIM A1 BCEX CTOPOH.

BantoTa 9.12. | Currency

Jlumum omeemcmeerHocmu (CTpaxosas cymma), The Limit of Liability, Sub-limits, Retention and

MoanMmuTsl, ®paHwWwn3a n cTpaxosas npemus MoryT the insurance premium may be expressed in the

BbiTh ykasaHbl B [lorosope (lMonuce) B pybnax Poc- Policy in Russian Rubles or in any foreign currency

ChncKoun fbe,qepaumm VI/IJ'II/I VIHOVIVI/IHOVCTpaHHOVI BanioTe, other than Rubles (Ruble equivalent).

oTnnyHom oOT pybnen Poccunckon depepaumm (Mx .

PyGreBoM aKBUMBanEHTE). AII monetary amounts under the Policy are payable

Bce pacueTbl B pamkax ucnonHeHus [dorosopa (IMo- in Russian Rubles.

nuca) ocyLLecTBrsTCs B pybnsix Poccuiickon dene- If monetary amounts under/with regard to the IP-

pauum. olicy are expressed in a currency other than Rus-

Ecnn pgeHexHble cymmbl B pamkax [orosopa (MO- sian Rubles, the calculation of the relevant

nnca) BbIpaKeHb! B BanoTe, OTIIMYHOI OT py6reit Poc- amounts of Limit of Liability, Sub-limits, Reten-

cwiickoit deaepauym, pacyeT COOTBETCTBYIOLLLEro pas- tion, Insurance premium and payment under the

mepa Jlumuma omeemcmeeHHocmu (CTpaxoBoii insurance shall be made in Rubles at the official

cymmbl), MNognumutoB, dpaHwWu3bI, NPEMUN, CTPaxo- exchange rate of the Central Bank of the Russian

BOro BO3MeELLEHUS WU onnarta AaHHbIX CYyMM [OOSDKHa Federation:

OCYyLLECTBNSATLCA B py6risix No oduumnansHomy Kypcy - on the payment date — when paying the premium

LieHtpanbHoro BaHka Poccuiickon ®epepauun: (instalment);

- Ha JaTy nnatexa — npm onnaTe CTpaxoBOW npemumn - on the date of actual Loss payment by the In-

EO:ae Zii;oc;(?az:::::g)v] BbINMaTbl CTPAxoBOro BO3Me- surer — wh_en paying indemnity for Loss if other-
wise stated in the Policy.

LLIEHWs1 — NPV BbINiaTe CTPaxoBOro BO3MELLEHNS!, eCNN o ) )

LloroBopom (Monmcom) He MpeayCMOTPEHO UHOE. Where the legislation of the Ru_55|an I_:ederatlon al-

Ecnu 3akoHogaTtenscteo Poccuiickon ®eaepaunm lows payments to be made in forelgn currency,

NO3BONSIET OCYLLECTBNSATH NNATEXM B UHOCTPAHHOM amounts under/with regard to the Policy are paya-

BantoTe, AeHeXHble CyMMbl B pamkax [Joroeopa (Mo- ble in respective foreign currency.

nnca) moryT 6bITb OnlaYeHbl B COOTBETCTBYHOLLEN

WHOCTPaHHOW BanoTe.

UHdopmauus, npegoctaBnsaemas 9.13. Information provided by Policyholder when

CTtpaxoBaTenem gns 3aknioveHus [lorosopa
CTpaxoBaHusA

MpenocTaBnss cTpaxoBoe MokpbITUe Ans 3acmpaxo-
6aHHO20 CmpaxoeuwjuK NnonaraeTca Ha CyLeCTBeH-
Hble YCMOBUA U OaHHble, NPefocTaBreHHble B 3asie-
JIeHUU Ha cmpaxoeaHue COBMECTHO C MPUMOXEHU-

concluding the Policy

In granting cover to an Insured, the Insurer has
relied upon the material statements and particulars
in the Submission together with its attachments
and other information supplied. These statements,
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AMU K HEMY U NMPeAOCTaBEHHON AONONHUTENBLHON UH-
dopmaumein. ATn 3aaBNeHNs, NPUNOXKEHUS U MHOP-
Mauus SBMSKOTCS OCHOBOW [ANs MpedoCcTaBrieHus
CTPaxoBOro MOKPbITUS U SABMSAOTCA COCTaBHOM WU
HeoTbemnemon YacTbio [loroBopa cTpaxoBaHus.

[ng 3akntoyeHus [Jorosopa ctpaxoBaHust Cmpaxoea-
menb (Wv ero npegcrtaBuTenb) 0b6s3aH coobWUTL
Cmpaxoeujuky 06 N3BeCTHbIX 06CTOATENBCTBAX, KO-
TOpble MMEIOT CyLLLECTBEHHOE 3HaYeHve Ans onpeae-
NEeHNsi BEPOSITHOCTU HACTYMMEHUs CTPaxoBOro Cry-
yasi, a Takke CyMMbl BO3MOXHOrO Y6bImkKa B CBS3U C
OaHHbIMK ODCTOSATENBCTBAMMW, ECININ 3TN OBCTOATENb-
CTBa He U3BECTHbI U HE A0MXKHbI ObITb M3BECTHLI CTpa-
XoBLUMKY. OBCTOATENBCTBA AOMKHbI CYNTATLCS CyLUe-
CTBEHHBLIMW, €CNW OHW BbINK NPSMO OroBopeHsb! B [lo-
roBope CTpaxoBaHus Unu 3asiesieHuUU Ha cimpaxoea-
Hue. Ecnu [loroBop cTpaxoBaHus Gbin 3aKmo4eH npu
OTCYTCTBUM OTBETOB CO CTOPOHbl Cmpaxoeamens
(v ero npepcTtaBuTensi) Ha Bonpockl Cmpaxos-
wuka, Cmpaxosuwuk Bnpase notpeboBaTtb Npu3sHa-
HWUS1 ero HeaewCcTBUTENbHBIM HA OCHOBaHUKM TOrO, YTO
COOTBETCTBYHOLLME OobCcTOsITENBCTBA HE OblNM OoBe-
OeHbl 0o ero cBefeHns Cmpaxosamenem (Wnu €ro
npeacTaBuTenemM), ecrnv 310 AONyCTMMO B COOTBET-
CTBUM C MPUMEHNMbIM 3aKOHOAATENBCTBOM.

Ecnu nocne 3akntoueHnsi [loroBopa ctpaxoBaHus Oy-
OeT ycTaHoBneHo, 4to Cmpaxoeamesnb (Ann ero
npeacrtaButens) coobwunn Cmpaxoewjuky 3aBe-
[OMO TOXHy0 MHdopmaumio 06 o6cToATenbCTBaX,
ykasaHHbix B n. 9.13 MNpaBun, Cmpaxoewjuk nmeeT
npaso TpeboBaTb NpusHaHua [loroBopa cTpaxoBaHus
HeaencTBUTENbHbIM.

Cmpaxoeujuk He MeeT nNpaea TpeboBaTb NpusHa-
Husa [loroBopa CTpaxoBaHWs HE4ENCTBUTENBHbIM,
ecnu o6CcToATENbLCTBA, O KOTOpbIX Cmpaxoeamerib
(ero npencTaBuTEnNb) HE COOOLLWI, YXKE OTNAnNM.

attachments and information are the basis of cover
and shall be considered incorporated into and
constitute part of the IPolicy.

When concluding an Policy, the Policyholder (or
its representative) shall be obliged to communicate
circumstances to the Insurer which are known to
the Policyholder and which are of material signifi-
cance for determining the likelihood of the insured
event and the extent of possible Loss due to the
occurrence thereof (insurance risk), if these cir-
cumstances are not known and must not be known
to the Insurer. Circumstances shall be deemed to
be material if they have been expressly stipulated
by the Insurer in the Policy or in the Submission.
If the Policy has been concluded when no replies
have been given by the Policyholder (or its repre-
sentative) to some questions of the Insurer, the In-
surer may subsequently demand to cancel the Pol-
icy or recognize it as invalid on the ground that re-
spective circumstances were not communicated by
the Policyholder (or its representative), if it is per-
missible by law.

If after the conclusion of an Policy it will be estab-
lished that the Policyholder (or its representative)
has communicated to the Insurer information,
known to be false, about the circumstances men-
tioned above in this item 9.13, the Insurer shall
have the right to demand that the Policy be deemed
invalid and the consequences provided by the law
governing the Policy be applied.

The Insurer may not demand to deem an Policy
to be invalid if circumstances which the Policy-
holder (or its representative) has failed to mention
exist no longer.

Upentndukauma CrpaxoBaTtenss n 3acTpaxoBaH-
HbIX

Onsa 3aknoyeHua [oroBopa cTtpaxoBaHus Cmpaxo-
eameuib, a Takke 3acmpaxoeaHHbIe, NOVMEHOBaH-
Hble B [loroBOpe CTpaxoBaHusl, a Takke

O51s Nony4YeHus CTpaxoBoro Bo3MeLleHns — 3acmpa-
Xo08aHHble TNpeabsBnalT CmpaxoewuKy [OKY-
MEHTbI, MO3BONAKLLME YCTAHOBUTL CreayoLlmne cBe-
OeHns:

[ns naeHtTudvkaumm ropuanyeckoro nuua:

— HanMeHOBaHWe;

— NOEHTUUKAUMOHHBLIA  HOMEpP  Hanoronna-
TenbLUMKa UNm Kog MHOCTpPaHHOW opraHusauum (ganee
- KMO);

— rocyaapCcTBEHHbI
mep (OrPH/KMO);

— JaTta U MecTo rocydapCTBEHHOW perncrpa-
unun;

— HaVMeHOBaHMe PerMcTPUPYOLLEro OpraHa;
— afgpec MEeCTOHaxoXAeHus  (Hopuanyveckun

PErMcTpaLMoHHbIA  HO-

— bakTU4ecKkni agpec;

— NoYTOBbLIN afpec;

— nHdopmauus o GeHedmunapHbIX Bnagenb-
uax (B obbeme ceefeHVIn, NpegyCcMOTPEHHOM Ans u-
3M4ECKOro Nnnua HUXe);

— nHdopMauuns 0 eAMHONINYHOM UCTONHUTENb-
HOM opraHe (B 06beMe cBefeHWI, NpeayCMOTPEHHOM
HUXe);

10

Identification of Policyholder and Insured

The Policyholder and Insureds named in the Pol-
icy, for the purposes of issue the Policy; as well as
Insureds, as a condition for payment of an insur-
ance indemnity shall submit to the Insurer the fol-
lowing documents and information:

For the purpose of identification of a legal entity:

- Name;

- Taxpayer identification number or Code of the
foreign organization;

- State registration number or Code of the foreign
organization;

- Date and place of the state registration;

- Name of the registering body;

- Location address (legal address);

- De facto address;

- Postal address;

- Information on beneficial owners (to the extent of
data envisaged below);

- Information on a sole executive body (to the ex-
tent of data envisaged below);

- resident / non-resident in the Russian Federation
(in case of a non-resident, it is necessary to specify
of which country he/she is a resident);

- Surname, Name, Patronymic of a contact person,
phone number, e-mail address.

The list above may be reduced by the Insurer
when concluding the Policy.

For the purpose of identification of beneficial own-
ers, sole executive body or any other individual :
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— pesnaeHT / He peanaeHT PO (B cnyyae, ecnu
nMUo He SABMSETCA Pe3naeHTOM, HeobxoaMMOo yka-
3aTb, PE3VAEHTOM KaKoro rocygapctBa OHO SIBNSi-
eTca);

— ®.M.0. KoHTaKTHOro nuua, TenedoH, agpec
3MNEKTPOHHON NOYTHI.

Ona voeHTndukaumm beHedpumumapHoro Bnagenbua,
€0VHONNYHOIO NCMOSTHUTENBHOIO OpraHa, nMMbo NHOro
dusuyeckoro nuua CmpaxoswjuKy npefocTaBns-
I0TCS criegytoLumne CBeeHus:

— damunusl, MMsl, a Takke OT4ecTBO (ecrnu
WMHOE He BbITEKaeT M3 3aKoHa WNU HauMOHarbHOro
o6blvas);

— rpaxgaHCTBO;

— Jarta v MecTo pOXAeHws;

— PEKBM3NTBLI AOKYMEHTa, YAOCTOBEPSHOLLErO
FINYHOCTb;

— JaHHble MUTPaLMOHHOW KapTbl, LOKYMEHTa,
noATBepXaatoLLero npaBo MHOCTPAHHOIO rpaXaaHuHa
unu nuua 6e3 rpaxgaHcTea Ha npebbiBaHme (MpoXu-
BaHue) B Poccuiickon ®epgepauum;

— agpec mMecTa XuTenbCcTBa (permctpauun) un
MecTa npebbiBaHUs;

- NOEHTUMKALMOHHBIN HOMEpP HanoronnaTenbLmka
(npw ero Hann4uu).

Cnuncok Bbilwe MOXeT OblTb CokpalleH Cmpaxosuwu-
KOM, ecnv 370 JOMYCTUMO B COOTBETCTBUM C 3aKOHO-
nartenscTeom PO.

B cnyuae, ecnv npu 3akntoyeHun [lorosopa cTpaxosa-
HWS  BbllEyKa3aHHbIM nepeyeHb Obln  CoKpalleH
CmpaxoeujuKkoM, TO BbllleyKa3aHHbIe JOKYMEHTbI U
cBeAeHust MoryT BbITb 3anpoLUeHbl MM B Nnioboe Bpems
nocre 3akntoyeHns [JoroBopa CTpaxoBaHNsa N AOIKHbI
ObITb NpegocTaBneHsl CmpaxogamersieM B CPOK yKa-
3aHHbIN B TAKOM 3anpoce.

Bo usbexaHne comHeHun y Cmpaxosujuka Bcerga
eCTb NpaBo 3anpocuTb y 3acmpaxoeaHHO20 Unu
BblrogonpuobpeTaTtens JOKYMEHTbI B COOTBETCTBUM
CO CMMCKOM BhILLIE AN Lienei onnatbl YébIimka no
[loroBopy cTpaxoBaHusi, KOTOPble AOMKHbI ObITb
npepocraeneHsl Cmpaxoeamenem vnn 3acmpaxo-
8aHHbIM B CPOK, YKa3aHHbIV B TAKOM 3anpoce.

B cnyyasx, npegyCMOTpeHHbIX 3aKOHOAaTENbCTBOM
cTpaxoBLuk 0653aH NpegocTaBuTb hranyeckomy
nvuy, UMetoLLLEMY HaMepeHUe 3aKIiYnTb JOroBop
[06pOoBONBHOrO CTpaxoBaHWsa MHopMaLmMio 0 Joro-
BOpe A06POBONBHOIO CTPaxoBaHWs, B TOM Y1CIe O
€ro YCNoBUSX N pUCKax, CBSA3aHHbIX C ero UCrorHe-
HVMEeM B BUAE KN0YEBOro MHPOPMaLMOHHOIO [OKY-
MeHTa no dopme, YCTaHOBMEHHOW 3akoHoaaTe b-
CTBOM.

- Surname, Name, and Patronymic (unless other-
wise follows from the law or national custom);

- Citizenship;

- Date and place of birth;

- The address of residence (registration);

- The address of a place of stay;

- Details of the identity document (name of docu-
ment, type, series, document number, date of issue
and issuing body);

- Details of the migration card (if any) (card series
and number, inception date and expiry date of the
term of stay);

- Details of the document confirming the right of a
foreign citizen or a stateless person to stay (to re-
side) in the Russian Federation (document series
(if any) and number, inception date of the period of
stay (residence) and expiry date of the period of
stay (residence);

- Taxpayer identification number (if available).

The aforesaid list may be reduced by the Insurer to
the extent permitted by the legiclation of the Rus-
sian Federations.

If the list above was reduced by the Insurer when
concluding the Policy, the Insurer has the right to
request the above mentioned documents at any
time after the conclusion of the Policy which shall
be submitted by the Policyholder at the time spec-
ified in such request. For the avoidance of any
doubts, the Insurer has always the right to request
any Insured or loss payee to submit the documents
according to the list above for the purposes of any
payment of Loss under the Policy which shall be
submitted by the Policyholder or Insured at the
time specified in such request.

In cases stipulated by the legislation, the insurer is
obliged to provide an individual who intends to
conclude a voluntary insurance contract with infor-
mation about the voluntary insurance contract, in-
cluding its conditions and risks associated with its
execution in the form of a key information docu-
ment in the form established by law.

OenictBust no o6paboTke nepcoHarnbHbIX AaHHbIX
Cmpaxoeamersisi, 3acmpaxoeaHHO20 JiUya,
Bbizodonpuobpemamerns BKoYaloT B cebs
cbop, 3anucb, cUCTEMaTU3AUMIO, HaKoMneHue,
XpaHeHWe, yTOYHeHWe (OGHOBMEHWe, W3MeHe-
HWe), M3BneYeHne, Ucrnonb3oBaHue, nepepavy
(npepocTaBneHune, gocTyn), GrnokuposaHwe, yaa-
rNeHne, YHUUTOXEHNE.

Llensamn obpaboTkn nepcoHanbHbIX OaHHbIX
Cmpaxoeamesisi, 3acmpaxoeaHHO20 Jiuya,
Bbi2zodonpuobpemamensi SsBNAIOTCA 3akoye-
HWe U/UNN UCNONHEHMe 3aKNOYEeHHOro Joroeopa
CTpaxoBaHWsi, HanpaeneHne 3anpocoB O Npeao-
CTaBEHNMUN OKYMEHTOB MO 3asiBIEHHOMY YObITKY
B agpec MeaMLMHCKMX M MHbIX opraHusaumm (B

Personal Data Clause

Handling of Personal Data of the Policyholder, In-
sured Person, and/or Beneficiary includes collec-
tion, recording, structuring, accumulation, storage,
adaptation (updating, alteration), retrieval, use, dis-
closure (transmission, making available), re-
striction, erasure, and destruction.

Personal Data of the Policyholder, Insured Person,
and/or Beneficiary are handled for the purposes of
conclusion and/or performance of an insurance
contract, submission of requests for documents re-
lated to a filed claim to clinics and other organiza-
tions (including to official email addresses of such
organizations), providing information support to in-
surance contract performance, doing opinion polls
on service and insurance products, including polls
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TOM ymcne Ha odumLmManbHble ANEKTPOHHbIE aj-
peca [aHHbIX OpraHusauun); OCyLLeCcTBNeHue
WHOPMALIMOHHOIO COMPOBOXAEHUSA UCMOSHE-
HWsi JOroBOpa CTpaxoBaHusi, MPoBeAeHNs nccne-
[oBaHu MHeHusi 06 obcnyxmBaHuUM n cTpaxo-
BbIX MPOAYKTax, B TOM 4uCre uccrneaoBaHun,
HanpaBeHHbIX Ha yNy4dlleHne Ka4ecTBa CTpaxo-
BbIX NPOAYKTOB; Nepedayn pucka B nepectpaxo-
BaHWe, a Tawkke B Lensax npegbsiBneHus cybpo-
rauMoHHbIX TPeOOBaHUM UMM MHOTO YPEerynmpo-
BaHUS cygebHbIX CMOpoB B mnopsiake, yCTaHOB-
FNIEHHOM OEeWCTBYIOLLMM 3aKOHOA4ATENbCTBOM.

[ns peannsauuun uenen obpaboTku lNep-
COHanbHbIX AaHHblX, OnepaTtop Bnpase Mopy-
unte obpaboTky lMepcoHamnbHbIX AaHHbIX Tpe-
TbUM NMUAM, @ WUMEHHO KOMMaHWAM rpynmnbl
3etta CTtpaxoBaHue u koHTpareHTam Onepa-
TOpa, CMMCOK KOTOPbIX OnybnukoBaH Ha cawnTte
https://group.zettains.ru , npu ycnosuu co6rto-
aeHva TpeboBaHWA NPUMMEHUMOro 3akoHoda-
TenbcTBa 06 obecnedyeHun kKoHUaEHUManbLHO-
ctn [lepcoHanbHbIX [aHHbIX KM ©e3onacHoCTU
MepcoHanbHbIX AaHHbIX Npu nx obpaboTke. Mpu
nepegave ykasaHHblx AaHHbix Onepartop npeay-
npexpgaet nuvy, nonyyawowmux [lepcoHanbHble
OaHHble, O TOM, YTO 3TV JaHHble ABMSTCS KOH-
duaeHumnansHeIMU U MOTYT BbITb NCMOMB30BaHbI
nvWwb B LENAX, ANS KOTOPbIX OHW COOBLLEHbI, U
TpebyeT OT 3TMX NuL cobnaeHust aToro npa-
Buna. XpaHeHue [lepcoHanbHbIX AaHHbIX OCY-
LLECTBNAETCA MCKIIOYMTENBHO Ha TeppuTopuu
OnepaTtopa.

aimed at improving insurance product quality, rein-
suring a risk, and filing subrogation claims or using
other legal dispute settlement avenues as envis-
aged by applicable law.

In order to achieve the purposes of Personal Data
handling, the Controller may assign Personal Data
handling to third parties, namely, companies of the
Zetta Insurance Group and the Controller's coun-
terparties, their full list being available at
https://group.zettains.ru, provided that they comply
with applicable legal requirements to keeping Per-
sonal Data safe and confidential in the course of
handling. When the said data are transferred, the
Controller shall warn the parties receiving the Per-
sonal Data that these data are confidential and can
only be used for the purposes of their transfer, and
make sure the receiving parties comply with this
rule. The Personal Data shall only be stored on the
premises of the Controller.

On demand of the Insurer connected to a request
by authorized governing bodies, the Policyholder
shall submit original consents of personal data sub-
jects within five business days after receiving the
request.

If an authorized governing body raises claims
against the Insurer in connection with improper
compliance with Russian legal requirements to
handling of personal data of Personal Data sub-
jects previously transferred to the Insurer by the
Policyholder, the Policyholder shall:

- participate in settlement of the dispute with the
authorized governing body;

- indemnify the Insurer for the entire documented
volume of losses related to the filing of the said
claims, including fines imposed on the Insurer.
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Ipuioxkenue Nel k

IIpaBuiam cTpaxoBaHHs ONEPATOPOB JAHHBIX M 3a1IUTHI HU(POBOro OU3Heca,

O6pasey goroBopa cTtpaxoBaHus (nonuca)

DoroBop ctpaxoBaHus (Monuc) Ne
CTPAXOBAHUA ONEPATOPOB OAHHbLIX U 3ALLUTDbI
LMPPOBOIO BU3HECA

MockBa

AO «3etta CTpaxoBaHue», MMeHyeMoe B AarbHelLeM
“CTpaxoBLUK’, B N1Ue, 4eNCTBYIOWEr0 HA OCHOBaHUN C o4-
HOWM CTOPOHBI, U

umeHyemoe B [JanbHenwem “CTpaxoBaTenb’, B nuue

[EeNCTBYIOLLIEr0 Ha OCHOBaHMK , C OPYron CTOPOHbI,
umeHyembln B ganbHenweM “CTOPOHbI”, 3aKnNioYnnmM HacTos-
wmn Oorosop (Monuc) o HuxecnegyoLwem:

B HacTosiLeM TekcTe HanucaHHble KYpCMBOM W BblAENEHHbIE
XVPHBIM LWPUMTOM crnoBa u dpasbl, KOTOPbIM He JaHO onpe-
[OeneHne, NMEeLOT TO e 3HayeHune, 4YTo 1 B Pasgene 3 «Onpe-
geneHns» NpaBun cTpaxoBaHUs onepaTopoB AAHHbLIX U 3a-
wnThl Lndposoro 6nsHeca AO «3eTta CTpaxoBaHue» (oanee
- MNpaswuna) ot .

Hactosawwmi Jorosop (Monuc) 4OmKeH YntatbCa COBMECTHO C
MpaBunamu 1 NpuUNoXeHUaMN / 4ONONMHEHNAMMN K HEMY (€Cru
Takve MMelTCs), B KOTOPbIX M3MOXeHbl napamMeTpbl NMOKpbl-
TVS, MWCKNIOYEeHUA Kn 00A3aHHOCTM 3acmpaxoeaHHbIX U
Cmpaxoeamernsi.

1. MIPEOMET JOrOBOPA

1.1. No HacTosAwemy forosopy (Monucy) CTpaxoBLumK 0653y-
eTcs 3a 00yCnOBMEHHYO CTPaxXoBYI0 NPEMUIO MPU HacTynne-
HWM NpedycMOTpeHHoro B HacTosiwem [lorosope ([Monuce)
CTPaxoBOro crny4yasi BbiNfaTUTb CTPaxoBOe BO3MELLEHWNE B
pasmepe Y6bimka (B pamkax yctaHoBneHHoro Jlumuma om-
eemcmeeHHOCMU (Ccmpaxogoll CyMMbI) VU TNPUMEHUMbIX
MopgnumuToB).

1.2. Hactoawwui Oorosop ([onuc) 3akmnioyeH Ha OCHOBaHUK
MpaBun, NpMMeHALWUMUCS B YacTW, AOMONHALEN HacTON-
wmn Jorosop (Monwc).

2. CTPAXOBATEIJb

NHH

2.1.APEC CTPAXOBATENA

3. 3ACTPAXOBAHHbLIA (IMLUO, OTBETCTBEHHOCTb
KOTOPOI'O 3ACTPAXOBAHA)
3.1. B cootBeTcTBUMN ¢ Onpegenennem 3.21 Mpasun

4. BbIFrOOOMNMPUOBPETATEIb
Buirogonpuobpetatenu no [oroeopy ([Monucy) onpepens-
H0TCS Mcxoasa u3 nonoxeHuin MNMpasun.

5. OB BEKT CTPAXOBAHUA
5.1. O6beKT cTpaxoBaHWsa onpefenieH B COOTBETCTBMM C M.
1.1. Npaswnn.

6. CTPAXOBOW PUCK, CTPAXOBOW CNYYAU 1 gonon-
HUTENbHBLIE YCNOBUA CTPAXOBAHUA

Policy Ne
CONTRACT OF DIGITAL BUSINESS AND DATA PRO-
TECTION INSURANCE

Moscow

JSC “Zetta Insurance”, hereinafter referred to as “the

Insurer” represented by
, acting on the basis

of , on the one hand,

and

hereinafter referred to as «the Policyholder», repre-
sented )
acting on the basis of power of , on the other
hand, hereinafter referred to as "the Parties", have con-
cluded the present Policy as follows:

Words and phrases in italic and bold used but not defined
in the present Policy shall have the same meanings as
described thereto in Section 3 ‘Definitions’ of the JSC
“Zetta Insurance” Digital business and data protection In-
surance Rules (hereinafter referred to as ‘Rules’) dated

Please read the present Policy, the Rules and the attach-
ments hereto (if any) carefully, hereunder the cover, ex-
clusions and duties of the Insured and the Policy-
holder.

1. SUBJECT OF THE CONTRACT

1.1. Under the present Policy the Insurer undertakes, in
consideration of the agreed insurance premium, to
pay/indemnify Loss (within the Limit of Liability or the
applicable Sub-limits) upon the occurrence of an insured
event.

1.2. The present Policy has been concluded on the basis
of the Rules that are applied in the part not contradicting
with the present Policy.

2. POLICYHOLDER

Taxpayer number

2.1. ADDRESS OF THE POLICYHOLDER

3. INSURED

3.1. As defined in clause 3.21 of the Rules

4. BENEFICIARY

The persons/entities in respect of whose liability cover-
age is provided under the present Policy and beneficiar-
ies under the present Policy shall be identified in accord-
ance with the Rules.

5. OBJECT OF INSURANCE
5.1. Object of insurance is defined in accordance with
Section 1.1. of the Rules.

6. RISK INSURED, INSURED EVENT AND ADDI-
TIONAL TERMS OF INSURANCE
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6.1. MNepeyeHb CTpaxoBbIX Cry4YaeB M CTPaXOBbIX PUCKOB U3-
noxeH 1,2 n 1.3. Npaswun.

6.2. B gononHeHne K UCKNIYEHNSM, U3NOXEHHbIM B M. 4. [pa-
BWJ1, HE OTHOCATCSA K CTPAxX0OBbIM Cly4YasiM U He noanexar Bo3-
MelLleHVo Y6bImKu, BO3HVKLLWE, B Xoae TpeboeaHust ,0CHO-
BblBaloLLMECSH unm oTHocsILMecs K:

7. CPOK OEMCTBUA OOrOBOPA CTPAXOBAHUSA (ME-

PO CTPAXOBAHMUA)

7.1. Hactoawun [Lorosop ([onuc) 3akm4eH Ha CpoK C
no (Mepuod cmpaxoeaHusi).

O6e gaTbl BKMIOYUMTENBHO MO BpeMeHu agpeca Cmpaxoea-

mens, ykazaHHOM B . 3 HacToswero [JoroBopa ([Monuca).

8. IMMUT OTBETCTBEHHOCTU (CTPAXOBAA CYMMA)
8.1. Jlumum omeemcmeeHHOCMU YCTaHOBMNEH B pa3mepe
"

6.1. Risk insured and insured event are defined in ac-
cordance with Sections 1.2. and 1.3. of the Rules.

6.2. In addition to exclusions from Section 4of the Rules,
no cover under the present Policy is provided for Loss in
connection with any Claim arising out of, based upon or
attributable to: .

7. POLICY PERIOD.

7.1. The present Policy is concluded for the term from
till (Policy Period).

Both days included at Policyholder’s address in item 3

above.

8. LIMIT OF INSURER’S LIABILITY (SUM INSURED)
8.1. Limit of Liability is set in the amount of
. This sum is

ABMAETCH NPeAeribHOM CYMMOW CTPaxoBOro BO3MELLEHUS, KO-
Topoe MoxeT ObiTb BbinnayeHo CTpaxoBLUMKOM MO BCEM
CTPaxoBblM Criy4asiM, HacTynuBLUMM MO HacTtoswemy [loro-
Bopy (Monucy).

9. NOANMUMUTbI

Mo kaxaomy Y6bImKy 1 B COBOKYNMHOCTM:

9.a. Mo cTtpaxoBomy pucky 1.3.3 OTBeTCTBEeHHOCTb B o6na-
cTU Megma
9.b. Mo crpaxoBomy pucky 1.3.4 OTBeTCTBEHHOCTbL No Tpe-
6oBaHusM Perynsatopa
9.c. Mo ctpaxoBomy pucky 1.3.6 OTBETCTBEHHOCTb nepen
cTaHAapToMm 6e3onacHOCTU AaHHbIX MHAYCTPUM NNaTéx-
Hbix kapT (PCIDSS)
9.d. Mo cTtpaxoBomy pucky 1.3.8 (c) Pacxoabl Ha OLIEHKY
yuwep6a
9.e. lNo crpaxoBomy pucky 1.3.8 (d) Pacxogbl Ha KOHCYIb-
Tauum B obnacTtu penyraumm

9.f. Mo ctpaxoBomy pucky 1.3.9 Kpaxka 3noyMbilLSI€HHU-
Kamu

9.g. Mo crtpaxosBomy pucky 1.3.10 Kubep BbiMoratenbcTBo

9.h. Mo PacwupeHntio 2.2 IKCTpeHHble pacxoAbl

9.i. Mo Pacwwupennio 2.3 Pacxoabl Ha yMeHbLUEHUEe MNo-
cneacTeBuin Tpe6oBaHumn

9.j. Mo Pacwwpenunio 2.5 Pacxoabl Ha npeaoTBpalleHue no-
BTOPHOro y6bITKa

9.k. Mo PaclumpeHnuto 2.6 lobpoBonbHbIe pacxoAbl HA yBe-
AoMmneHune

9.1. Mo Pacwupennto 2.8 MepepbiB B NpOou3BOACTBE B pe-
3ynbTaTe YesioBe4YeCKOW OLIMOKM UITN TEXHUYECKOro cbos

10. NEPUOA OXKNOAHUA
YacoB

11. ®PAHLUU3A
Mo nobomy u kaxxgomy Y6bimky (B coOTBETCTBUM C N. 7.2.
Mpasun):

1l.a. ®paHwu3a, nNpuUMeHsieMas K Kaxaomy Y6bImKy:

the maximum amount of insurance indemnity to be paid
by the Insurer for all insured events occurred within the
present Policy.

9. SUBLIMITS
Each and every Loss and in the aggregate:
9.a. Insuring Clause 1.3.3 Media Liability Cover

9.b. Insuring Clause 1.3.4 Regulatory costs

9.c. Insuring Clause 1.3.6 Payment Card Industry Data
Security Standards (PCIDSS) Cover

9.d. Insuring Clause 1.3.8 (c) Loss Adjustor Costs

9.e. Insuring Clause 1.3.8 (d) Reputation Advice Costs

9.f. Insuring Clause 1.3.9 Hacker Theft Cover

9.9. Insuring Clause 1.3.10 Cyber Extortion Cover

9.h. Extensions 2.2 Emergency Costs

9.i. Extensions 2.3 Mitigations Costs for Claims
9.j. Extensions 2.5 Betterment following an Insured
Event

9.k. Extensions 2.6 Voluntary Notification Costs

9.l. Extensions 2.8 Business Interruption due to Hu-
man Error or Technical Failure

10. WAITING PERIOD
hours
11. RETENTION
Each and every Loss or, if applicable, single Loss (in

accordance with 7.2):

11.a. Retention applicable to all Loss
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11.b. ®paHwu3za, npumeHumas k CtpaxoBomy pucky 1.3.7.

12. TEPPUTOPUA NOKPbITUA

, B cooTBeTCTBMU C NyHKTOM 9.10 MNpasun
CTpaxoBaHus.
13. CTPAXOBAS NMPEMUSA N CTPAXOBOWU TAPUD
13.1. CtpaxoBas npemus no Hactosiwemy florosopy (Monwucy)
cocTtaensiet

11.b. Retention applicable to Insuring Clause 1.3.7

12. TERRITORIAL SCOPE
, as per Clause 9.10 of the Rules.

13. INSURANCE PREMIUM AND INSURANCE RATE
13.1. The insurance premium under the present Policy
equals to

ynraymBaeTcsi €AMHOBPEMEHHO Be3HannyHbIM nyTem B pyo-
nsix no kypcy LleHTpanbHoro baHka Poccuiickon ®enepaunm
Ha [eHb nnaTexa B CPoK A0

13.2. Ctpaxoson Tapud coctasnset ___ %.

14. NEPUOO OBHAPYXEHUA

- 60 oHen aBTOMaATNYECKM BE3 AOMONMHUTENBHOWM NPeMUN;

- XX mecsueB 3a XX% OT CcTpaxoBov NpeMun, ykasaHHOW B .
13.1. HacToswero [Jorosopa.

15. AOPEC O/19 OTNPABKW YBEOOMIEHWUN
AO «3eTtTa CTpaxoBaHue»

115184, r. MockBa, O3epkoBckasi Hab., a.30,
MHH 7702073683

16. KOHCYJIbTAHTbI MO CBA3AM C OBUWECTBEHHO-
CTbiO

17. 9KCMEPThI B OBNACTW UHOOPMALIMOHHBIX TEX-
HOMOM UM (UT)

18. OBLUME YCITOBUA
18.1. Bce npunoxeHus, ykazaHHble B TEKCTE HacToALWEero
Horosopa (Monwuca), ABMATCA ero HEOTLEMIEMOW YacTbHO.

18.2. Bce nsmeHeHus 1 AonNorHeHUs K HacToswemy [loroBopy
(Monwucy) 6yayT AeNCTBUTENbHBI TOMBKO MPU YCIOBUK, €Cnn
OHU COBEpLUEHbI B MMCbMEHHOW hopMe 1 MOANUCAHbI YMOHO-
MOYEHHbIMY Ha TO npeacTaBuTensimm CTOPOH.

18.3. O6meH gokymeHTamu mexgy CTopoHamu no CyLecTBy
HacToswero forosopa (Monuca) ¢ ncnonb3oBaHnem dakcu-
MWUMbHBIX CPeACTB CBA3W npusHaeTcs obeumun CTOpoHamm
OeNCTBATENbHBIM HapaBHe C MNOAMMHHUKAMW JOKYMEHTOB A0
MOMeHTa o6MeHa nocnegHNMM.

18.4. Hactoawwun Jorosop (Monuc) coctaBneH B ABYX 3K3EM-
nnspax, MMeKLnX OANHaKOBYIO OPUONYECKYIO Cuny, No Of-
HOMY 3K3eMnnspy Ansa kaxgon us CTopoH HacToswero foro-
Bopa (Monuca).

18.5. Hactosawwmin foroeop (Monuc) coctaBneH Ha pyccKoM K
aHrmuinckom s3blkax. Mpy BO3HUKHOBEHWUWU pasHOrnacuii cTo-
POHbI PYKOBOACTBYIOTCSH PYCCKMM TEKCTOM.

18.6. MonoxeHus c1.317.1 'K PO k oTHOLWEHUAM CTOPOH no
HacToswemy Jorosopy ([lonucy) He NpUMeHsTCS.

18.7. B cBA3u ¢ 3akntoyeHnem Hactoswero [lorosopa AO AO
“BetTa CTtpaxoBanme” (Onepatop), agpec: 115184, r.
Mockea, O3epkoBckas Hab., a4. 30 (CTpaxoBLUMK) nMeeT
npaBo Ha CMELLAHHY (aBTOMAaTU3NPOBaHHYH 1 HeaBTOMa-
TM3MpOBaHHYy) 06paboTky, BkMovas cbop, 3anmcb, cucTe-
MaTM3aLmIo, HAKOMNMEHNe, XpaHeHue, yTouHeHne (0OHoBre-
HVe, UBMEHEHNE), U3BMEYEHNe, NCNOoNb30BaHue, nepeaady
(npepocTaBneHue, gocTtyn), briokMpoBaHue, yaaneHve, yHu-
YTOXXEHMWE, NEePCOHanbHbIX AaHHbIX NAL, yKa3aHHble B 3asB-
NeHnn Ha cTpaxoBaHue/[oroBope (nonmce) CTpaxoBaHus n
WHbIX JOKYMEHTaX, NpeAcTaBneHHbIX NPY 3aKMoYeHun 4oro-

and shall be paid in lump sum by cashless payment in
Russian Rubles at the rate of Central Bank of the Rus-
sian Federation as of the day of payment till

13.2. The insurance tariff rate is ___ %.

14. DISCOVERY PERIOD

- 60 days with no additional premium;

- XX months for xx% of the insurance premium indicated
in item 13.1 above.

15. NOTIFICATION ADDRESS

JSC “Zetta Insurance”

115184, Moscow, Ozerkovskaya str., 30
INN 7702073683

16. PUBLIC RELATION CONSULTANTS
17. 1T EXPERTS

18. GENERAL PROVISIONS
18.1. All appendixes mentioned in the present Policy,
are its integral parts.

18.2. All changes and additions to the present Policy will
be valid only if they are made in writing and are signed
by authorized representatives of the Parties.

18.3. The exchange of documents between the Parties
on the substance of the present Policy with the use of
facsimile means of communication is accepted by the
parties of the Policy as equal to the original documents.

18.4. The present Policy is executed in two originals, one
copy for each of the Parties, copies having equal legal
force.

18.5. This Policy is made up in Russian and English lan-
guages. In case of discrepancy the Russian text prevails

18.6. Provisions of article 317.1 of Civil Code of Rus-
sian Federation are not applicable to this Policy.

18.7. n connection with the conclusion of this Agree-
ment, JSC “Zetta Insurance” (Operator), address:
115184, Moscow, Ozerkovskaya nab., d. 30 (The In-
surer) has the right to mixed (automated and non-auto-
mated) processing, including collection, recording, sys-
tematization, accumulation, storage, clarification (updat-
ing, modification), extraction, use, transfer (provision,
access), blocking, deletion, destruction, personal data
of persons specified in insurance application/contract
(policy) insurance and other documents submitted at
the conclusion of the contract (policy) insurance, for the
purpose of proper execution of the insurance contract,
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BOpa (nonuca) cTpaxoBaHusl, B LIENsX Haanexallero ucnorn-
HEHMA JOroBOpa CTpaxoBaHUs, Nepeaayn pyucka B nepecrtpa-
XOBaHMe 1 A5 OCYLLeCTBNEHUSA MHOPMALIMOHHOIO CoMnpo-
BOXOEHUS NCMOSNTHEHNSI [OrOBOpa CTPaxoBaHUs, B TOM Yuche
NnocpeaACcTBOM HarnpaefieHUs yBEAOMIEHUN C MPUMEHEHNEM
CMC-COOOLLEeHNIA, NOCPEACTBOM 3MEKTPOHHOM NOYThbI U
WHBLIMW LOCTYMHbLIMK crnocobamu.

CTpaxoBaTtenb rapaHTUpyeT, 4TO nepegada nepcoHanbHbIX
[aHHbIX MWL, YKa3aHHbIX B 3asiBNIEHUN HA CTpaxoBaHue/goro-
BOpe (Nnornvce) cTpaxoBaHWs U UHbIX OKYMEHTax, NpeacTas-
NEHHBIX MPU 3aKroYeHn gorosopa (nonnca) cTtpaxoBaHus, B
TOM ymcne 3acTpaxoBaHHbIX nnu, BeirogonprnobpeTtatenei, B
nonb3y CTpaxoBLiMKa NPOUCXOANT C UX NMMCbMEHHOIO corna-
cus.

CTtpaxoBaTtenb cornawaeTcs ¢ TeMm, 4YTo, ecnm 3To Heobxo-
oumo ana peanusauuun uenen ob6paboTkM nepcoHanbHbIX
OaHHblX, CTpaxoBLUMK BnNpaBe nopyy4ntb ob6paboTky nepco-
HanbHbIX AaHHbIX TPETbUM NMUaM, @ MMEHHO: KOMMaHWAM
rpynnel u KOHTpareHTam CTpaxoBLUUKa, yKa3aHHbIM Ha canTe
CrtpaxoBLumka, npu ycrnoeum cobnogeHus tpeboBaHui npu-
MEHUMOro 3akoHoAaTenbCcTBa 06 obecneyeHnn KoHpaeHUN-
anbHocTM 1 6e30MacHOCTU NepPCOHarbHbIX AaHHbLIX NpY NX 06-
paboTke. Mepegada nepcoHanbHbIX AaHHbIX NPOUCXOAUT C
cobniogeHnem Bcex HeobxoamMMmbIxX npouedyp U cornacosa-
HWA, B CTPOrOM COOTBETCTBUM C OEWCTBYIOLUMM 3aKoHOAa-
TENbCTBOM.

YcnoBus HACTOSILLLErO NMYHKTA AEWCTBYIOT Kak B TEYEHNE CpOKa
nevicteua [JoroBopa, Tak 1 B TeyeHme 10 (JecAtun) neT nocne
OKOHYaHus gencTems [JoroBopa no ftodbiM OCHOBaHUSAMY.
18.8. Bce uameHeHusa n gononHeHus K Hactoswemy [oro-
BOPY, B TOM YUCIE KacatoLLMeCcs NOMoXeHun HacToswero [o-
rosopa, Tpebywwmx B3aumHoro cornacus CTopoH, 6yayT
[eNCTBUTENbHBI TOMNBKO NPY YCIOBUW, €CMM OHU COBEPLLEHbI
B MUCbMEHHON chopme 1 nognmncaHbl YNnosIHOMOYEHHBIMU Ha

TO nNpeactasnUTenamMmm CTOpOH.

CTopoHbl pgoroBapusatotcs, 4to doroeop (JononHuTenbHbIE
cornawleHus k [loroBopy) MoryT ObITb 3akmntoyeHbl HA Bymaxk-
HOM HOcuTene, NoanMCaHHbIMW COOCTBEHHOPYYHOW Moanu-
Cb0 YNOMHOMOYEHHBIX NpeacTaBuTenen CToOpoH u/wunu nytem
obMeHa cKaH-KoNUsSIMM JOKYMEHTOB, HanpaBMeHHbIX MO 3ek-

TPOHHOM MNOYT€ C adpecoB CTOPOH  (CTPaxoBLUMK:
documents_archive@ .ru , cTpaxoBa-
Tenb: ).

HacTosiwmm CTopoHbl ToATBEPXKAAIOT, YTO 3aKIOHYEHHbIN(bIE)
Horosop ( JononHutensHble cornawienns k jlorosopy), nony-
yeHHble oaHol CTopoHow oT Apyroi CTOPOHbI MO 3MEKTPOH-
HOW MoYTe B BMOE CKAH-KOMMWIA, UMET CUIY OpPUrMHAmNbHbIX
[OKYMEHTOB, BbIMYLLEHHbIX Ha OGymMaxHOM HocuTene, npwu
YCINOBUW, YTO TaKMe JOKYMEHTbI MOANMCaHbl COGCTBEHHOPYY-
HOW NOANMCLIO YNOMHOMOYEHHOrO nnua Hanpaenstowen Cto-
POHbI.

Takve AOKYMEHTbl MMEeT CWUiy OpUrMHamnoB, NOANMCaHHbLIX
FIMYHO YNOMTHOMOYEHHBIM NULOM, B CBA3N C YeM Ans CTopoH
BO3HMKAIOT Te Xe opuandeckne nocneacTBusA B OTHOLLEHUN
BO3HUKHOBEHWS, U3MEHEHUSI U MpeKpaLLeHUsi COOTBETCTBYIO-
wmx npae n obsizaHHocTen CTopoH B pamMkax [orosopa ([o-
NOMHUTENbHBLIX cornawleHuii k foroBopy). B cnyyae obmeHa
CKaH-KOMMsAMW JOKYMEHTOB, HarnpaBrieHHbIX N0 3NEeKTPOHHON
nouyTte gaTton 3aknoveHus [dorosopa (JononHUTENBHOrO Co-
rnaweHus) sBnsieTcs garta, ykasaHHas Ha nepsoM nucte [o-
rosopa (JononHUTENLHOIO CornalleHuns).

transfer of risk to reinsurance and to provide infor-
mation support for the execution of the insurance con-
tract, including by sending notifications using SMS mes-
sages, via e-mail and other available means.

The policyholder guarantees that the transfer of per-
sonal data of the persons specified in the insurance ap-
plication/contract (policy) insurance and other docu-
ments submitted at the conclusion of the contract (pol-
icy) insurance, including insured persons, Beneficiaries,
in favor of the Insurer occurs with their written consent.
The Policyholder agrees that, if it is necessary to imple-
ment the purposes of personal data processing, the In-
surer has the right to entrust the processing of personal
data to third parties, namely: the group companies and
the Insurer's counterparties listed on the Insurer's web-
site, subject to compliance with the requirements of the
applicable law on ensuring confidentiality and security
of personal data when their obra-botke. The transfer of
personal data takes place in compliance with all neces-
sary procedures and agreements, in strict accordance
with the current legislation.

The terms of this clause are valid both during the term
of the Agreement and for 10 (Ten) years after the expi-
ration of the Agreement for any reason.

18.8 Any amendments and/or additions hereto, includ-
ing those pertaining to provisions hereto that require
mutual consent of the Parties, shall only be valid if they
are made in writing and signed by authorized represent-
atives of the Parties.

It is hereby agreed that the Contract/Addenda can be
concluded on paper by putting handwritten signatures
of authorized representatives of the Parties, and/or by
exchanging scanned copies of documents between
email addresses of the Parties (Insurer: documents_ar-

chive@ .ru , Policy-
holder: ).

The Parties hereby confirm that the Contracts/Addenda
received from a Party by the other Party as scanned
copies via email shall be as valid as original paper doc-
uments provided that such documents are signed by
the authorized representative of the sending Party in
their own handwriting.

Such documents shall be effective as originals signed
by an authorized person in their own handwriting, which
entails the same legal consequences for the Parties as
far as attachment, modification and termination of re-
spective rights and obligations of the Parties in the
framework of the Contract/Addenda. In case of email
exchange of scanned copies, the date specified on the
first page of the Contract/Addendum shall be regarded
as the date of the Contract/Addendum.

If requested by the Insurer, public authorities, or the
self-regulated financial market organization, the Policy-
holder shall provide the Contract/Addenda on paper
signed by an authorized representative of the Policy-
holder in their own handwriting within three business
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B cnyyae 3anpoca CtpaxoBLuymka, opraHoB rocygapCTBEHHON
BMacTW 1 camoperynMpyemMoi opraHnsaummn B cepe puHaH-
coBoro pbiHka CTpaxosaTenb obs3aH npegoctasuTb [oro-
Bop ([ononHutenbHble cornailenus k [loroBopy), nognucax-
HblVi(ble) COBCTBEHHOPYYHOW NMOAMUCHI0 YNOMHOMOYEHHOIO
nuua CTtpaxoBaTens Ha BymaxHoM HocuTene B TedyeHue 3
pabouunx oHewn, ecnm MHOWM CPOK He YCTaHOBMEH B COOTBET-
CTBYIOLLIEM 3anpoce.

19. PUONYECKUE AOPECA N PEKBU3UTbI CTOPOH
CTPAXOBLUHK:

AO “3etTa CTpaxoBaHue”

115184, r. MockBa, O3epkoBckasi Hab., A.30,

MHH 7702073683

P/c 40701 810 6 0006 0000003

B OAO BaHk BTB r. MockBbl,

K/c 30101 810 7 0000 0000187,

BWK 044525187

CTPAXOBATE/b:

MHH
p/c
Kic
BVK

MoanucbiBas Hactoswwmn [oroBop Cmpaxoeamens noa-
TBEpXAAET, YTo, ABnAsAcb CTopoHow no [Jorosopy, nomny4ymn,
03HaKOMMUIICS M cornaceH (0T CBOEro MMEHW U OT UMEHU BCeX
3acmpaxoeaHHbIx) N 00A3yeTca MOMHOCTBIO CrefoBaTth U
cobniogatb (BMecte co BceMu 3acmpaxoeaHHbIMU) BCE
YCNoBUs 1 NonoxeHus HacTtosLwero floroBopa (Bkntoyas cam
[oroBop, BCce M3MeHeHns 1 AoNonHeHus K Hemy, 1 MNpasuna).

days, unless a different deadline is specified in the re-
spective request.

19. LEGAL ADDRESSES

INSURER:

JSC “Zetta Insurance”

115184, Moscow, Ozerkovskaya str., 30

INN 7702073683,

Settlement Account 40701 810 6 0006 0000003,
VTB Bank RF Moscow,

LORO Account 30101 810 7 0000 0000187,

BIK 044525187

POLICYHOLDER:

Taxpayer ID
Ac.

LORO Account
BIC

By signing this Policy the Policyholder has acknowl-
edged and confirmed that the Policyholder as a party to
this Policy has received and familiarized with, agrees to
(on its behalf and on behalf of all Insureds) and shall
comply with and fulfil (together with all Insureds) all
terms and conditions of this insurance (including this Pol-
icy, the Rules and all attachments hereto).
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Ipuio:xxkenne Ne2 K
IIpaBuiam cTpaxoBaHMsl ONEPATOPOB JAHHBIX U 3alIUTHI HU(POBOro OM3HecAa,

O6pasel 3asiBNeHUs1 Ha cTpaxoBaHue

[Onsa topuanyeckmx nuy / For corporate cli-

Onsa dmsnvecknx nuy / For individual clients ents:

B AkumoHepHoe obLecTBo B AkumoHepHoe o6LLecTBO

«3eTTa CTtpaxoBaHue» / «3eTTa CTpaxoBaHue» /

To JSC “Zetta Insurance” To JSC “Zetta Insurance”

Ot/ from Ot / from

(dbamunus, ums, otyectso / full name) (HanmeHoBaHMe opraHusaumm / company name)

B nuue / Represented
by

(momxHocTb, hamunus, nms, otyecTso / position, full name)

OencTByoWero Ha ocHoBaHum / acting on the basis of

SAABNEHUWE/APPLICATION

0 cTpaxoBaHMK onepaTopoB AaHHbIX U 3aWnTbl undpoBoro 6usHeca / digital business and data protection insurance

Mpowy AO «3eTTa CTpaxoBaHuWe» 3acTpaxoBaTb PUCKU Ha YCNOBUSIX, codepxalumxcs B «[paBunax ctpaxoBaHusi onepaTopoB
OaHHbIX 1 3aLmMTbl LdpoBoro busHecar, yTBepaeHHbIX [Mpuka3om oT «__ » .Ne /I hereby request JSC “Zetta
Insurance”to insure the cyber risk fstipulated in the Digital business and data protection Insurance Rules approved by Order

No0.176 dated 12.10.2016.

1. O6wme cBegeHus o 3asiButene (CtpaxoBartene) / General information on the Applicant (Policy-
holder):

PUNO/HammeHoBaHue (ans ropuaundecknx nuy) Full name; name (for corporate clients):

KpaTtkoe HaumeHoBaHuve (ans opuandeckunx nuy) / Short name (for corporate clients):

1.1. NacnopTHble AaHHble (ana dwusudeckmx nuu) / Passport data (for individual clients):

Cepus /
Series Ne BbigaH / issued on:

(korga / when)

(kem / by)
Oata poxpgenns Ctpaxoatens / Policyholder’s date of birth: | |

1.2. FOpuanyeckui agpec (ans topuaguyecknx nuu) / Legal address (for corporate clients):

Appec cdakTnyeckoro mectoHaxoxgeHus / Actual address:

1.3. MecTo peructpauuu (ansa dusnyecknx nuu) / Registration address (for individual clients)

Appec cdaktndeckoro npoxumeanus / Actual residence address:

1.4. TenedoH / Phone Email |
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MHH | | knn |

1.5. ®NO koHTakTHoro nuua / Contact person’s full name

Aapec JocTaBKkun KOppeCnoHAEHLMN |

[aTa pernctpauuu ropuamyeckoro nuua | I

2. CBepeHunA 0 nuue, pUCK OTBETCTBEHHOCTU KOTOPOro NoANeXuT cTpaxoBaHuio (3acTpaxoBaHHOe nNuuo) /
Information on the person whose liability risk is to be insured (Insured Person):

PNO/HammeHoBaHue (gns ropuandeckmnx nuu) Full name; name (for corporate clients):

KpaTkoe HaumeHoBaHue (ans opuandecknx nuy) / Short name (for corporate clients):

2.1. MacnopTHble AaHHble (ansa duanyecknx nuu) / Passport data (for individual clients):

Cepusa /
Series Ne BbigaH / issued on:

(korga / when)

(kem / by)
Hata poxgeHns CtpaxoBatens / Policyholder’s date of birth: | |

2.2. Kpuguyeckuin agpec (ans opuandeckux nuy) / Legal address (for corporate clients):

Appec cakTnyeckoro mectoHaxoxgeHus / Actual address:

2.3. MecTto pernctpaumm (ans dusmdeckunx nuu) / Registration address (for individual clients)

Appec cakTtnyeckoro npoxusanusg / Actual residence address:

2.4. TenedoH / Phone | Email

MHH | | kon |

3. Moxanyncra, nepeyncnutTe oCHOBHbIe BUAbI AeAaTenbHocTu KomnaHum n nx onucanme / Please provide a
clear description of the business activities of the Company(s):

3.1. Bug npodeccrnoHanbHon geatensHoctu / Type of professional activity:

3.2. Moxanyncra, npegocTtaBbTe crneayoLyo nHpopmauuio o Komnanum / Please provide the following information for your
Company
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B ocTanbHbIX cTpaHax
B CLWA /USA B EBpone / EU mupa / ROW

KonuuectBo cotpyaHukos / Employee
Numbers

"opgoBas Bblpyyka / Turnover

lopoBast Belpyyka OT TOProBnM Yepes
UHTepHeT nnaTtdopmbl / Turnover from
Web based trading

[MpumepHoe KonM4ecTBO KIMEHTOB /
Estimate of customer numbers

Obuwas cymma AktmeoB / Total Assets

3.3. 3a nocnegHve 10 neT npoucxoauna v cCMeHa HasBaHUs, NPOBOAUMMUCE N CIIUAHUS UK nornolleHns? / Any merger,

acquisition or name change in the last 10 years? | |
(aa / Het / yes/ no)

3.4. MNpepocTtaBbTe, NOXanywcTa, pa3brBKy BbIpy4kM Mo pbiHOYHBLIM cekTopam / What % of your revenue is to the following mar-
ket sectors:

MpaButenbcTBo / Government %
Mpoussogcteo / Manufacturing/Industrial %
CrpoutenbctBo / Unxunnmnpunr/ Construction / Engineering %
PosHunyHas Toproens / Retalil %
3apaBooxpaHenne / MegnumHa / Healthcare / Medical %
®uHaHcbl / Finance %

WHoe / Other %

3.5. OxxupgaeTe nu Bbl M3MeHeHUS pa3bumBkK Bbile B Grivkaniee Bpemsi / Do you expect substantial changes in the next 12
months?

(na / HeT / yes/ no)
Ecnu «[a», npocbba npepoctasutb getanu / If “YES”, please provide details:

4. Monutukmn n npoueaypbl BHyTpeHHero koHTpons / Policies and internal control procedures

4.1. BkntoyeHbl N 6€30nacHOCTb AaHHBLIX Y MHPOPMALMOHHbIE TEXHONMOMMM B 06LLMIA nepeveHb puckoB komnaHun? / Has data
security and information technology risk in general been added to your company risk register?

(oa / HeT / yes/ no)

4.2. CyuwecTtByeT 1 B Baluer komnaHum nucbMeHHas nonuTuka B obnactu 3awmTel U 6€30MacHOCTM AaHHbIX U uHdopmauum? /
Do you have a written data protection/information security policy?

(na / HeT / yes/ no)

Ecnun «HeT», npockba pacnucate nogpobHee / If “NO”, please provide details:
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4.3. CywectsyeT nn B KoMnaHuy nonutuka nnv pykoBoacTBO B OTHOLLEHUW crneaytoLmx sonpocos / Does the policy (or in the
absence of a policy do you) provide guidance on

Ha/Yes Het / No KommeHTapui / Comments

O653aHHOCTN COTPYAHMKA, OTBETCTBEHHOIO 3a
MHAOPMaLMOHHYI0 6e30MacHOCTb MM aHanorny-
HoW no3unuun /

Responsibilities of the Information Security Officer
or equivalent

CeTteBas 6e3onacHocTb (NpaBa 4ocTyna, naponu,
wudpposaHue u T.4.) / Network security (access
rights, passwords, encryption etc)

BesonacHocT! MOBUNBHBIX YCTPONCTB (BKI. HOYT-
Bykn, cMapTdOHbI 1 ycTponcTea namatn) / Mobile
device security (inc. laptops, smart phones and
memory devices)

Vicnonb3oBaHue 1 xpaHeHue fM4Hon nHgopma-

UMM 1 yBeOOMIIEHUS B criyqae HapylueHus. / Use
and storage of personally identifiable information
& notification in case of a breach.

Vcnonb3oBaHne paboTHMKaMu canToB coumarnb-
HbIx ceTel / Employee’s use of social networking
websites

Mcnonb3oBaHune Hebe3onacHbix WiFi cetenn / Use
of unsecured WiFi networks

Mpoueaypbl pe3epBHOrO KOMMPOBAHUS AaHHbIX
(noxanynicTa, gante, KOMMEHTapUi O TOM, Kak
4acTo NPOUCXOOUT pPe3epBHOE KONMMPOBaHWE U
XpaHATCH N1 KONMM B MHOM MECTe 3a npegenamu
odmca) / Data backup procedures (please
comment on how often backup takes place and
whether this is offsite)

4.4. Bce nu COTPYOHVKM NPOLLMW TPEHMHT 1 Obinu 03HaKkoMreHbl ¢ TpeboBaHusaMK NonuTKK 1 pykooacts? / Are all employees
trained and/or made aware of the requirements of the policy?

(na / HeT / yes/ no)

Ecnu «HeT», npocbba pacnucate nogpobHee / If “NO”, please provide details:

4.5. TectvpyloTcsa nu ctaHgapTbl 6€30MacHOCTH, YCTAHOBMNEHHbIE MONMUTUKAMK, C NPUBIEYEHNEM KBaNnnULUUPOBAHHOIO Cneum-
anucTta B obnactu oueHkun 6esonacHocTn? / Are the security standards set by the policy tested, has this involved a qualified
security assessor?

(na / HeT / yes/ no)

MoxanyncTta, npegoctaBbTe kpaTkoe onucaHue / Please briefly describe:
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4.6. O6HOBNSAETCA NV N NepecMaTpUBaeTCsa N1 NoNMTUKa Ha perynspHom ocHose? / Is the policy reviewed and updated on a
regular basis?

(aa / Het / yes/ no)

Ecnu ga, ¢ kakow perynspHocTtbio? / If so how frequently?

4.7. Ncnonb3yeT nu Balla KOMNaHus obLenpuHaTbIE B BaLLe MHAYCTPUM MEeTOAbI 3aLmThbl AaHHbIX? / Do you maintain up to
date (generally accepted) data security techniques?

(na / HeT / yes/ no)

Ecnu Bbl cooTBETCTBYETE Kakmm-nnbo ctaHgaptam nHayctpum, Hanpumep 1SO-27001, noxanyicTa, kpaTko onuwwute / If you
comply with any industry standards e.g. ISO 27001, please briefly describe:

5. UHdopmauma o nnarexHbix Kaptax / Payment card information

5.1. MpuHnMaeTe nu Bbl KpeauTtHble / AebeToBblE KapTbl MU MHblE TUMbI NNAaTeXHbIX KapT? / Do you accept credit/debit or any
other type of payment card information?

(oa / HeT / yes/ no)
Ecnu ga, kako NpoLeHT BbIPYYKN OCYLLECTBIISIETCS C NOMOLLbIO NnaTexHbiX kapT? / If so what percentage of turnover
does this represent? | %

5.2. Bbl ocyLecTBnsieTe NPOLECCUHT KapT OT MMEHW UMW MO NOPYYeHWIo APYrnxX usnyecknx unu iopugmdeckmx nuy? / Do you
process payments on behalf of any other individual or organisation?

(na / HeT / yes/ no)

Ecnu «[a», npocbba npepoctaeutb aetanu / If “YES”, please provide details:

5.3. CobGntogaeTte nu Bbl NOMHOCTLIO NpuMeHnMble cTanaapTtel PClI DSS? / Are you fully compliant with the applicable Payment
Card Industry Data Security Standards (PCI DSS)?

(oa / HeT / yes/ no)

5.4. CamocTosATENbHO MK Bbl OCYLLECTBSIETE NPOBEPKY COOTBETCTBUSA cTaHaapTam? / Is compliance self certified?

(oa / HeT / yes/ no)

5.5. Moxanyncra, ykaxuTte ypoBeHb COOTBETCTBUSA C nocneaHumu ctaHgaptamm PCl / Please indicate your level of compliance
with the latest Payment Card Industry (PCI) data security standards:

YpoeeHb cootBeTcTBUs / PCl Data | [data nocnegHeri npoeepku / Date of YpoBeHb cooTBeTCTUA B % /
Security Standard Level last audit Compliance %

1 (6bonee 6 MnH. TpaH3akuuii / more
than 6,000,000 transactions)

2 (6onee 1 mMnH. TpaH3akumin / more
than 1,000,000 transactions)
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3 (6bonee 20 TbiC. TpaH3akumi / more
than 20,000 transactions)

4 (octaneHoe / other)

6. laHHble, 3a KOTOpPbIe Bbl HeceTe oTBeTCTBeHHOCTL / Data for which you are responsble

MoxanyicTta, NnpegocTaBTe AeTany 0 NepCoHarnbHbIX AaHHbIX (B 9NEKTPOHHOM U HE3NEKTPOHHOM hopMe), KOoTopble Bbl 0bpaba-
TbiBaeTe U XpaHUTE B COOTBETCTBUM C Tabnuuen Hke. 3Ta MHopMaumsa OOMKHA BKoYaTh MHPOPMaLMIO O COTPYAHUKAX U
TpeTux nuuax / Please provide details of personal information (in both electronic and non-electronic form) you process or store

using the following table. This should include information relating to employees and third-parties:

Tunbl NnepcoHanbHbIX AaHHbIX, KOTOpble NepepatoTcs, obpabaTbiBatoTcs u xpaHsaTecs / Type of sensitive information transmitted,

processed or stored:

DUO, Axpec,
email / Names,
addresses and

email addresses

WHH, CHUNC /
Individual tax-
payer ID/

NI numbers

Howmep nac-
nopTa, Boau-
TEnNbCKOro yao-
CTOBEPEHUS U
Op.0OKYMEHTOB
/ Driver's
license,
passport
or other ID
numbers

durHaHcoBbIE
naxHble / Finan-
cial account
records

[aHHble nna-

TEXHbIX KapT /

Payment/credit
card data

MHoe, npocbba
ykasaTb / Other:
Please specify

KonnyectBo 3anucew, 06-
pabaTtbiBaembix U nepe-
[aBaeMbIX eXXeroaHo /
Number of records
transmitted or processed
per year

MakcumanbHoe Korn-Bo
3anucen, XpaHnMbIX B Ba-
Luen cucteme eanHoBpe-
MeHHO / Maximum
number

of records stored

on your network at

any one time

LLindppytoTcsa nu gaHHble,
HaxoAsicb B Baluew cetun /
Encrypted while at-rest
on the network?

0a, HeT / yes, no

Aa, HeT / yes, no

na, Het / yes,
no

na, Het / yes,
no

Aa, Het / yes, no

na, Het / yes,
no

LUndpytoTtcs nu faHHbIe
BO BpeMsi nepeaayn
BHYTPM 1 3a Npeaenamm
Bawet cetn / Encrypted
while in-transit within and
out of the network?

0a, HeT / yes, no

[a, HeT / yes, no

na, Het / yes,
no

na, Het / yes,
no

Aa, Het / yes, no

na, Het / yes,
no

LLndpytoTcsa nu gaHHble
Ha MOBMIBbHBIX YCTPON-
ctBax / Encrypted on
mobile computing
devices?

0a, HeT / yes, no

Aa, HeT / yes, no

na, HeT / yes,
no

na, HeT / yes,
no

Aa, Het / yes, no

na, HeT / yes,
no

LLndpytoTcs nu faHHbIe
Ha NopTaTMBHbIX YCTPOIA-
cTBax Ans XpaHeHUsi AaH-
Hbix / Encrypted

on portable data storage
media?

0a, HeT / yes, no

0a, HeT / yes, no

na, HeT / yes,
no

na, HeT / yes,
no

Aa, Het / yes, no

na, HeT / yes,
no
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LLndpytoTcsa nu gaHHble
npy pe3epBHOM KOMMpo-
BaHuu / Encrypted on na, HeT / yes, na, HeT / yes, na, HeT / yes,
back-up tapes? 0a, Het / yes, no | Aa, HeT / yes, no no no a, HeT / yes, no no

MpyMepHbIN % AaHHBIX,
XpaHsaLwmxcs n obpaba-
ThIBAIOLLMXCA Ha Teppu-
Topun CLUA / Estimated
% of above records
stored/processed in USA

7. Pa6oTbl no goroBopy cybnoapsina / Subcontracted Work & Procedures

7.1. Vicnonb3yeT nu Balla KOMNaHWs Kakux-nmbo cybnoapsavmkoB Ans yaaneHHbix paboT (B obnactu nogaepxku web-canta,
pes3epBHOro KOMMPOBaHUA AaHHbIX, NpoleccuHra nnatexewn u np.)? / Does the firm use any third-party service providers to
remotely host any activities (e.g web site maintenance, data backup, payment services etc)?

(na / HeT / yes/ no)

Ecnu «HeT», nepexoguTte k Pasgeny 8 / If ‘no’ please move on to Section 8 of the application form

7.2. Ecnu «ga» Ha Bonpoc 7.1, Bcerga nu KomnaHusa ucnonb3yet NUCbMEHHbIE JOrOBOPbI n?m ?aGOTe C c%6no,qpﬂ,qumamm? /

If ‘yes’ to question 7.1, does the firm always use written contracts with sub-contractors?
(na/ Het / yes/
no)

Ecnn «HeT» Ha Bonpoc 7.2, noxanymncTa, B Kakux Cry4asx u no KakvuMm npuyvHam He UCnosb3yeTcs MMCbMEHHbIV oroBop? /
If ‘no’ to question 7.2, please advise, when and why exceptions are granted

7.3. Onnwnte npouenypel Due Diligence, ocyluecTBnsiemMble KOMNaHWEN UM oT ee nuua, YTobbl y6eanTbes B TOM, YTO y Cyb-
nogpsiAyunka B HanmumMm ageksaTHble cUCTeMbl 3awWnThl AaHHbIX? / Describe the due diligence carried out by or on behalf of the
firm to ensure the service provider’s security arrangements are adequate.

7.4. Ecnu paboTbl no goroeopy cybnoapsaa npucytcteytoT B Komnanum, noxanyncta: / If sub-contracting exist, please:

(a) Yxaxute ponto obopoTta/goxoga KomnaHuu, koTopas npuxoanTcs Ha paboTel No 4OroBopy cybnoapsaa B TEKyLLeM
duHaHcoBoM rogy? / advise the approximate proportion of the firms gross revenues/ fees that will be paid to subcontracting in
the current financial year? | %

(b) OnuwnTe, B geTansx, kakoro poga paboTbl / ycryrn okasbiBatoTcs No gorosopy cybnoapsiaa / describe, in detail the services
undertaken and provide a specimen of the contract terms applicable to this work

7.5. Bbl TpebyeTe, 4TOObLI CybnoapsAYMKM MMEeny OrOBOP CTpaxoBaHMsA NPOdeCcCnOHanbHON OTBETCTBEHHOCTH (C
MUHMManbHbIM NokpbiTMem)? / Do you insist that sub-contractors maintain Professional Liability insurance, with a
minimum cover? | |

(na/ Het / yes/
no)

Ecnu «pga», Kakoh MUHMMAanbHbIN NMMUT OTBETCTBEHHOCTM Bl TpebyeTe? / If ‘yes’ what are the minimum limits of liability that
you insist upon?

Ecnu «HeT», npMHumaeTe nv Bbl Ha cebs NonHyo OTBETCTBEHHOCTL 3a paboThl, NPOM3BEAEHHBIN NO AoroBopy cybnoapsaa? /
If ‘no’ do you assume full responsibility for the work carried out by sub-contractors?
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(na/ Het / yes/
no)

7.6. MNpegycmaTpmsatoT Ny JOroBOpPbI C CybnoapsavMkaMmm OTBETCTBEHHOCTb NOCNEeAHMX 3a Ntobble YObITKM, NoHeceHHble Kom-
naHven nNo NpuyrHe Toro, YTo cybnoapsaAYMK He cMor obecneunTb agekBaTHyHo 3awwmuTy AaHHbIX Komnanun? / Does the contract
ensure that the third party service provider has a contractual liability for any losses suffered by the insured for the failure of the
service provide to adequately protect the insured’s data?

(na/ Het / yes/
no)

Ecnn «a», npocsba npepoctasutb Aetanun / If “YES”, please provide details:

7.7. OrpaHuyeHa N AaHHas OTBETCTBEHHOCTb? Ecnu aa, kakon cymmon? / Is this liability limited, if so at what level?

8. YnpaBneHue KpusnucHbiMu cutyaumusmm / Crisis management

8.1. EcTtb nu B Bawen KoMmnaHum nnaH AEVCTBUNA B KPU3NCHBIX CUTyaumMsX, 3aTparMBatoLLmMx HapyLleHne 6e30nacHoCTM CeTu u
yTeuUKy AaHHbIX U MHpopmaumun? / Do you have a written crisis management plan that address breaches of data and network
security?

(na/ Het / yes/
no)

8.2. Kak yacTo gaHHbIn nnaH nepecmatpusaetcsa n obHosnsetca? / How often is this reviewed and updated?

8.3. EcTb nn y Bac cybnoapsa4vmki, KOTopble MOMOratoT BaM pearmpoBaTh Ha Kpuauc 1 ynpaensTte um? / Have you identified
third party service providers to help you with crisis management and response?

(na/ Het / yes/
no)

Ecnu «[a», npocbba npenoctasutb aetanu / If “YES”, please provide details:

9. Puck nepepbiBa B npousBofcTtBe / Business interruption risk

9.1. MoxeTe nu Bbl CKa3aTb, YTO OeATeNIbHOCTb BalUen KOMNaHUN CUMNbHO 3aBUCUT OT pa60TbI KOMI'IbPOTepHOVI CUCTEMbI UnNun
nHdopmaLmoHHon nnatdopmel (Bktovyas SCADA) B niobon ero yactu / Do you have a material or critical reliance on any com-

puter system or platform (including any industrial control system) for any aspect of your continuing business o?erations?

(na/ Het / yes/
no)

Ecnu "[a", npocbba NosicHUTb, Kakum o06pa3oM Balla KOMMNaHWs NbITaeTca MUHMMM3NPOBaTL NoAoOHbIe pucku / If Yes, please
state in what way you are reliant and what steps you take to mitigate that risk including

Waru ana muHnmmnzauum / Mitigation measures Onuwwute / Describe

PesepsHbie cepBepsbl / reduntant servers
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HenpepbiBHOE pe3epBHOE KONMPOBaHue, pa3meLle-
HVe cepBepa B annapaTHON NpoBaniaepa, 3epkarnb-
Hble canTbl 1 np. hot and warm start backups, co-
location, mirror sites etc.

Kak yacTo Bbl OCyLLECTBNSETE PE3EPBHOE KOMMPOBA-
Hue / how frequently you back up?

Kak 4acTo Bbl npoBepsieTe npouecc BCP n DRP u pe-
3€pBHOro KOMMPoBaHUs, YTobbl rapaHTUpoBaTh, YTO
OHU ocTatoTcsa B cune / how often you test your BCP
and DRP and backup processe to ensure they remain
effectives

Kakue waru Bbl NpegnpuHAnu aAnst KOIMYeCTBEHHON
OLIEHKWN BEPOSATHOM NOTEPN YMCTON NpUbbLINK OT OT-
Kasa KpUTMYECKON cuctembl (Hanpumep, npoBeaeHne
oLeHku busHec-cpeay) / any steps you have taken to
quantify the likely loss of net profit from the failure of a
critical system (for example carrying out a business
impact assessment)

Hackonbko B3anMo3aBMCUMbIMW pa3Hble CUCTEMBI
(T.e. MOXeT npoBan 04HON KPUTUYECKON CUCTEMBI
CcOUTb MHOXECTBO CUCTEM UIN OHU AO0CTaTO4YHO N30-
NMPOBaHbI, YTOObLI MUHMMU3NPOBAaTL TOT puck / how
interdependent different systems are (ie could a failure
of one critical system bring down many systems or are
they sufficiently segregated to minimise that risk?)

BblcunTbiBanu nn Bbl BPEMS TOUKW AOCTYNHOCTM AaH-
HbIx RTO 1 ecTb nn y Bac nnaHbl caenatb 310 / have
you calculated any Return Time Objective (RTO) or do
you have plans to do so?

10. YObITKM 1 MHUMAEHTbI B npowrom / Historical losses and incidents:

3a nocnepgnue 5 net / In the last 5 years

10.1. 3aaBnany nu Bbl Kakne-nnbo yobITkM nnm o6CcToATeNsCTBa NO 4OrOBOPaM CTPaxoBaHUS OTBETCTBEHHOCTU (TakuMm, Kak
cTpaxoBaHue knbep-puckoBs, obLuerpaxgaHckon OTBETCTBEHHOCTU, OTBETCTBEHHOCTU AMPEKTOPOB U AOIMKHOCTHBIX NL, Npo-
deccroHanbHON OTBETCTBEHHOCTM U MP.) Unu nobeiM ApyrMM BUAAM CTpaxoBaHus (CTpaxoBaHWe UMyLLEeCcTBa), BO3HMKaoLWwmue
13 yTeYKM AaHHBIX, HApYLLEHNW KOHDWAEHLMANbHOCTN MHAOPMaLMN UM KOMMEPYECKOW TalHbl M HECAHKLIMOHUPOBAHHOIO
JocTyna B Bally KoMMbloTepHyto ceTb? / Have you notified any claims or circumstances under a liability policy (e.g. Cyber
liability, general liability, D&O liability, E&O etc) or any other insurance policy (property, B.l etc) arising from a breach of privacy,
loss or theft of personal or commercial information or the unauthorised access of your computer network?

(na/ Het/ yes/
no)

Ecnu «[a», npocbba npepoctasutb aetanu / If “YES”, please provide details:

46




10.2. NpoBoguno nu koraa-HMbyab rocyaapcTBO UMW OpraH, perynvpyroLwmnin Bally AesTenbHOCTb, paccnegoBaHve B OTHOLLe-
HUW BaLLIEN KOMMaHUM B OTHOLLEHUW NepPCcOoHarnbHbIX AaHHbIX? / Has a regulator or recognised industry body ever investigated
you in respect of personally identifiable information or requested information from you in this regard?

(na/ Het / yes/
no)

Ecnn «a», npocsba npepoctasutb Aetann / If “YES”, please provide details:

10.3. MNonyyanu nu Bl korga-nn6o xanobbl CO CTOPOHBI KITMEHTOB, COTPYAHWKOB UK cybnoapsAYmMKoB B OTHOLLEHUN UX NEPCO-
HanbHbIX AaHHBLIX UMK KOHMAeHUMansHom nHdopmaumm? / Have you ever received a complaint form a customer, employee or
service provider in respect of their personally identifiable (or corporate) information?

(na/ Het / yes/
no)

Ecnu «[a», npocbba npepoctaeutb aetanu / If “YES”, please provide details:

10.4. MNMopBepranacb nNu Balla KOMMaHWs HanpaBnNeHHON aTake Ha Bally KOMMNbIOTEPHYIO cuctemy? / Have you been the subject
of a targeted attack on your computer system?

(na/ Het / yes/
no)

Ecnu «[a», npocbba npepoctaeutb aetanu / If “YES”, please provide details:

10.5. MNpurocTaHaesnueBanack Ny unu npepbiBanack nv paboTta Bawen cetn / cuctembl (OO6POBONBHO UMW NPUHYANTENBHO) NO
nobor npuymHe (T.K. U3-3a HanNpaBnEeHHOW aTaku, YTeYkn AaHHbIX 1 np.? / Has your computer network/system been suspended
or interrupted (voluntarily or otherwise) for any reason (e.g targeted or generalised attack, loss of data etc)?

(na/ Het / yes/
no)

Ecnu «[a», npocbba npepoctaeutb getanu / If “YES”, please provide details:

10.6. CkonbKko anunacb 3Ta octaHoBka / nepepbiB? / How long did the suspension or interruption last?

10.7. Bblny NK BbISIBNEHbI KakMe-TO NoTepu Npubbiny nnm pocT pacxodoB, CBA3aHHbIX C AaHHOW OCTaHOBKOW / nepepbiBoM? /
Was there a loss of profits or an increase of costs associated with the suspension or interruption?
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(na/ Het / yes/
no)

Ecnu «[Ja», npocbba npepgoctasutb getanu / If “YES”, please provide details:

11. CBeageHus o0 paHee 3aKIYeHHbIX goroBopax ctpaxoBaHusa / Information on previously signed insur-
ance contracts:

11.1. Buinn nn Bl paHee 3acTpaxoBaHbl / Have you been insured before:
(na/ Het / yes/

no)
Ecnu «[a», coobwute nogpobHocTu / If yes, indicate details:
Mepuopg aencteus nonuca / Policy
CrtpaxoBwuk / Insurer validity period CrtpaxoBasi cymma / Sum insured

11.2. Vimenun nn MecTo CTpaxoBble Cny4Yam No paHee 3akniyeHHbIM JoroBopam cTpaxoBaHus / Any insured events occurred
under previously signed insurance contracts:

(oa/ Het / yes/
no)

Ecnn «[Ja», TO ykaxuTe NpUYMHbI HACTYNNEHNSA CTPaxXoBbIX CryYaeB M pasmepbl NONy4YEeHHOro CTPaxoBoro BosmelleHus / If yes,
indicate reasons for the insured events and amounts of the indemnity received: |

12. YcnoBuA, Ha KOTOPbIX Bbl XOTUTE 3aKIOYUTb A0OroBop cTtpaxoBaHua / Terms and conditions suitable for
entering into an insurance contract:

12.1. MNoxanyincTa, OTMETbTE Te MNOKPLITUS, KOTOpble Bbl xoTenu 6bl 4O6aBWTL B NporpaMmMy cTpaxoBaHusi / Please state which
insurance covers you are looking to obtain terms on:

CtpaxoBas cymma / Limit
requested dpaHwunsa / Retention
Standard Cyber Covers / CtaHgapTHble NOKpbl-
Tnsa Cyber
Business Interruption / CTpaxoBaHue oT nepepbl-
BOB B NPOM3BOACTBE KON-BO YacoBs

13. JononHutenbHble cBeaeHus / Additional
information:

14. NepeyeHb JOKYMEHTOB, NpunaraemMbix K Hactosiwemy 3asaBneHuto / List of documents attached hereto:
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15. 3asBneHue /| Waranty
statement

15.1. 3BecTHO N1 BaM 3apaHee 0 Kaknx-nmbo cBefeHusx, paktax unm o6cToATenbCTBax, KOTOpPble MOryT NPUBECTU K CTPaxo-
BOMY cryyato no gorosopy ctpaxoaHus Cyber? / Are you aware, after inquiry of any facts or circumstances that may give rise
to a claim under the proposed policy?

(na/ Het / yes/
no)

Ecnn «a», npockba npepoctasutb Aetanun / If “YES”, please provide details:

HacTosilumm, B cooTBeTcTBUMU ¢ PepepanbHbiM 3akoHoM oT 27.07.2006 Ne152-93 «O nepcoHanbHbIX AaHHbIX» (aanee - 3akoH),
NoATBepXKAak cBoe cornacue Ha obpaboTky (BKnoYasi Bce AeNCTBUS, MepedncrneHHble B €T.3 3akoHa) CBOMX NEPCOHANbHbIX
OaHHbIX U NepcoHarnbHbIX AaHHbIX J11L, OTBETCTBEHHOCTb KOTOPbIX 3aCTpaxoBaHa, yka3aHHbIX B 3asiBNIEHUN Ha CTpaxoBaHue/no-
roBope (nonuce) CTpaxoBaHUS U UHbIX JOKYMEHTax, NpeACcTaBMNeHHbIX NPW 3aKNioYeHn A0roBopa (nonuca) CTpaxoBaHus, B Lie-
NAX HaAnexallero UCNoIHeHNs 4oroBopa CTPaxoBaHWsl, OpraHu3aumm okasaHus ycryr, BKIOYEHUS NepcoHanbHbIX AaHHbIX B
MHPOPMALIMOHHYO CUCTEMY MEPCOHANbHbIX AaHHbIX ANst MHPOPMUPOBAHUA O HOBMHKAaxX CTPAxXOBbIX NMPOAYKTOB, y4acTUs B Map-
KETUMHIOBbIX, PEKITAaMHbIX aKUUSAX U UCCNEeAOoBaHUsX, a Takke AN OCYyLLEeCTBNEHNS NHHOPMALMOHHOIO CONPOBOXAEHNSI UCMON-
HEeHWs [oroBopa CTpaxoBaHuWsl, B TOM YMCIe NOCPEeACTBOM HarnpaBneHns yBe4OMIIEHUIA NOCPeACTBOM 3NIEKTPOHHON MOYThI U
MHBIMW JOCTYMNHbIMK crnocobamu. [Nepeaaya nepcoHarnbHbIX AaHHbIX JIML, OTBETCTBEHHOCTb KOTOPbLIX 3aCTpaxoBaHa, NpOMCXO-
OWT C UX NMCbMEHHOTO cornacus. Hacrosiee cornacue AeCTBUTENBHO B TEYEHME CpOKa AeNCTBMSA AOroBopa (nonvca) cTpaxo-
BaHusi U B TedeHune 10 (gecsiTn) NeT nocne okoHYaHUs AencTBKsA Jorosopa (nonuca) ctpaxoBaHus. HacTosilee cornacue Ha
006paboTKy nepcoHarnbHbIX 4aHHbIX MOXET ObiTb 0TO3BaHO MOCPEACTBOM HanpaBreHWs MMCbMEHHOro yBeAOMIEHUS B agpec

CrtpaxoBLumka.
YcnoBusa cTpaxoBaHusi, n3noxeHHole B “lpaBunax cTpaxoBaHusa onepaTopoB AaHHbIX U 3awmTel undposoro busHeca”, yteep-
XOeHHbIX Mpukasom Ne OT «__» 202 r., MHe n3BecTHbl. CBeaeHus, cogepXalmecs B HacTosiLeM 3asBneHnu,

ABNSOTCS NOMHLIMU U COOTBETCTBYIOT A€MCTBUTENBHOCTM.
O npaBoBbIX NocrneacTBUsax coobLleHns CTpaxoBLLMKY 3aBe4OMO NTOXHbIX CBeAeHNI 06 06CTOATENBCTBaX, MMELLMX CyLLe-
CTBEHHOE 3HayeHWe Ans onpenerieHnsl BEPOATHOCTM CTPaxXoBOro Criyyas M pasmepa BO3MOXHbIX YObITKOB, NPeaynpexaeH.

I hereby, in accordance with Federal Law No.152-FZ dated 27.07.2006 on Personal Data (hereinafter the Law), confirm my con-
sent to the processing (including all the actions listed in Article 3 of the Law) of my personal data and the personal data of the
Insured and Beneficiaries, including personal data on health status indicated in the insurance application/contract (policy) and
other documents provided during insurance contract (policy) conclusion for the purposes of proper fulfillment of the insurance
contract, arrangement of medical services, inclusion of personal data into personal data information system for provision of in-
formation on new insurance products, participation in marketing, promotional campaigns and surveys, and provision of infor-
mation support during execution of the insurance contract, including by sending notifications using SMS messages, e-mail and
other available means. The transfer of personal data of the Insured and Beneficiaries is done upon their written consent. The
present consent is valid for the term of the insurance contract (policy) and for 10 (ten) years following the termination date of the
insurance contract (policy). The present consent to the personal data processing may be withdrawn by sending a written notifica-
tion to the Insurer.

| do hereby confirm that I'm aware of the Insurance Conditions set forth in the Digital business and data protection in-
suranceRules approved by order No.___ dated 202 Information provided herein is true and complete to the best of my
knowledge. I've been warned about legal consequences of providing the Insur, er with false/misleading information about cir-
cumstances that are relevant for determining insured event probability and amount of possible caused damage.
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(nopnuck 3assutens / Applicant’s signature)
M.M. / SEAL
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